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[Ipencenarens MK®
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[Iporoxon ot 2024 . Ne
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Buzuposanue PII/] 1j1s1 ucnio/iHeHUs B 0YepeAHOM y4eOHOM roay

IIpencenarens MK®
ctapiunii npenoaasatens Jlarymkuna C.B. 2025 r.

Pa6ouas mporpamma repecMoTpeHa, 00CyXaeHa 1 ogo0peHa st
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Buecens! nsmenenus/nononnenus (Ipunoxenue )
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3aB. kadeapoii 'opoxos /1.b.
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IIpencenarens MK®

ctapumii npenogasatens Jlatymkunaa C.B. 2026 .

Pabouas mporpamma nepecMoTpeHa, 00CykIeHa 1 ogo0peHa st
ucroinaenus B 2026-2027 yueOHOM roay Ha 3acenaHuu Kadeapbl
HNHpopmaTuku, MaTeMAaTHKA B (PU3NKH

Brecensl m3menenus/nonoxnenus ([Ipunoxenue )

[Iporokom or 2026 . Ne
3aB. kabenpoit ['opoxos /1.b.

BuzupoBanue PII/I 1/ ucnio/iHeHUsl B 04epeHOM y4eOHOM roxy

[Ipencenarens MK®

crapiuii npenoaasatens Jlarymkuna C.B. o 2027 r.

PaGoyast mporpamma nepecMoTpeHa, o0cykIeHa u ogoopeHa s

ucnonHenus B 2027-2028 yyeGHOM rofy Ha 3acegaHnuy Kadeapsl
HNndopmaruku, MaTeMaTHKU U PU3UKU

Brecensl m3menenwust/ nononHenus ([Ipunoxenue )

IIpotoxom ot 2027 1. Ne
3aB. kadenpoii 'opoxos J1.b.



1. HEJIX OCBOEHU A JUCHUIIINMHBI

1.1 | INoxyanTs yCTOMYMBEIE HABBIKK 110 00ECIIEYEHUIO KOMIUICKCHOH 3alIUTH 00BEKTa HH(POPMATH3AIIHH.

2. MECTO JUMCIIMIVIMHBI B CTPYKTYPE OOII

Hukn (pazapen) OOIT:

| b1.B.07.]B.02.01
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TpeboBaHUs K MpeABAPUTEILHOI MOATOTOBKE 00yYAIOIIErocs:

2.1.1

Kpurnrorpaduueckre METOIbI 3aIIUTHI HH)OPMALHH

2.1.2

OcHOBBI HH(POPMAIIMOHHON O6e30macHOCTH *

2.2

JucuunanHbl 1 MPAKTHKA, 111 KOTOPHIX 0CBOeHHE TAHHOW THCIHILUIMHBI (MOAYJIs1) HE00X0ANMO KaK
npealIecTByIOIee:

221

OCHOBBI MMPOCKTUPOBAHUA ITPOI'PAMMHBIX KOMIIJICKCOB

222

BrimonHeHue U 3aIUTa BEITYCKHONW KBATH(UKAIIMOHHON paboThI

223

3aIlII/ITa B OIEPAUOHHBIX CUCTEMAX

3. KOMIIETEHIIUA OBYYAIOIIETI'OCs, @OPMUPYEMBIE B PE3YJIBTATE OCBOEHUA JUCHUTLITUHBI

(MOZYJISA)

YK-1: Cnocoden OCyIIECTBJIATD IMMOUCK, Kpl/lTI/l‘-IECKl/Iﬁ AHAJIU3 U CHHTE3 l/IHq)OpMaI.ll/II/l, NPUMEHATDH CHCTEMHBII MOAXOX IS

pelIeHUsA MOCTABJICHHBIX 3a1a4

Nunukatop 1

VK-1.1. BeImonHsAeT MOKCK He0OX0MUMOH HHQOpMALNH, e€ KPUTHUCCKUN aHAIU3 U CHHTEe3 HH(POPMAIIHH,
MOJYYSCHHOW W3 Pa3HBIX HCTOYHUKOB.

Wnnukatop 2

VK-1.2. Ucnonb3yeT CUCTEMHBII TOAXOA ISl PELICHUs IOCTAaBICHHBIX 3aau.

IIK-2: Cnoco6eH MpoeKTHPOBATH KOMIbIOTEPHOE MPOrPaMMHOe o0ecriedeHne

Wnunukarop 1 [IIK-2.1. Pa3pabaTeiBaeT, H3MEHIET apXUTEKTYPY KOMIIBIOTEPHOTO IPOrPAMMHOTO 00ECIICUCHHUS.

IIK-4: CnocodeH aIMHMHUCTPUPOBATH CHCTEMbI 3alIUThI HH(POPMALMU ABTOMATH3HPOBAHHBIX CHCTEM

Nunukatop 1

[1K-4.1. BeimosHseT paboThl IO aJMUHICTPUPOBAHHUIO CHCTEMBI 3AIUTHI HH)OPMAIH aBTOMATU3UPOBAaHHBIX
CHCTEM.

Nnnukatop 1

IIK-4.2. BrINONHSAET YCTaHOBICHHBIC MPOIIEIYPHI 0OecTIeueHusT 6€30MacHOCTH HHPOPMAIIAHU C YIETOM TPeOOBaHUS
3¢ GeKTHBHOTO (HYHKIMOHUPOBAHKSI aBTOMATU3UPOBAHHON CHCTEMEI.

B pe3dyJibTaTe 0OCBOCHUS NTHCHUIIINHBI oﬁyqaloumﬁcﬂ JOJIKCH

31

3HaTh:

3.1.1

OCHOBHBIC ITPUHIOMIIBI KPUTHYCCKOTO aHaJIN3a U CUHTE3a I/IH(I)OpMaHI/II/I; METOABI KPUTUICCKOT'O aHAJIN3a U OLICHKN
COBPEMEHHBIX HAYYHBIX HOCTH)KGHHﬁ; OCHOBHBIC ITPUHIUIIBI U METOAbI CUCTEMHOI'O OAXO0Aa; MMPUHIUIIBI TOCTPOCHU U
BUIBI apXUTEKTYPbI KOMIIBIOTEPHOT'O ITPOIr'paMMHOI'O 0660H€'{€HI/IH; nporpaMMHO-anIapaTHbIC CPEACTBaA 3allIUThI
I/IH(l)OpMaLU/II/I ABTOMATU3UPOBAHHBIX CUCTEM; METOIbI KOHTPOJIA 3(1)(1)6KTI/IBHOCTI/I 3alIUThI I/IH(i)OpMaI_H/II/I OT YTCUKH I10
TEXHUYCCKUM KaHallaM, KPUTEPUN OLICHKU B(I)CI)GKTI/IBHOCTI/I 1 HAACKHOCTHU CPEACTB 3allIUTHI TPOTPAMMHOIO obecreueHus
ABTOMATHU3UPOBAHHBIX CUCTEM.

3.2

YMmeTb:

3.2.1

OCYIIECTBIISATh HOUCK MH(POPMALINY B pa3HBIX HCTOYHHUKAX; MOTy4aTh HOBBIC 3HAHWI HA OCHOBE KPUTHIECKOTO aHAIN3a U
CcUHTEe3a HHPOPMALUH

322

TOJIy4aTb HOBBIC 3HAHMHM HA OCHOBE KPUTUYCCKOI'O aHaJin3a U CUHTE3a I/IHq)OpMaHI/II/I; TIPUMEHATb METOAblI CUCTEMHOTO
nmoaxoaa ajisl pCuICHUsA IMMOCTAaBJICHHBIX 3a1a4

323

UCTIONIB30BAaTh CYIIECTBYIONIME TUIIOBBIE PELICHUS U IA0IOHBI IPOEKTUPOBAHNUS KOMIIBIOTEPHOTO IIPOrPaMMHOTO
obecriedeHu s ; IPUMEHATh M aMUHUCTPUPOBATh IPOrpaMMHO-AIapaTHBIE CPEJICTBA 3AIUTHI HH(QOpManuu
aBTOMATH3UPOBAHHBIX CHCTEM; PETHCTPHUPOBATH COOBITHS, CBS3aHHBIC C 3aIUTON HH(POPMAINN B aBTOMAaTH3UPOBAHHBIX
CHCTEMaXx; aHAJTM3UPOBATH COOBITHS, CBA3AaHHBIE C 3aMUTON HH(OpPMAIMK B aBTOMATU3HPOBAHHBIX CUCTEMAX.

3.3

Buaanern:

33.1

HaBBIKAMH HCCJICAOBAHUS MPOOJIEM MPEAMETHOH eI TeIFHOCTH ¢ TIPIMEHEHHEM KPUTHYECKOTO aHaJIM3a ¥ CHHTE3a;
HaBBIKAMU BBISBJICHUS HAYYHBIX MPOOJIEM IIPEIMETHON 00JIaCTH ¥ UCIIONB30BAHMUS a/ICKBATHBIX METOJIOB JUISl HX
pelIeHNs; HaBBIKaMU Pa3pabOTKH, N3MEHEHHS apXUTEKTYPbl KOMIIBIOTEPHOTO IPOrPAMMHOT0 00ECIIEUeHNS; HaBBIKaMU
aJIMIHUCTPHUPOBAHUS CUCTEM 3aINTHl MH(GOPMALINI aBTOMAaTH3HPOBAHHBIX CHCTEM; HABBIKAMH BBITIOIHEHUS
YCTaHOBJICHHBIX IIpOLEAyp obecredeHust 6e30macHOCTH HHPOPMAIHH ¢ yIeToM TpeboBaHus 3P dekTHBHOTO
(YHKLIHOHUPOBaHUS aBTOMAaTH3UPOBAHHOI CHCTEMBI.

4. CTPYKTYPA 1 COAEPXXAHUE JUCHUIIJINHBI (MOAYJIS)

Kon
3aHATHS

Bun
3aHATHS

HaumeHoBaHUEe pa3aejioB u
TEM

Cemectp /
Kypc

Yacos

Komneren-
UY70%0

Jlureparypa

Hure
PaKT.

Ipumeyanue




Pazmen | Pa3zgen 1. 3ammura
uHopmannu
OTPaHNYEHHOT0 I0CTyNAa
KpUNTOrpag)uyecKuMu
cpeacTBaMu
1.1 Jlex KpunrocucreMsl ¢ OTKPBITEIM 2 YK-1TIK-2 JIT.1J11.2 VK-1.1, VK-
KIJIFOUOM, AJIEKTPOHHAs [1K-4 JI1.3 1.2, I1IK-2.1,
MHOJIHICH JI1.4J12.1 I1IK-4.1, TIK-
2.2 4.2
JI2.3J13.1
JI3.2
1.2 JIab KpunrocucteMsl ¢ OTKPBITHIM 2 VYK-1IIK-2 JI1.1J11.2 VK-1.1, VK-
KJIFOUOM, AJIEKTPOHHAs [1K-4 JI1.3 1.2, [IK-2.1,
MHOAINCH JI1.4J12.1 T1IK-4.1, TIK-
J2.2 4.2
JI2.3713.1
JI3.2
1.3 Jlex Xem-dpynkuun. ObecneueHrne 2 VK-1 I1K-2 JI1.1 J11.2 Jleknus-
KOHTPOJIS LENOCTHOCTH I1K-4 JI1.3 JUCKyCCHS,
COO0IeHHIH JI1.4712.1 YK-1.1, VK-
2.2 1.2, TIK-2.1,
JI2.3J13.1 [1K-4.1, ITK-
JI3.2 4.2
1.4 JIa6 Xenr-¢pyaknun. OdecriedueHne 2 YK-1TIK-2 JIT.1J11.2 YK-1.1, VK-
KOHTPOJIS LE€TOCTHOCTH [1K-4 JI1.3 1.2, [IK-2.1,
COOOIIECHHH JI1.4J12.1 T1IK-4.1, TIK-
J2.2 4.2
JI2.3713.1
JI3.2
1.5 JIab WndpacTpyKTypa OTKPBITHIX 2 YK-1TIK-2 JIT.1J11.2 VK-1.1, VK-
KITIOUei IK-4 JI1.3 1.2, TIK-2.1,
JI1.4712.1 [K-4.1, TIK-
2.2 4.2
JI2.3J13.1
JI3.2
1.6 JIa6 3amura nHGOpMAIIH C 4 VK-1TIK-2 JI.1J11.2 VK-1.1, VK-
HCII0JIb30BAHUEM CPEJICTB [1K-4 JI1.3 1.2, [IK-2.1,
KpUNTOrpaduvIecKOM 3aiuThl JI1.4J12.1 ITK-4.1, TIK-
J12.2 4.2
JI2.3713.1
JI3.2
1.7 Cp IToaroroBka K BBIMOJIHEHHUIO 10 VK-1 I1K-2 JI1.1 JI1.2 VK-1.1, VK-
JIP IK-4 JI1.3 1.2, TIK-2.1,
JI1.4712.1 [K-4.1, TIK-
2.2 4.2
JI2.3J13.1
JI3.2
1.8 3auér |IloaroroBka k 3auéry 10 YK-1TIK-2 JIT.1J11.2 YK-1.1, VK-
[K-4 JI1.3 1.2, TIK-2.1,
JI1.4J12.1 [IK-4.1, I1K-
J12.2 4.2
JI2.3713.1
JI3.2
Pazngen | Pasmen 2. IlporpamvHbIe u
NMporpaMMHO-anmnapaTHbie
CpeaCcTBa 3alIUTHI
HH(poOpManMHn
2.1 Jlex 3amuiieHHast 2 YK-1ITIK-2 JIT.1J11.2 Jlexuusi-
aBTOMATHU3MPOBaHHAS CHCTEMA ITK-4 JI1.3 JTUCKYyCCHS,
JI1.4712.1 VK-1.1, VK-
2.2 1.2, TIK-2.1,
JI2.3J13.1 [IK-4.1, I1K-
JI3.2 4.2




2.2 J1ab SamuieHHas 4 YK-1ITIK-2 JI.1J11.2 YK-1.1, VK-
aBTOMaTHU3MPOBAHHAS CHCTEMA T1IK-4 JI1.3 1.2, [IK-2.1,
JI1.4712.1 [K-4.1, TTK-
2.2 4.2
JI2.3J13.1
JI3.2
2.3 Jlex 3amnmTa CETeBOr0 CerMeHTa 7 VK-1 IIK-2 JIT.1 JI1.2 VYK-1.1, YK-
MH()OPMATMOHHON CHCTEMBI IK-4 JI1.3 1.2,IIK-2.1,
KOPIIOPaTUBHOTO YPOBHS JI1.4J12.1 [IK-4.1, TIK-
J2.2 4.2
JI2.3713.1
JI3.2
2.4 JIab 3amura ceTeBOro cerMeHTa 20 YK-1IIK-2 JI.1J11.2 case-study
HHGOPMAIIMOHHOW CUCTEMBI IK-4 JI1.3 (anamus
KOpITOPATUBHOTO YPOBHS JI1.4J12.1 KOHKPETHBIX
J12.2 CUTYallUH,
J12.3J13.1 CUTYallMOHHBI
JI3.2 W aHaNN3),
VK-1.1, VK-
1.2, TIK-2.1,
ITK-4.1, TIK-
4.2
Paznen | Pa3pen 3. Texuuueckas
3amuTa nndopmManuu
3.1 Jlex TexHuueckre KaHaJIbl yTEUKH 2 YK-1IIK-2 JI.1J11.2 VK-1.1, VK-
nHpOpPMALIUU IK-4 JI1.3 1.2, IIK-2.1,
JI1.4712.1 IK-4.1, TTK-
2.2 4.2
JI2.3J13.1
JI3.2
32 Jlex MeTtobl OOBIBAHMS U 3aLTUTHI 2 VYK-1 IIK-2 JIT.1 JI1.2 Jlexmusi-
nHpOpPMALIUU [K-4 JI1.3 JTUCKYyCCHS,
JI1.4J12.1 VK-1.1, VK-
J2.2 1.2, TIK-2.1,
JI2.3713.1 IK-4.1, TIK-
JI3.2 4.2
33 JIa6 TexHuueckue cpelncTsa u 17 VK-1IIK-2 JI1.1J11.2 case-study
METOJIbI 3aIUThI HH(POPMAIIUH ITK-4 JI1.3 (anamus
JI1.4J12.1 KOHKPETHBIX
J12.2 CUTYallUH,
J12.3J13.1 CUTYallMOHHBI
JI3.2 W aHaNN3),
VK-1.1, VK-
1.2, TIK-2.1,
ITIK-4.1, TIK-
4.2
3.4 Cp IToaroroBka K BRITIOTHEHUTO 10 VK-1 IIK-2 JIT.1 JI1.2 VK-1.1, VK-
JIP IK-4 JI1.3 1.2, TIK-2.1,
JI1.4J12.1 IK-4.1, TIK-
J12.2 4.2
JI2.3713.1
JI3.2
3.5 3auér |IloaroroBka K 3a4€Ty 10 YK-1TIK-2 JIT.1J11.2 VK-1.1, VK-
ITK-4 JI1.3 1.2, TIK-2.1,
JI1.4712.1 [K-4.1, TIK-
J2.2 4.2
JI2.3J13.1
JI3.2

5. OBPABOBATEJIBHBIE TEXHOJIOI'MHA

TpamunnoHHas (pepoXyKTHUBHAS ) TEXHOJOTHSA (IIPEIoIaBaTellb 3HAKOMUT 00YJAIOIINXCS C TIOPSAKOM BBIITOTHEHHS 3a1aHH,
HaOJIOaeT 3a BBITIOJIHEHHEM H IIPH HEOOXOIMMOCTH KOPPEKTUPYET paboTy 00ydaromuxcs)

TexHOMOrHs KOMIBIOTEPHOTO O0YUCHUSI(MCIIONB30BaHNE B yUEOHOM IpOLieCCe KOMIBIOTEPHBIX TEXHOJIOTHH 1 IPEOCTaBIIEMbIX
MMM BO3MOXHOCTSIX (JIEKTPOHHBIE OMOIHOTEKH))




O06pazoBaTenbHbIE TEXHOJIOTUH C HCIOIb30BAHUEM HHTEPAKTUBHBIX METOI0B 00ydeHus (case-study (aHaIM3 KOHKPETHBIX
CUTYyalui))

O6pazoBaTenbHbIE TEXHOJIOTHUH C HCIOIb30BAHNEM HHTEPAKTUBHBIX METO0B 00ydeHHs (case-study (CHTyallMOHHBINA aHAIN3))

O0pazoBaTeTbHbIE TEXHOJIOTHH C HCIOTb30BAHNEM aKTUBHBIX METOIOB O0YYEHHS (JIEKINS — JUCKYCCHS)

6. POH/I ONEHOYHBIX CPEICTB

6.1. KoHTpoibHBIEC BONIPOCHI H 32JaHUS

JIEKIIA-AUCKYCCUA

Jlexuus-muckyccus Nel(2 gac.)

Tema: Xem-dyrkimm. ObecnedeHne KOHTPOIIS IIEIIOCTHOCTH COOOIICHUT
Jlexust-nuckyccust Ne2(2 gac.)

Tema: 3anuiienHas aBTOMaTH3UPOBAHHAsI CUCTEMA

Jlexuus-nuckyccus Ne3(2 gac.)

Tema: MeTozp! TOOBIBaHUS 1 3aIUTH HHPOPMAIUH

CASE-STUDY (AHAJIN3 KOHKPETHBIX CUTY ALIUIA, CUTY ALTUOHHbBII AHAJIN3)
case-study (aHaJIM3 KOHKPETHBIX CUTYAIMH, CHTyallMOHHBI 1 aHaym3) Nel (4 dac.)

Tema: 3ammTa CEeTEBOroO cerMeHTa NH(GOPMAITMOHHON CHCTEMBI KOPITIOPATUBHOTO YPOBHS
case-study (aHaIM3 KOHKPETHBIX CUTYaIlUi, CHTyallMOHHbI i aHanu3) Ne2 (2 gac.)

Tema: TexHnueckue cpeiCcTBa U METOIBI 3aIUTH HHYOPMaUH

JIABOPATOPHBIE PABOThI

JlaGoparopHnas pabora Nel (2 vac.)

Tema: KpuntocucTeMsl ¢ OTKPBHITBIM KIIOUOM, 3JIEKTPOHHAS! TOINCh

Bonpocst:

1)OcHOBHBIE BUIBI 2JIEKTPOHHOM MOIHCH;

2)CpencTBa 3JeKTPOHHON MOITUCH;

3)CepTuuKat K109 MPOBEPKH HICKTPOHHON ITOIIHCH;

4)Kpuntocuctema RSA;

5)Kpunrtocuctema Dnb-I'amans.

Jlabopatophas padota Ne2 (2 vac.)

Tema: Xem-pynkiun. OdecnieueHre KOHTPOIIS IIETOCTHOCTH COOOIICHNH

Bomnpocsr:

1)Xom-dpynkmu SHA-1, SHA-2, SHA-3 u I'OCT P 34.11;

2)KOHTpPOIIb IIETOCTHOCTH COOOIIICHHIA;

JlabopaTopHas pabota Ne3 (2 gac.)

Tema:MHbpacTpyKTypa OTKPBITHIX KIFOYCH

Bompocsr:

1)OcHOBHBIE TOHATHSA, TEPMHUHEI U OTlpeaeneHus B oomactu PKI;

2)YupasieHue cepTuhrKaTaMu U KIII0YaMH;

3)Apxutektypa, ocHOBHBIEe KoMroHeHTHI PKI, nx ¢yHKIMHN 1 B3auMoeHCTBYE;
4)OcuoBusle crannapTsl B oomacti PKI: Cranmapts! cepnu X (X.509), ctanmapts! kpunrorpaduu ¢ OTKpsITEIM Kirtogom PKCS.
Jlabopatopnas pabota Ne4 (4 gac.)

Tema:3amura HHGOPMAIMH C UCTIOIB30BAaHUEM CPEICTB KPUNTOTpapUIecKOr 3aIuThI
Bompocsr:

1)3amuTa aBTOMaTH3NPOBAHHBIX CUCTEM MPEANPUATHS ¢ IPIMEHEHUEM CPEJICTB KpUITOrpadUIecKON 3aIiTHI;
2)CoctaB CK3U;

3)Crpyxkrypa CK3U;

4)Pabora ¢ KITI09eBO HHPOPMAITUEH.

JlabopaTopHas pabota Ne5 (4 gac.)

Tema:3amueHHas aBTOMaTu3pOBaHHAsL CUCTEMa

Bompocsr:

1)ABToMaTn3ams nporecca 06paboTkn nHpopMarmu. [ToHATHE aBTOMAaTH3NPOBAHHOM CHCTEMEI,
2)Oco0eHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM B 3alIMIICHHOM UCTIONHEHHH;
4)OcHoBHble Bubl AC B 3aIIMIIECHHOM UCTIOJTHEHHH;

5)Mertobl co3manust Oe30MaCHBIX CUCTEM;

6)MeTomo0THs MPOSKTUPOBAHNS TAPAHTUPOBAHHO 3anuiieHHbX KC;
7)AMCKpEeIMOHHbIE MOJIENH;

8)ManaTHbIe MOJIETIH.

Jlabopatopnas pabota Ne6 (20 gac.)

Tema:3amura ceTeBoro cerMeHTa HHPOPMAIIHOHHON CHCTEMBI KOPIIOPATUBHOTO YPOBHS
Bomnpocsr:

1) PaboTa ¢ yu€THBIMH 3aIIMCAMH TIOJIB30BATENICH U TPYIITAMI;




2) Hactpoiixa mapaMeTpoB MaHJaTHOTO YIPABICHHUS JOCTYIIOM H MaHJATHOTO KOHTPOJS IIETOCTHOCTH;
3) Oprauuzauus ¢ainosoi cucrembl OCCH st paboTh! onp30BaTesiel B paMKax MaHJaTHOTO YIIPABJICHUS JOCTYIIOM U
MaHJAaTHOTO KOHTPOJIA IIETTOCTHOCTH;

4) Anvuauctpupoanue OCCH B pamMkax peann3aliy MaHIaTHOTO KOHTPOJIS L{EIOCTHOCTH;

5) Hactpoiika MexaHM3MOB OpraHU3alMy 3aMKHYTOH POrPaMMHOI1 CpeJibl;

6) HacTpoiika ceTeBoro B3auMoeicTBHS;

Jlabopatopnas padota Ne7 (17 gac.)

Tema: TexHUUECKHE CPECTBA U METOIBI 3AIIUTH HH)OpMAIHU

Bomnpocsr:

1) TumoBsIe CTPYKTYpa U BUIBI TEXHUUECKUX KaHAJIOB YTEUYKH HH(POPMAIIHH;

2) OcHOBHBIE ITOKA3aTEeTH TEXHUUECKUX KaHAJIOB YTEUKU HH(POPMAIIHY;

3) KommiekcHOe MCIIOIb30BaHNE TEXHUUECKUX KaHAJIOB YTEUKH MH(POPMAIIH;

4) AkycTH4ecKHe U ONTHYECKHE KaHAJIbl YTeUKH HH(OPMALUH;

5) PagnosnexTpoHHbIE KaHABl yTeYKN HHGOPMAIUH;

6) BemecTBeHHbIe KaHATBI yTEUYKU HHGOPMAIINY;

7) KoHnenuus HHXEHEpHO-TEXHNYECKOW 3alUThl HH(POPMALHH;

8) Llenwm, 3a1a49m, pecypchl CUCTEMBI 3aIIUTH HHOOPMAIIHH;

9) Yrpo3sl 6e30macHOCTH HHPOPMAIUHU U MEPHI TI0 UX MPEAOTBPAIICHHIO;

10) [TpuHIUIBI MHXEHEPHO-TEXHUUECKON 3aIIUThl HH)OpMAIIUH;

11) TIpuHIMITB TOCTPOESHHS CHCTEMbI HH)XEHEPHO-TEXHUUECKOH 3aIUTHI HHPOPMALIHHL.

6.2. TeMbl NCbMEHHBIX PadoT

Y4eOHBIM IUTaHOM HE TIPEAYCMOTPEHBI

6.3. @oH OLIEHOYHBIX CPEACTB

Bomnpocsr k 3auéty:

Pazmen 1. 3amura nHGOpMANNN OrpaHUIEHHOTO JOCTYTA KPHIITOTpadhUIeCKIMH CPEICTBAMH.

1.1. OCcHOBHBIE BHIBI JJIEKTPOHHOW MOIIHCH;

1.2. CpencTBa 3J1€KTPOHHOM MOAIHCH;

1.3. CepTudukar Kiroda NpoBEPKH IICKTPOHHOW MOITHCH;

1.4. Kpunirocucrema RSA;

1.5. Kpunrocucrema Omb-I'amans.

1.6. Xom-pynkuun SHA-1, SHA-2, SHA-3 u 'OCT P 34.11;

1.7. KoHTpOJIb IIETOCTHOCTH COOOIICHHUI;

1.8. OcHOBHBIC OHATHUS, TEPMUHEI U onpeneseHus B oomactu PKI;

1.9. Yupasnenue cepriudurataMu U KIHOYaMU;

1.10. ApxuTektypa, ocCHOBHbIe KOoMIOHEHTHI PKI, X (GyHKIIUN U B3aUMOJICHCTBHCE;

1.11. OcHosuble ctangaptel B oomactu PKI: Crarnapte! cepun X (X.509), crangapTsl kpunrorpaduu ¢ OTKpeITEIM KiitouoMm PKCS;
1.12. 3amuTa aBTOMaTU3UPOBAHHBIX CUCTEM MPEANPUSITUS C IPIMEHEHHEM CPEJICTB KPUITOrpapUIecKon 3aliThl;
1.13. Cocras u ctpykrypa CK3U;

1.14. Paborta ¢ KJIr04eBOi HHPOPMAITUCH.

Paznen 2. [IporpaMMHbIC U TPOrPaMMHO-AIIIAPATHBIC CPEICTBA 3ALIUTH HHPOPMALIUH.

2.1. ABToMaTH3amus nporecca 00paboTku uHpopmanuu. [ToHITHE aBTOMATH3UPOBAHHON CHCTEMBI;
2.2. OCOOEHHOCTH aBTOMATU3UPOBAHHBIX CHCTEM B 3allIMIIICHHOM UCTIOTHEHUH;

2.3. OcuoBusle Buapl AC B 3alUAIIEHHOM HUCIIOJHEHHUH;

2.4. Metobl co31aHusI 6€30MaCHBIX CUCTEM;

2.5. MeToonorust MpOeKTUPOBAHYSI TAPAaHTUPOBAHHO 3anueHHbIX KC;

2.6. JIuckpenoHHbIE MOJIEIIN;

2.7. MauaTHble MOAEIH.

Paznen 3. Texauueckas 3amura HHPOPMALHH.

3.1. TumoBsle CTPYKTYpa U BUIBI TEXHUUECKUX KaHAJIOB YTEUKU HH(POPMAIIHY;
3.2. OCHOBHBIE TIOKA3aTEJIN TEXHUUYECKUX KAaHAJIOB YTEUKH HH(OpManny;

3.3. KommiekcHOE HCIOTBb30BaHNE TEXHUIECKHX KaHAJIOB YTEUKH MH()OPMAIIHH;
3.4. AkycTiueckne 1 ONTHYECKHe KaHabl yTeUKH HH(pOpMAaIuH;

3.5. PaguoasieKTpoHHbIC KaHaJbl YTeYKH HH(POPMAIIHH;

3.6. BeniecTBeHHbBIC KaHATBI yTEYKH HHOOPMAITUH;

3.7. KoHnenmus HHXeHEPHO-TEXHUIECKON 3alUTH HH(OPMAIIHH;

3.8. Llenu, 3amaun, pecypchl CUCTEMBI 3alIUTHI HH(OPMAIHY;

3.8. Yrpo3sl 6e3onacHOCTH MHGOPMALIK M MEPHI 110 X MPEIOTBPAILCHHUIO;

3.9. IIpuHIMITE HHKEHEPHO-TEXHIIECKON 3alUTH HH(OPMAIIHH;

3.10 [TpuHONTEI TOCTPOEHHS CHCTEMBI HHXECHEPHO-TEXHIYECKOH 3aIUTHl MH(OPMAIIHH.

6.4. Hepe!{eﬂb BHU/I0B OLICHOYHBIX CPEACTB

JlabopaTopHBIe pabOTHI; BOIIPOCH! K 3a4ETy.




7. YA EBHO-METOAUWYECKOE U HH®OPMAIIMOHHOE OBECIIEYEHUE JUCIHUIIIMHBI (MO YJI)

7.1. PexoMengyemas JiuTepaTypa

7.1.1. OcHoBHas1 JMTEpaTypa

ABTOpBL, 3aryaBue W3narensctBo, | Kon-Bo Omn. agpec
JI1. | SIpouxun WnadopmanmonHas 6€301macHOCTb: Mocksa: 25
1 |(B.H. VYueOHHK 1715 By30B AxkageMHYeCKUH
[Tpoekrt, 2003
JI1. | Umetino B. | Madopmanmonnas 6e30macHOCTh U Mockga|bepmun: 1 http://biblioclub.ru/index.php?
2 S 3anuTa HHQOpPMAIIHU: TEOPUS U Jupexr-Menua, page=book&id=571485
MpaKkTUKa: yueOHoe mocodne 2020
JI1. | KoBanes . WnadopmanmonHas 6€30MaCHOCTb: PoctoB-Ha-/lony: 1 http://biblioclub.ru/index.php?
3 |B, yueOHoe mocooue KOk HbBII page=book&id=493175
Bbornanosa E. (henepanbHbIH
A YHHUBEPCHTET,
2016
JI1. [ TIpoxopoBa HudopmanmonHas 6€30MacHOCTh U Camapa: 1 http://biblioclub.ru/index.php?
4 |0O.B. 3anuTa nHGOpMaIMK: YI4eOHUK Camapckuit page=book&id=438331
rOCY/IapCTBEHHBI
i apXUTEKTYypHO-
CTPOUTENBHBIN
YHHUBEPCHUTET,
2014
7.1.2. lonoJHUTeJbHAS JIUTepaTypa
ABTOpBL, 3arnmaBue WsnatensctBo, | Kon-Bo Omn. agpec
JI2. | Topokun WmxeHepHO-TeXHUYECKAs 3alIUTa Mocksa: I'enuoc 10
1 |AA nHdopmanuu: yuyebHoe nocodue APB, 2005
JI2. [ TutoB A. A. | TexHHUYECKHE CPEACTBA 3AIIUTHI Tomck: ToMckwui 1 http://biblioclub.ru/index.php?
2 “HpOpPMAIIUK: yaeOHOE mocoone rOCyIapCTBEHHBI page=book&id=208661
11 yHUBEPCUTET
cucTeM
yIpaBJICHUS U
PaMOdIIEKTPOHH
ku, 2010
JI2. [ TutoB A. A. | MmxeHepHO-TEXHUYECKAsl 3alI1Ta Tomck: Tomckwmii 1 http://biblioclub.ru/index.php?
3 nHpOpMaNUK: yueOHOe mocoone TOCYIapCTBCHHBI page=book&id=208567
Il YHUBEPCUTET
cucTeM
YIpaBICHUS U
PaIrodIeKTPOHU
ku, 2010
7.1.3. Metoauueckue pa3padoTk
ABTOpBL, 3aryaBue W3narensctBo, | Kon-Bo Omn. agpec
JI3. [ MoprysoB A. | MHpopmarmoHnHast 6€301acHOCTb: HoBocubupck: 1 http://biblioclub.ru/index.php?
1 [B. y4eOHO-MeToJiuecKoe mocodue HoBocubupckuit page=book&id=576726
rOCYAapCTBCHHBI
W TEXHUYECKHA
YHHUBEPCHUTET,
2019
JI3. | Ky6amieBa E. | MHpoOpMaTHKa U BBEIYMCIUTENbHAS Homkap-Omna: 1 http://biblioclub.ru/index.php?
2 |C., TexHuka. MapopMannonHas IToBomKCKMIA page=book&id=562246
ManaikeBud | 6€3011aCHOCTh aBTOMATU3UPOBAHHBIX rOCY/IapCTBEHHBI
n. A, CUCTEM: y4eOHO-METOINIECKOe "
Yekymaesa E. | mocobue TEXHOJOTHYECKH
H. Il YHUBEPCUTET,
2019
7.3.1 Ilepeyens NpOrpaMMHOro odecreyeHust
7.3.1.1 | Microsoft Windows Professional 7 Russian Upgrade Academic OPEN No Level
7.3.1.2 | Microsoft Office 2007 Russian Academic OPEN No Level
7.3.1.3 | Adobe Acrobat Reader DC
7.3.1.4 | Chrome

7.3.2 IlepeueHb HHGOPMALMOHHBIX CIPABOYHBIX CHCTEM




7.3.2.1 | «YHuBepcuteTckas 6ubnnoreka online»

7.3.2.2 | OnexTpoHHEIN Katanor oubimoTekn bpl'y

7.3.2.3 | OnexrpoHHas 6ubmmorexa bpl'yY

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIITUHBI (MO YJIA)

1346 VYueGHas aytuTopHs OcHoBHOE 000pyIOBaHHE:

(muCTUTeHHBIHN KiTacc) Cucremnstit 6mox CPU 5000/RAM 2Gb/HDD250Gb/2Gb- 16 mT.
Momnntop TFT 19" LG L1953S-SF- 16 mr.

Wutepaktunas nocka SMARTBoard 6801 (77"/195,6 cm) - 1 miT.
[Tpoextop mynbTuMenuiiHbIi TOoprosoit Mapku "CASIO" moxens XJ-UT310WN c
HacTeHHbIM KperuieHneM CASIO YM-80 - 1 mt.

[puntep HP LaserJet P3005 - 1 mr.

KommyTtatop D-link DES1026G - 1 mir.

VYueGHast MeOens:

Kommiext mebenn (mocagognbix Mect/APM) — 32/16 .
Kommuiekt Mebenu (T1ocafouHbIX MECT) JUIs ITpernojaBartesst — 1 mrT.

1346 VYueGHast ay tuTopus OcHoBHOE 000pyIOBaHHE:

(mUCTUIEIHBIHN Ki1acc) Cuctemnsrit 6mox CPU 5000/RAM 2Gb/HDD250Gb/2Gb- 16 .
Mounntop TFT 19" LG L1953S-SF- 16 mr.

WnrepaxtuBHast nocka SMARTBoard 6801 (77"/195,6 cm) - 1 mir.
[Ipoexrop mynsTuMenuitablii Topropoit Mmapku "CASIO" mozmens XJ-UT310WN ¢
HacTeHHBIM KperuieHneM CASIO YM-80 - 1 mrT.

[punTep HP LaserJet P3005 - 1 mir.

KommyTtatop D-link DES1026G - 1 m.

VYueGHast MeOeIs:

Kommiext mebenu (mocagounbix Mect/APM) — 32/16 .
Kommuiext Mebenu (IIocafouHbIX MeCT) JUIsl IpernojaBatesst — 1 mrT.

1346 VYdeOHas ayauTopus OcHOBHOE 000pyI0BaHKE:

(mucTuIeitHBIN Kiacc) Cuctemnsiit 6ok CPU 5000/RAM 2Gb/HDD250Gb/2Gb- 16 .
Mownwutop TFT 19" LG L1953S-SF- 16 mr.

WnTtepaktusnas nocka SMARTBoard 6801 (77"/195,6 cm) - 1 mT.
[Ipoexrop mynsTrMenuitablii ToproBoit Mapku "CASIO" moxens XJ-UT310WN c
HacteHHBIM KperuieHrneM CASIO YM-80 - 1 mrT.

IIpuntep HP LaserJet P3005 - 1 mr.

KommyTtatop D-link DES1026G - 1 m.

VYueGHast MeOes:

Kommext mebenu (mocagounbix Mect/APM) — 32/16 wT.
Kommiext mebenu (mocaioyHbIX MECT) Ul IpenoaaBaTess — 1 mr.

1101 JlaGopartopus OcHOBHOE 000pyI0BaHME:

TemnosHepreTuueckux cucteM | Creng «CucTemMa COIHEYHOTO HarpeBa ¢ aKTHMBHOM LUPKYJISAIHEH»,
Crena «CucteMa COTHEYHOTO HarpeBa ¢ MaCCHBHON IUPKYIIAIHEI,
Crenp «TemmmoBoii Hacocy;

JIOTOJTHUTEBHO!

MapxkepHast focka - 1 mrT.

Vuebnas Mebenb:

Kommuiext mebenu (1ocagoyHbix Mect) - 12 mr.

Kommiexr mebenu (mocaloyHbIX MeCT) JUld IpenojaaBaTens — 1 mT.

9. METOANYECKHUE YKA3AHUSA JJIS1 OBYYAIOIIIUXCSA 11O OCBOEHUIO JUCIUITJIMHBI (MO YJISA)

JuctumumHa "KoMiiekcHoe obecnieueHrne 6e30nacHOCTH 00bekTa HH(pOpMATH3aIiK" HalpaBieHa Ha COBEPIICHCTBOBAHHE
TEOPETUUECKUX U MPAKTUIECKUX HABBIKOB M YMEHUH B chepe odecrieyeHns KOMIUIEKCHOM 0e30MacHOCTH 00BEKTOB
MH(OPMATH3AMU KPUTHIECKOH U 00IIerpak 1aHCKOH HH(PACTPYKTYPHI.

Jlexuun.

Hanmcanne koHCIEKTa JEKIUH: KpaTKOe, TOCIeI0BaTeIbHOE H3JI0KEHIE OCHOBHBIX IOJI0XKEHUH, (POPMYINPOBOK, BEIBOJIOB,
000011eHuit; Texuuueckoe opopmieHue 3anuceit (Mo JuepkuBaHue, BblJICIEHUE KIIOUEBbIX CJIOB U TEPMUHOB). AKTUBHasI paboTa Ha
JEKIHN.

JlabopaTopHBbIe pabOTHL. BrImonHeHne 3ajaHuii ¢ HCIIOIB30BaHNEM METOANYECKIX PEKOMEH/IAIHI 110 BEIITOTHEHHIO JIAOOPATOPHBIX
pabot, oopmIiIeHHE OTYETOB, 3alIUTa Ja0OPATOPHBIX PadoT.

CamocrostenbHas paboTa oOy4atomuxcs. [loaroroBka k 1abopaTopHbIM paboTaM: MpopadOTKa MaTepHAIIOB 110 TEME
71ab0paTOpHOI pabOTHI ¢ MCIIOIB30BaHNEM PEKOMEH TyeMOIl JTUTepaTyphl, KOHCIIEKTA JIEKIUH, peCypcoB HHPOPMaIHnOHHO-
TEICKOMMYHUKAIIMOHHOH ceTn MIHTepHeT; BRINONHEHNE 3aJaHuUH; 0(hOpMIICHHE OTIETOB I10 JJAOOPaTOPHBIM paboTaM; HOATOTOBKA K
3amure 1abopaTopHBIX padoT.

[ToxroroBka K 3a4€Ty: ccTeMaTHIecKast paboTa ¢ KOHCIIEKTOM JIEKIWH: YTEHHE 3alKCeH; MPOBEPKa TEPMUHOB C TOMOIIBIO
SHIUKIIONEIUH, CIIOBapeil U CIIPaBOYHNKOB; 0003HAUCHHE BOIIPOCOB, MaTepHall, KOTOPHIX BBI3BIBACT TPYIHOCTH; ITONBITKA HAWTH
OTBET B PEKOMEH/IyEMBbIX HCTOYHHKAX; IIOIrOTOBKA BOIPOCOB MIPEIOIaBaTelI0, €CIM HE yIaeTCsl CaMOCTOSITENILHO Pa300paThes B
Marepuaie.
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