[loKyMeHT noanucaH npocToji M%‘rﬁ%?ﬁoﬁ%& H
MHbopmauus o Bragenbue: =

®WO: ykosHukoBa EneHa BaHoBHa DEJIEP
[lomxHocTb: MpopekTop no y4ebHoit pabote

[lata nognucanus: 16.11.2021 12:45:34

YHMKaNbHbIA NPOrPaMMHbIi KNHOY:

AYKH U BBICLIEIO OBPA30BAHMA POCCUICKON ®EJIEPALIMA

AJIBHOE N'OCYJIAPCTBEHHOE BIOJDKETHOE
OBPA3OBATEJIBHOE YYPEXJ/IEHUE
BbICILIEI'O OBPA3OBAHU A

890f5aae3463de1924chcf76ac5d7ab8%e S TCIKMI TOCYIAPCTBEHHBII YHUBEPCHTET"

YTBEPXJIAIO

, )éoperc'rop no yueOHol pabore

; Yy E.N.JlykoBHUKOBA
U

AL RS 204/ T.

PABOYAS IMTPOI'PAMMA JUCHHUIIJIMHBI

51.B.08.03 Cucremnoe aIMHHHCTPHPOBAHHE

Jakpenuiena 3a kadeppoii  Undopmaruku, MaTeMaTHKH H QH3HKH

Yuebnpiii nnan b090302_21_MCuT.plx
Hanpasaenue:  09.03.02  MudopManuMoHHBIE  CHCTEMBbI
TEXHOJIOTUH

Kpanudukanms bakaJjasp

Mdopma obyueHus: ouHas
O6mas tpynoemkocts S 3ET

BHABI KOHTPOJIS B ceMecTpax:
JK3ameH 7

PBCHPC,EICJICHHC HacoB JHCUHHIIHHLI 110 ceMecTpamM

Cemectp
(<Kypc>.<CemecTp Ha 7 (4.1)
Kypee=>) Hroro
Hepens 17
Bujg zauaTiii vin | e | ovn P11
Jexkunn 34 (34 (34 |34
JlaGoparopueie 34 |34 |34 |34
B TOM UHCIIC HHT. 16 |16 |16 |16
Hroro ayu. 68 |68 |68 |68
KownraktHas pabota 68 [68 |68 |68
Cam. pabora 58 |58 |58 |58
Yacek!l Ha KOHTPOJIL 54 |54 [54 |54
Hroro 180 [ 180 [ 180 [ 180




VII: b090302_21_MCuT plx

[ Iporpammy cocTaBHI(H): %
0.c., cm.np., Yepromoaa E.B.

Pabovas nporpaMMa JHCIHIUIHHE

{

CucremMHoe 2 IMHHECTPHPOBAHHE
pazpaboTtana B coorsercTBHH ¢ PI'OC:

DejiepalibHBL rOCY1apCTBEHHBIH 06pasoBaTebHblil CTAHAAPT BLICLIETO obpazoBanus - GakaiaBpuar 1o
nanpassiennio nojarotoskn 09.03.02 Mudopmaninonubie cHeTeMBl M TEXHOJIOTHH (1pHka3 MuHOOpHayKH
Poccun ot 19.09.2017 r. Ne 926)

cocTanlicHna Ha OCHOBAHHH Y‘ICGHOI'O IL1aHa’

Hanpasnenne: 09.03.02 MudopMannoHHBIC CHCTEMBI H TEXHOJIOTHH
YTBEPIKIACHHOIO 11pHKasom pektopa ot 01.03.2021 mporokon No 80.

PaGouast nporpamMma o/100peHa Ha 3ace/laHiH Kageapbl

HudopmaTnku, MATEMATHKH H PHINKH

[IpoTokon o1 _ 7€ anpeis 2027 r. N &
CpoK JC/iCTRUSA MIPOTrPaMMBl: _ 2927 - 2025 yur.

3ag. kadeapoii I'opoxor J1.b. w

[Tpencenarens MK®
crapiumii ipenojagarens Jlatymkuna C.B. id /4 4_@? @WM 20 &7 =

OTtrercrennbiit 3a peanusanuio OITOI1 - R.b. leposcos
__(rfonmne) (@u0) 7
J S
Jlupextop GubanoTekn K}IZZJM, /bﬁ/ﬁ?ﬂ/éf 65‘;( 9?
(MOJUTHCE) (PHO)

Ly
Ne perucrpaunn B &
(METOIMUCCKHH OT/1e)




1. HIEJIX OCBOEHUA JTUCHUTIINHBI

11

dopmupoBaHUE y CTYIEHTOB HH()OPMALIOHHON KyIBTYPBI OYAYIINX CIELHAINCTOB, aJeKBATHOH COBPEMEHHOMY YPOBHIO H
MEePCHEKTUBAM Pa3BUTHA B 00JIACTH CUCTEMHOTO aJIMUHHCTPUPOBAHHS

1.2

OcBoeHue 3HaHUH 10 HHGOPMAIMOHHOMY, OPTaHU3aIMOHHOMY U IIPOrPAMMHOMY 00€CIIEIeHHIO CITyKO
aJIMUHUCTPUPOBAHMUS, SKCILTYaTallul U CONPOBOXKICHHUS HHPOPMAIIMOHHBIX CUCTEM PA3JIMYHOI0 HAIIPABJICHUS 110
YIpaBJICHUIO BCEX YPOBHEH MpeIMETHON 00JIACTH.

2. MECTO JUCHUILITUHBI B CTPYKTYPE OOII

Huxon (pazgen) OOIT: b1.B.08.03

2.1

TpeGoBaHus K NpeABAPUTEIbHON MOATOTOBKe 00y4al0UIerocs:

2.11

OrnepannoHHBIE CHCTEMBI

2.1.2

CepBepHBIE TEXHOJIOTHHI

2.13

CeTeBoe aIMUHHCTPUPOBAHUE

2.2

,HHCl.ll/Il'I.]'ll/IHbI U MPAKTHKH, Il KOTOPbIX OCBOCHHE JAHHON TMCUMILTAHBI (MOZly.]'lﬂ) Heo0X0IUMO KaK
npeamecTByouiee:

221

BrInonHeHHEe U 3alUTa BBITYCKHOW KBaTH()UKAITHOHHON pabOTh

3. KOMIIETEHIIMHX OBYYAIOIIEI'OCA, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSA JUCITUIIJIMHBI

(MOZYJIS)

IK-

4: Crioco0HOCTH HACTPANBATH CeTeBbIe 1eMeHThl HHPOKOMMYHUKAIIMOHHON CUCTEMbI M MPOBOAUTH KOHTPOJIb
HCTOJIb30BAHHUS PECYPCOB CETEBBIX YCTPOICTB M MPOrpaMMHOI0 o0ecreyeHust

Wupukatop 1 [TIK-4.1. Beimonusier paboThI MO YCTaHOBKE, HACTPOMKE U YIPABJICHUIO CETEBBIMH JIEMEHTAMH

PIH(i)OKOMMyHPIKaLIHOHHOﬁ CUCTEMBbI OpTraHU3alluH-3aKa34yrKa.

Wnmuxarop 2 [IIK-4.2. OcymmecTBiIseT KOHTPOJIb UCIIOIb30BaHUS PECYPCOB CETEBBIX YCTPOICTB U MPOrPaMMHOI0 00eCIedeH s

aJIMUHHCTPUPYEMOI1 CeTH.

IIK-5: CiocoGHOCTb YNPaBIAThH 0€30IIACHOCTBIO CeTeBbIX YCTPOHCTB M IPOrPaMMHOI0 ofecreyeHusl, IPOBOAUTL KOHTPOJIb

NMPOU3BOJUTEILHOCTH ceTeBOil HHPPACTPYKTYPHI HHPOKOMMYHUKANMOHHOI CHCTEMBI

Wumukarop 1 [IIK-5.1. BeimomHsieT paboTHI IO YIPaBISHUIO 0€30IIaCHOCTBIO CETEBBIX YCTPONUCTB M IPOTPAMMHOTO 00eCIIeUSHU S

aJIMUHUCTPUPYEMOH CETH.

WNupukatop 2 [TIK-5.2. OcyecTBisieT KOHTPOJIb MPOU3BOJUTEIBHOCTH CETEBOH HH(PACTPYKTYPbI HHPOKOMMYHHKALIMOHHON

CHUCTEMBI C UCTIOJIb30BAHUEM HITATHBIX U BHCITHUX MPOTPAMMHO-ANIapaTHBIX CPEACTB KOHTPOJIA.

B pe3yabTaTe 0OCBOCHUA IUCHUIIIMHBI oﬁyqamnmﬁcsl JOJIZKCH

3.1

3HaThb:

3.11

o011ye IPUHIUIIBEL ()YHKIMOHHPOBAHHUS alIapaTHBIX, IPOrPAMMHBIX U IIPOrPAMMHO-AINAPATHBIX CPECTB
aJIMAHUCTPUPYEMOH CETH; aPXUTEKTYPHI allllapaTHBIX, IPOrPaMMHBIX M IPOTPaMMHO-aNllapaTHBIX CPEACTB
aJIMUHUCTPUPYEMOH CeTH; 00IIKe IPUHIUIEI (YHKIIMOHUPOBAHHS alllapaTHBIX, IPOrPaMMHBIX U IPOTrPaMMHO-
anmapaTHBIX CPEACTB aMHHUCTPUPYeMOii ceTr; Moaenb ISO msa ynpasnenus cereBsM Tpadukom; monenn IEEE;
apXUTEKTYpPbI alllapaTHBIX, IPOrPAMMHBIX U IIPOTrPaMMHO-AINNAapaTHBIX CPEACTB aJMUHUCTPUPYEMON CETH; PETrIaMeHThI
HpoBeeHAS MPOQUIAKTHIECKUX PabOT Ha aMUHACTPUPYeMOil HH(POKOMMYHHUKAIIMOHHOI CHCTEME;

3.2

YMmeTnb:

3.21

IPUMEHATH Pa3IMYHbIE METOABI YIIPABIECHHS CETEBBIMH yCTPONCTBAMM; IPUMEHATH CIIEUAIbHBIE IPOLELYPBI 110
YIIPABJIEHUIO CETEBBIMU YCTPOICTBAMH; MOJIB30BATHCS HOPMATUBHO-TEXHUYECKON TOKyMEHTaIell B 001acTH
MH()OKOMMYHUKALMOHHBIX TEXHOJIOTUI; HCIOIb30BaTh COBPEMEHHBIE METO (bl KOHTPOJIS IPOM3BOAUTEIBHOCTH
MH()OKOMMYHHKAIIMOHHBIX CUCTEM; KOHQUTYPHUPOBAThH ONEPALIMOHHBIE CHCTEMBI; HCIIONB30BaTh COBPEMEHHBIE CTaHIAPTHI
IpY aAMUHUCTPUPOBAHUM YCTPOUCTB U IPOrPAMMHOI0 00€CIeYEH s ; I10JIb30BAaThCsl HOPMAaTUBHO-TEXHUUECKON
JOKyMEHTalueH B 0071acTH NH(HOKOMMYHHKAIIMOHHBIX TEXHOJIOTHH;

3.3

Baagertn:

331

YCTaHOBKOI CETEBBIX JIEMEHTOB HH)OKOMMYHUKALMOHHON CUCTEMBI; yCTAHOBKOH CHCTEM YIPaBICHUS CEThIO; HACTPOHKON
CETEBOro MPOrpaMMHOI0 00eCeUeHNs; INIAHUPOBAHUEM TPeOyeMOil IPOU3BOAUTENLHOCTH CETEBBIX YCTPOICTB 1
HIPOrpaMMHOTO 00ecHeYeHHs AAMUHUCTPUPYEMOH CETH; HACTPOIKOIl mapaMeTpoB YNpaBieH!Us 0€30IIaCHOCTHIO
OIEPallMOHHBIX CUCTEM CETEBBIX YCTPOICTB; YCTAaHOBKOI CIIELUAIbHBIX CPEJICTB YIPaBICHUSI OE30I1aCHOCTBIO CETEBBIX
YCTPOMCTB aAMUHHCTPUPYEMOH CETH; KOHTPOJIEM OTKJIOHEHUI OT HOMMHAJIOB ITPOU3BOIUTEIBHOCTH CETEBOM
MH(POKOMMYHHKAIIMOHHON CHCTEMBI; KOPPEKIHEH IIPOM3BOJUTEIEHOCTH CeTeBON NH(OOKOMMYHUKAITOHHOH CHCTEMBI;

4. CTPYKTYPA U COJIEP’)KAHME JUCIUIIIMHBI (MOLY.JIs5T)

Kon

|_JAHATHS | 3AHATHS IEM Kvne 107071 DAKT.

Bun HaumenoBanmue pa3nesioB u | Cemectp / | Yacos | Kommneren- | JIutepatypa | Unrte | [Ipumeuanue




Pazgen

Pa3nen 1. BBenenue B
aIMHMHHCTPHPOBaHUE
HHGOPMAIMOHHBIX CHCTEM

1.1 Jlex OCHOBBI 3/IMUHHCTPUPOBAHUS U 2 TIK-4 IIK-5 JI1.1 J11.2 Jlexmus-
YIpaBIICHUS B JI1.3J12.1 JI2.2 BH3YaIH3aIHS
MH(OPMALOHHBIX CHUCTEMAX. J2.3 IK-4.1
Henu u 3agaun TIK-5.1
aIMUHUCTPUPOBAHUS I1K-4.2
MHPOPMALMOHHBIX CUCTEM. IK-5.2
1.2 Jlex DKCIUTyaTaus u 2 MNK-4 IIK-5 | JI1.1J11.2 Jlexuus-
COIPOBOXK/CHHE JI1.3J12.1 J12.2 BH3YalIH3alHs
MHPOPMAITUOHHBIX CHCTEM. J12.3 TK-4.1
OOBEKTHI U CYOBEKTEI IIK-5.1
YIpaBJICHUS U T1K-4.2
aJIMMHHUCTPUPOBAHHUS. I1K-5.2
1.3 Jlex Tumsl pabo4yrx MECT U CEPBEPOB. 4 IMK-4 IIK-5 | JI1.1JI1.2 IK-4.1
[ToHsATHS OTIepallHOHHON | JI1.3712.1 J12.2 TIK-5.1
nH(OpMaLOHHON cpe]| ceTu. J2.3 I1K-4.2
CxeMbl aJIMAHHCTPUPOBAHHS U TIK-5.2
yIIpaBIICHHS.
Paznen [Pa3spmest 2. CeTeBble
onepanMoHHbIe CHCTEMBbI
2.1 Jlex [TonsiTe ceTeBBIX 4 NK-4TIK-5 | JI1.1J11.2 TK-4.1
onepannoHHbIX cucTeM. OCHOBBI JI1.3712.1 J12.2 TIK-5.1
aIMUHHUCTPUPOBAHHE CETEBBIX J2.3 T1K-4.2
OTIEPAIIMOHHBIX CHCTEM. MK-5.2
2.2 Jlex O030p ceTeBbIX ONEPAIMOHHBIX 2 TIK-4 IIK-5 JI1.1 J11.2 Jlexmus-
cucreM. Poin ceTeBBIX JI1.3J12.1 J12.2 BH3yaIn3aIus
ONEPALMOHHBIX CUCTEM U UX J12.3 K-4.1
Ha3zHauCHHE. TIK-5.1
T1K-4.2
MK-5.2
2.3 JIa6 AZIMUHUCTPUPOBAHHE B CETAX C 3 MK-4 IIK-5 | JI1.1J11.2 TIK-4.1
ONEePALMOHHBIMH CHCTEMaMHU JI1.3J12.1 JI2.2 TIK-5.1
Linux 2.3 IK-4.2
TIK-5.2
24 JIa6 AZIMAHUCTPUPOBAHHE B CETAX C 3 MK-4 IIK-5 | JI1.1J11.2 TIK-4.1
ONEPALMOHHBIMH CHCTEMaMHU JI1.3J12.1 JI2.2 TIK-5.1
Windows 2.3 IK-4.2
TIK-5.2
2.5 JIa6 AIMUHUCTPHPOBaHUE C 4 MK-4 IIK-5 | JI1.1J11.2 Pabora B
HCIIOIb30BaHUE CLICHAPUEB JI1.3J12.1 JI2.2 MaJIbIX
PowerShell J12.3 rpyrmmax
IK-4.1
MK-5.1
T1K-4.2
IK-5.2
2.6 Cp [ToaroroBka K BBIMOIHEHUIO 10 |IMK-4TIK-5| JI1.1J11.2 K-4.1
abopaTopHEIX paboT JI1.3J12.1 J12.2 TIK-5.1
J2.3 T1K-4.2
21 IK-5.2
Pasznen |Pasmen 3. CereBble
NMPOTOKOJIbI U CIYKOBI
3.1 Jlex Mognens OSI. Ciyx0bs1 DNS, 1 MK-4 IIK-5 | JI1.1J11.2 TIK-4.1
DHCP. IP agpecauus u JI1.3712.1 J12.2 TK-5.1
MapIIpyTU3aLusl. J2.3 I1K-4.2
€)| IIK-5.2




3.2 Jlex [TonsTHE CEeTEBOro MPOTOKOJIA U 1 T1IK-4 IIK-5 JI1.1J11.2 Jlexmus-
ciryx6s1. Ctex TCP\IP. JI1.3J12.1 J12.2 BU3YyaJIM3alHs
J12.3 IK-4.1
€ MK-5.1
I1K-4.2
[K-5.2
3.3 JIa6 CereBoe aIMUHUCTPUPOBAHUE 4 NK-4TIK-5 | JI1.1 J11.2 PaGora B
JI1.3J12.1 J12.2 MaJIbIX
J12.3 rpymnmnax
€ IK-4.1
MK-5.1
[1K-4.2
IK-5.2
3.4 Cp IToaroroBka K BBIIIOJIHEHUIO 10 TIK-4 IIK-5 JI1.1J11.2 T1IK-4.1
n1a0opaTOpHBIX paboT JI1.3712.1 J12.2 TK-5.1
J12.3 I1K-4.2
31 MK-5.2
Pasnen |Pa3pen 4. KontpoJsuiepst
JOMEHOB, CJIy:k0a KaTaJoroB
Active Directory
4.1 Jlex [NonsTHe 1 Ha3HAYCHUE 2 MK-4 1IK-5 | JI1.1J11.2 Jlexuus-
KOHTPOJUIEPOB JOMEHA JI1.3J12.1 J12.2 BU3YaJIM3alIUs
J12.3 [K-4.1
IK-5.1
[K-4.2
IIK-5.2
4.2 Jlex CTpyKTypa H BO3MOXKHOCTH 4 MK-4 IIK-5 | JI1.1J11.2 TIK-4.1
ciryx0bl KaTajoroB Active JI1.3J12.1 J12.2 TIK-5.1
Directory. YrpasneHue J12.3 TIK-4.2
rpynIaMH ¥ OpraHu3aliOHHBIMU IIK-5.2
enuHunamMu B Active Directory.
4.3 JIa6 AnMuHUCTpHpOBaHHUE Active 4 MNK-4 IIK-5 | JI1.1J11.2 Pabora B
Directory JI1.3J12.1 J12.2 MaJbIx
J12.3 rpymnmnax
IK-4.1
MK-5.1
T1K-4.2
MK-5.2
4.4 Cp IToaroToBKa K BBIIOIHEHUIO 10 T1IK-4 I1K-5 JI1.1 JI1.2 T11K-4.1
nabopaTopHbIX paboT JI1.3J12.1 J12.2 TIK-5.1
J2.3 IK-4.2
€] IK-5.2
Paspnen |Pa3pen 5. Ynpasiienne
0e30MacHOCThIO B
HH(POPMANHOHHBIX CHCTEMAX
5.1 Jlex [TpuHune! opranuzanuu 2 MK-4 1IK-5 | JI1.1J11.2 [K-4.1
0e30macHOCTH JI1.3J12.1 J12.2 TIK-5.1
NH(OPMALIMOHHBIX CHCTEM. J12.3 [1K-4.2
MexaHu3Mbl 0OecTiedyeHus TIK-5.2
Oe3zonmacHocTH. Pasrpannuenue
npaB JOCTYIIA B
HH()OPMAITHOHHBIX CHCTEMAX.
5.2 Jlex Indposanue uudopmarmy npu 2 MK-4 IIK-5 | JI1.1J11.2 Jlexuusi-
repeade Mo KaHajaM CBSI3U. JI1.3J12.1 J12.2 BHU3yaIu3aIus
BezonacHocTh 6a3 naHHBIX J12.3 TK-4.1
AIMHUHHCTPATUBHOTO TK-5.1
ynpasieHust. [IpoTokos! u TIK-4.2
Mporeypbl 0€30MaCHOCTH TIK-5.2

nepenauu ($aiaos.




53 Jlek Cu1y>x0bl 6€3011aCHOCTH. 2 IIK-4 TIK-5 | JI1.1 JI1.2 IK-4.1
Kpunrorpadus u ynpasieHue JI1.3712.1 J12.2 TK-5.1
KJIFOUaMH 0€30I1aCHOCTH. J12.3 I1K-4.2
Wnentudukanus oobekTa u TIK-5.2
MEXaHU3MBbI OICPIKAHNUS
noanuHHOCTH. [Tapomm.
[udposas HOAMHUCE.
5.4 JIa6 VYnpasieHue BUPTyaIbHBIMU 4 NK-4TIK-5 | JI1.1J11.2 PaGora B
mamuHamu (VirtualBox, Hyper- JI1.3J12.1 J12.2 MaJIbIX
V) J2.3 rpymmax
IK-4.1
MK-5.1
I1K-4.2
[K-5.2
5.5 Cp IToaroToBKa K BBITIOJHEHHIO 8 NK-4TIK-5 | JI1.1J11.2 TK-4.1
nabopaTopHbIX paboT JI1.3J12.1 J12.2 TIK-5.1
J2.3 [1K-4.2
€] IIK-5.2
Pazgen |Pazpen 6.
AIMUHHMCTPUPOBAaHHE
HHPOPMaNMOHHBIX 0a3
HAHHBIX
6.1 Jlex TTonstue nHPOPMALTMOHHBIX 0a3 4 MNK-4TIK-5 | JI1.1 J11.2 TIK-4.1
JTAHHBIX. AZIMUHUCTPUPOBaHHE JI1.3712.1 J12.2 TIK-5.1
6a3 manabix MySQL u MS SQL. 2.3 TIK-4.2
SI3eix SQL. TIK-5.2
6.2 JIa6 AnmuHUCTpHpOBaHUE 6a3 4 MNK-4TIK-5 | JI1.1 J11.2 Pa6ora B
JTAaHHBIX T110]1 yripaBjieHueM MS JI1.3712.1 J12.2 MaJbIX
SQL(MySQL) J2.3 rpymmax
IK-4.1
MK-5.1
T1K-4.2
MK-5.2
6.3 Cp TToaroroka k 1a00paTOPHBIM 10 |IK-4TIIK-5( JI1.1JI1.2 IK-4.1
paboTam JI1.3J12.1 J12.2 MK-5.1
J2.3 T1K-4.2
31 MK-5.2
Pasnen |Pa3gen 7. UntepHet-
TeXHOJIOTUH
7.1 Jlex MHTEpHET IPOTOKOIBI, CITYXKOBI 2 IK-4 TIK-5 | JI1.1 JI1.2 Jlexmus-
u TexHoJyoruu. Pa3sepreiBanue n JI1.3J12.1 J12.2 BU3yaJIM3aLus
aJMAHHUCTPUPOBAHHE BeO- J12.3 TIK-4.1
cepBepa Apache u CYB/] TIK-5.1
MySQL. IK-4.2
IK-5.2
7.2 Jab VYnpasnenne WEB-cepsepom 4 MK-4 [IK-5 | JI1.1JI1.2 [K-4.1
Apache JI1.3J12.1 J12.2 TK-5.1
J2.3 T1K-4.2
IK-5.2
7.3 J1a6 PasseptriBanue FTP-ceprepa 4 NK-4TIK-5 | JI1.1J11.2 TK-4.1
JI1.3J12.1 J12.2 MK-5.1
J2.3 T1K-4.2
IK-5.2
7.4 Cp TToaroToBka K 1a00OpaTOPHBIM 10 | [IK-4TIK-5 | JI1.1J11.2 TK-4.1
paboram JI1.3J12.1 J12.2 IIK-5.1
J2.3 T1K-4.2
€ IK-5.2
7.5 Ox3amer |[loaroToBka u caaya sK3aMeHa 54 | IK-4TIK-5| JI1.1J11.2 TK-4.1
JI1.3J12.1 J12.2 IK-5.1
J2.3 [1K-4.2
€] IK-5.2

5. OBPA3OBATEJIBHBIE TEXHOJIOT' U




OO6pa3oBarelibHbIE TEXHOJOTHH C UCIOJIb30BaHUEM aKTHBHBIX METO/I0B 00y4YeHus (Jekus — Oecena, JIeKIus — JUCKyCCus,
poOJIeMHast JIeKLHSL, JICKINA-BU3YaIN3alys, JICKIHUS ¢ 3apaHee 3allIaHNPOBAaHHBIMHU OIINOKAMH, JIEKIUS — IIpecc-KOHGEePEeHIHS,
JIEKIHS ¢ pa300pOM KOHKPETHBIX CUTYalUii, JIEKLINA-KOHCYIbTALIUS, 3aHATHS C IPUMEHEHHEM 3aTPYIHSIOUINX YCIOBHMA, METOIbI
IPYIIIOBOTO PELIeHUs] TBOPUYECKUX 3a]a4, METO/l pa3BUBAIOLIEHCA KOOIepalln)

TpamuuuoHHas (penpOyKTHBHAs) TEXHOJOTHUS (IPEMOJaBaTeNh 3HAKOMHUT O0YUYAIOLIUXCS C TIOPSAKOM BBITIOHEHUS 33 Ia s,
HaOJIFO/IaeT 32 BBIIOJHEHUEM U TIPH HEOOXOIUMOCTH KOPPEKTUPYET paboTy 00y4atOIINXCs)

TexHOMOTHs KOJUIEKTHBHOTO B3aMMOIEHCTBU (paboTa B MaJbIX IPyIIax) (CaMOCTOATEIbHOE H3yUeHHE 00yUYarOIINMICS HOBOTO
MaTepHaja oCpeCTBOM COTPYIHUYECTBA B MAJIBIX IPYIINaX, AaeT BO3MOXKHOCTh BCEM YUaCTHHKAM y4acTBOBaTh B paboTe,
MIPAKTHKOBATh HABBIKK COTPYIHUYECTBA, MEXKIMIYHOCTHOTO OOIICHNS)

TexHOJ0rUsl KOMIIBIOTEPHOT0 00yUeHHA(UCIIONB30BAHUE B yUEOHOM IPOLIECCE KOMITBIOTEPHBIX TEXHOJIOTHH U MPEAOCTABISIEMbIX HMU
BO3MOJKHOCTSIX (QJIEKTPOHHbIE ONOIMOTEKH, OHIAMH TECTHI, TPAKTHYECKUE 3aAaHUS 1 T.1.))

O06pazoBaTenbHbIE TEXHOIOTHH C UCTIOIb30BaHNEM MHTEPAKTUBHBIX METOA0B 00y4eHHs (KPYTIBIA CTON (AUCKYCCHUs, 1e0aThl),
CceMHHap - ucciieioBanue, cemunap «lIpecc — aHTunpecc», Mo3roBoii mwtypm (OpeHCTOpM, MO3TrOBas aTaka), JeJIOBhIE,
MMHTALMOHHEIE, OTIepalliOHHEIE M POJIEBBIE UTPBI, case-study (aHaIM3 KOHKPETHBIX CHTYalli, CHTYalllOHHbINH aHAN3), MacTep Kiacc,
JTU/TaKTUYECKUE UTPHI)

6. POHJI OHEHOYHBIX CPEJICTB

6.1. KouTpoJibHbIe BONPOCHI U 3aIaHUS

Bonpock! [ist 3a1uThl 1a00paTOpHBIX paboT:

JlabopaTopHas padota Nel: AIMUHHCTPUPOBAHKE B CETAX C OTMIEPAIIMOHHBIMU cUCTeMaMu Linux
1. Yuernsle 3amucu B Linux
2. Pabota ¢ daiinamu

JlabopaTopHas pabota No2: AJMUHHCTPUPOBAHUE B CETAX C OMEpPAIIMOHHBIMU cucTeMaMu Windows
1. JloMmeHsl ¥ pabodue rpymsl
2. ITonp30BaTenn U TPYIIIIHI TOJIH30BATENEH JOMEHa

JlabopaTopHas pabora Ne3: AIMUHHCTpUPOBaHKE C UCIIONIb30BaHKeM cueHapueB PowerShell
1. SI3b1k cuenapues PowerShell
2. OCHOBHbBIE KOMaH JICThI

JlabopaTopHas padora Ned: CereBoe aIMUHUCTPUPOBAHUE
1. YopaBneHue ceTbio
2. MocTbl 1 MapHIpYTH3aTOPBI

JlabopaTtopHas padota Ne5: Anmunucrpuposanue Active Directory
1. Lentp anmMunuctpupoBanus Active Directory
2. Kypuan Windows PowerShell B nientpe anmunuctpupoBanus Active Directory

JlaboparopHast pabota Ne6: Ynpasinenue BupTyansaeiMu MainuaaMu (VirtualBox, Hyper-V)
1. MOHHTOPHHT pecypcoB 1 MIPOU3BOAUTENBHOCTH y31a Hyper-V
2. 3meHeHune napaMeTpoB BUPTYaIbHOW MalllMHbI

JlabopaTophas pabora Ne7: AaMuHucTpupoBanue 0a3 gaHHbIX oJ ynpasieHuem MS SQL(MySQL)
1. Ynpasnenue daiinamu 0a3bl JaHHBIX
2. Onepanuu pe3epBHOrO KOMMMPOBAHKS U BOCCTaHOBJICHHUS

JlabopatopHas padota Ne8: Ynpasinenne WEB-cepsepom Apache
1. Apxurektypa Apache
2. Web Application Firewall

JlabopaTopnas pabora Ne9: PazsepreiBanue FTP-cepsepa
1. YcranoBka FTP-cepBepa Ha cepep Windows
2 VYeranorka FTP-cenrena Ha cenren [inux

6.2. TeMbl NHCBMEHHBIX PadoT

He npenycMoTpeHa yueOHBIM IUIaHOM.

6.3. ®oH/1 OLIECHOYHBIX CPEJICTB

BKSaMeHaHI/IOHHHe BOIIPOCHI:

Paznen 1: Beenenue B aAMUHUCTPUPOBaHHE UH(POPMAILIMOHHBIX CHCTEM

1. KakoBa oCHOBHas 11eJIb CETEBOTO aMHUHUCTPUPOBAHHS?

2. YeM OTIIMHUAIOTCS MOHATHS CETEBOTO aMUHHCTPUPOBAHMS U CUCTEMHOT'O aJIMUHHCTPUPOBAHHS?

3. HazoBuTe OCHOBHBIE BHIBI 33]a4 CETEBOTO aIMUHHUCTPUPOBaHusl. [IpuBeanTe npuMepbl KOHKPETHBIX 3a7ad Ha




KaXXIbIM BHI.

Paznen 2: CereBble onepaioOHHbIE CUCTEMBI
1. [osicaure, amns gero npenHasznadena moaens OSI? I'ne ona npumensiercs?
2. Ha3oBuTe (pyHKIIMN KaHAJIBHOTO, CETEBOTO U TPAHCHOPTHOrO ypoBHeH Monenu OSI.

Paznen 3: CeTeBble IPOTOKOJIBI M CITYKOBI

1. Ins uero ucnonssyercs nporokon ICMP? IIpotokon ARP?
2. INosicHuTe MPUHIMT pabOThl yTHIIUTHI ping.

3. ITosicHUTE MPUHIUI PAOOThl YTUINUTHI tracert.

4. Tosicaute npuHIMT paboThl mpoTokona ARP.

5. B yem 3axmmrodaercs 3a1aya MapipyTu3anuu’?

6. Yro taxoe default gateway?

Paznen 4: KonTpoiuiepsl TOMEHOB, ciy0a karanoros Active Directory

1. Kaxas undopmanus xpanutces B katanore Active Directory? I'ie HaxoauTces caM KaTanor?
2. JInst 9ero Hy>KHaA PETITUKAIIS ?

3. Uem ayreHTH(duKanus oTaudaeTcs OT aBTopu3anuu?

4. ]I 9eTo UCIoNb3YIOT OPTaHU3aMOHHBIE TTOAPA3IeIeHNUs !

Paznen 5: YpaBnenue 6€30MacHOCThIO B HHPOPMAIIMOHHBIX CHCTEMAaX
1. JIns pemenus kakoi npo6iemsl npeaHasHadeH nporokon DHCP?

2. JIyst 9ero HEOOXOUMBI JOMEHHBIE HMEeHA?

3. st yero HyxHa ciyx0a DNS?

Paznen 6: AnMuHHUCTpUpOBaHKE HHPOPMALMOHHBIX 023 JaHHBIX
1. Aamunuctpatop B/ u ero dpyHkumun

2. IIpoextupoBanue CTpyKTypsl bJ1

3. Boccranornenue BJ1 B ciyuae c6os

Paznmen 7: lHTepHeT-TeXHONIOTHH

19. Yto Takoe ynaneHHbI qocTyn?

20. HazoBute Buasl VPN-coenquHeHMiA.

21. Kakum o6pazom cet VPN obecrnieurnBaroT 6€30MacHy0 nepeiady nakeTon?

6.4. IlepeyeHb BUIOB OLIEHOYHBIX CPEACTB

Bompocsl k 3k3aMeHy. DK3aMeHALHOHHbIE OUIIETHL.
Bomnpocs! a1 3amuThl 1a60paTopHbIX padoT. OTYETHI 110 1a00paTOPHEIM paboTaM.

7. YYAEBHO-METOAUWYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIITIMHBI (MOYJIS)

7.1. PexoMeHnayeMas qutepatypa

7.1.1. OcHoBHast TUTEpPaTypa

ABTODHI, 3arnaBue UsnarensctBo, rox| Koia-so D11 anmpec
JI1. [IHaxoBa E.}O. |AnmunucTpupoBanue Bparck: bpl'VY, 1 http://ecat.brstu.ru/catalog/Vue6ub1e%
1 MH()OPMAIIMOHHBIX cucTeM: yueOHoe (2016 20n%20y4ebH0-MeToanIeCKHEeYo
nocobue 20nocoous/Muadpopmarnka®e20-%
20BrruucnurensHan%20rexanka%20-
%?20TIporpammupoBanue/I1laxoBa%
20E.}F0.%20A nMuHHCTpUpOBaHHEY)
20uHpOpMaMOHHBIX %0
20cucrem.Y4eb.mocooue.2016.pdf
JI1. |Bacems E. A.  |CuctemHoe anmuHUCTpUpoBanue 1 |HoBocuOupcek: 1 http://biblioclub.ru/index.php?
2 uH(QOpMaIMOHHAs 6€30MACHOCTh: HoBocubupckuii page=book&id=575325
yueOHOe nocobue roCyapCTBEHHbIH
TEXHUYECKUI
yHUBepcuTer, 2018




ABTODBI, 3aryaBue H3parensctBO, Toa| Kom-Bo On. anpec

JI1.

I'umobunkas JI. | AAMAHECTPUPOBAHHUE B CraBpomois: 1 http://biblioclub.ru/index.php?

A., AnpbexoBa |nH(MOPMAIMOHHBIX cucTeMax: yueOHoe |Cesepo- page=book&id=457276
3. M. nocobme Kasxkasckmit
denepasbHbII
YHHBEPCUTET
(CK®DY), 2014

7.1.2. lonoJIHUTebHAS JIUTEpaTypa

ABTOpHI, 3arnaBue UznarenscTBo, rox| Koi-Bo On. anpec

. |JIaB P. Linux. CucremHoe CaHKT- 10

porpaMMHUpoBaHue: yueOHoe nocodue |I[letepOypr:
[Murep, 2014

. |CoicoeB D. B., | AAMHHUCTpUPOBaHIE KOMIBIOTEPHBIX |TamMO0B: 1 http://biblioclub.ru/index.php?

TepexoB A. B., |cereit: yueGHOE TOCOOHE TamboBcKuit page=book&id=499414
bypuesa E. B. roCyJapCTBEHHBII
TEXHUYECKHUI
YHUBEPCUTET
(Tr'TY), 2017

. |Cadonos M. |PasseptriBanne Windows XP: kypc Mocksa: 1 http://biblioclub.ru/index.php?

A. WurepHer- page=book&id=234658
VYuusepcurer
HNudopmamoHHbI

X Texnonorui
(MHTYUT), 2010

7.2. Ilepeyens pecypcoB HHGOPMAIHOHHO-TEJIEKOMMYHHKAIIMOHHOH ceTd ""UHTepHeT"

€)!

CeTeBoe aJMUHHUCTPHPOBAHUE: OT TeopHH K mpakTuke | https://ru.coursera.org/learn/network-administration
[OnexTponHsIii pecypc]

7.3.1 IlepeveHs NporpaMMHOTo oGecnedeHnst

7.3.1.1|Microsoft Windows Professional 7 Russian Upgrade Academic OPEN No Level

7.3.1.2|Adobe Reader

7.3.1.3|LibreOffice

7.3.1.4|Microsoft Office Professional Plus 2010 Russian Academic OPEN 1 license No Level

7.3.2 Tlepeyenb HHPOPMATMOHHBIX CIIPABOYHBIX CHCTEM

7.3.2.1|HamonanesHast snekTpoHHas ondmuoreka HOb

7.3.2.2|Hayunas snexkrponnas oubnmoreka eLIBRARY.RU

7.3.2.3|ndopmanmonnas cuctema "ExqnHoe okHO nocTyna k 00pa3oBaTelbHBIM pecypcam”

7.3.2.4|Onextponnas oudaroreka bpl'yY

7.3.2.5|3nexTponHslii kaTanor 6ubaroreku bpl'y

7.3.2.6«YHuBepcuterckas oubmuoreka onlinex»

7.3.2.7|13natenbctBo "JlaHb" 31EeKTPOHHO-OMOIMOTEYHAs cUCTEMa

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCITUITJIMHBI (MOY JIST)

3127

JlucruteitHpIi Kitacc 1. YuebHast MmeOenb.

2. KoMIutexT cepBepHOro 000py10BaHHUs ISl TOCTPOCHUS TEXHUUECKOW apXUTEKTYpPhI
KOMIIJIEKCa TePMUHAIBHBIX PELICHH B COCTaBe TEPMUHAIBLHOTO CepBepa, TePMUHATIBHBIX
pabounx mect u niepudepun B coctae: TepMuHaNIbHEIN cepBep Dell PowerEdge RX740XD,
MoHHTOp Samsung SM493 19, 15 tonkux xmreHTroB SmartClient Mini PC (Intel CPU J1900
1.99GHzx4, 4GB), monurop Forgame Liquid Crystal Dispay MK27FC 27°* 1800R
1920x1080 144 Hz, Bebkamepa Logitech C920 PRO), HP LaserJet 1150, nocka
HHTepaKTHBHAas ceHcopHas Smart Board SB480.

3125

Jucnneitnslii knacc YueOnas mebenb

KoMmmiiekT cepBepHOT0 000pyIOBaHUS AT HOCTPOCHHS TEXHHIECKON apXUTEKTYPhI
KOMIUIEKCA TEepMHHAJIBHBIX PEIICHUH B COCTaBE TEPMHUHAIBHOTO CepBEPa, TEPMHHATIBHBIX
pabounx MecT u iepudepun B coctaBe: TepMHUHaIbHBII cepep Dell PowerEdge
RX740XD, monutop Samsung SM493 19°°, 15 Toukux kianentos SmartClient Mini PC (Intel
CPU J1900 1.99GHzx4, 4GB), monutop Forgame Liquid Crystal Dispay MK27FC 27"’
1800R 1920x1080 144 Hz, Bebkamepa Logitech C920 PRO), M®VY Canon i-Sensys MF
421dw, nocka nHTEpaKTUBHAs ceHcopHas Smart Board SB480.




3118 MynbTUMeIuiHbIN Ki1acce 1. Yuebnas mebens.

2. MapkepHas gocka.

3. KonmuecTBo mMocaiouHbIX MeCT — 54.

4.TIK (cuctemusrit 610k AMD Athlon(tm) 64 X2 Dual Core Processor 5000+ 2.66 GHz,
RAM 2GB, wmonutop Samsung 197) - 1.

5. UnrepaktuBHas nocka SMARTBoard 6801 co BectpoennsiM - WGA mpoekTopom Smart

UX60.
2201 yuTanbHBIH 3a1 Nel Vuebnas Mebenb
Ob6opynosanue 10- ITK i5-2500/H67/4Gb (mouutop TFT19 Samsung); mpuntep HP Laser
Jet P2055D
9. METOAUYECKHUE YKA3AHUSA 1JIs1 OBYHAIOIIINUXCS IO OCBOEHHUIO JUCHUIIVIMHBI (MOYJIS)

Jlexnum.

HanucaHre KOHCTIEKTa JICKIUI: KpaTKoe, MOCIIeJOBATEIbHOE U3I0KEHUE OCHOBHBIX MOJIOKEHHH, (HOPMYIUPOBOK, BHIBOJIOB,
0000111eHMiT; TeXHIHUECKOe 0(hopMIIeHHE 3anKcel (Mo JUepKHUBAaHUE, BbIICIICHHE KIFOUEBBIX CIIOB M TEPMHUHOB). AKTHBHas paboTa Ha
JICKIIUH.

JlabopaTopHbie paboTHI.
BrimosHeHHE 33/[aHui ¢ UCTIOIb30BAaHUEM METOIMIECKUX PEKOMEH/IAIMI MO BBIMOIHEHUIO Tab0paTOPHBIX paboT, opopmileHHE
OTYETOB, 3aIIuTa Jab0PaTOPHBIX PadoT.

CamocrostenbHas paboTa 00yJaromxcs.

IToxnroTroBka k J1abopaTOpHBIM paboTaM: MPOPabOTKa MATEPHAJIOB IO TEME JabopaToOpHO pabOThI C UCIIOIb30BAHUEM PEKOMEHIyeMOH
JIUTEPaTyphl, KOHCIIEKTA JICKIUi, pecypcoB HHPOPMAIHOHHO-TEICKOMMYHHUKAIIMOHHOM ceTH VIHTEepHEeT; BBIMOIHEHHE 3a1aHUH;
o(opMIICHHE OTYETOB TI0 JIAOOPATOPHBIM pabOTaM; MOJArOTOBKA K 3alUTe Ta0OpATOPHBIX padoT.

IMoxroToBKa K 3K3aMEeHY: CHCTeMaTHIecKasi paboTa ¢ KOHCIIEKTOM JIEKI[HI: YTEHHUE 3aIiceif; IpoBepka TEePMUHOB C IOMOIIBIO
SHLUKJIONIEIUH, CII0Bapeil U CIIPaBOYHUKOB; 0003HAYEHUE BOIIPOCOB, MaTEpHUal, KOTOPBIX BBI3BIBAET TPYLHOCTH; NOMBITKA HAWTH OTBET
B PEKOMEH/TyeMbIX HCTOYHHKAX; TIOJTOTOBKA BOIIPOCOB IIPEIIOJaBaTEIII0, €CITH HE yIAaeTCs CAMOCTOATENHHO Pa300paThesl B MaTepHale.




