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Buzuposanue PII/] 1uis1 ucnostHeHMs1 B 0YepeHOM y4eOHOM roay

[Ipencenarens MK®
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Buecens! nsmenenus/nononnenus (Ipunoxenue )

[Iporoxon ot 2024 . Ne
3aB. kadenpoit ['opoxos /I.b.

Buzuposanue PII/] nu1s1 ucnosiHeHMs1 B 0YepeHOM Y4eOHOM roay

IIpencenarens MK®
ctapiunii npenoaasatens Jlarymkuna C.B. 2025 r.

Pa6ouas mporpamma repecMoTpeHa, 00CyXaeHa 1 ogo0peHa st
ucnoanenus B 2025-2026 yueObnoM roay Ha 3aceganun kaheapol
HNudopmaTuku, MaTeMATUKHU U GU3HKH

Buecens! nsmenenus/nononnenus (Ipunoxenue )

[Iporokonm ot 20251, Ne
3aB. kadeapoii 'opoxos /1.b.

BusupoBanue PI1JI nJ1st ucrioiHeHUs B 04epeIHOM y4eOHOM roay
IIpencenarens MK®

ctapumii npenogasatens Jlatymkunaa C.B. 2026 .

Pabouas mporpamma nepecMoTpeHa, 00CykIeHa 1 ogo0peHa st
ucroinaenus B 2026-2027 yueOHOM roay Ha 3acenaHuu Kadeapbl
HNudopmaTnkn, MmaTeMaTUKH U QU3NKH

Brecensl m3menenus/nonoxnenus ([Ipunoxenue )

[Iporokom or 2026 . Ne
3aB. kabenpoit ['opoxos /1.b.

Buzuposanue PII/] 1uis1 ucnosiHeHMs1 B 0YepeHOM y4eOHOM roay

[Ipencenarens MK®

crapiuii npenoaasatens Jlarymkuna C.B. o 2027 r.

PaGoyast mporpamma nepecMoTpeHa, o0cykIeHa u ogoopeHa s

ucnonHenus B 2027-2028 yyeGHOM rofy Ha 3acegaHnuy Kadeapsl
HNudopmaTuku, MaTeMATUKH M GU3MKH

Brecensl m3menenwust/ nononHenus ([Ipunoxenue )

IIpotoxom ot 2027 1. Ne
3aB. kadenpoii 'opoxos J1.b.



1. HEJIX OCBOEHU A JUCHUIIINMHBI

1.1

dopmupoBaHne HHPOPMAIMOHHOHN KyIbTYpPHI, aeKBaTHOH COBPEMEHHOMY YPOBHIO U IIEPCHEKTUBAM Pa3BUTHS B 00JIaCTH
CHCTEMHOTO aIMUHUCTpUpOBanus. OCBOCHHE U COBEPIICHCTBOBAHNE 3HAHMH M HABBIKOB 110 MH(POPMALIMOHHOMY,
OPraHU3aLHOHHOMY U IIPOrPAMMHOMY OOECIICUEHHIO CIIY>KO aJMUHUCTPUPOBAHUS, KCIUTyaTallii ¥ COIPOBOXKACHNUS
MH(GOPMAINOHHBIX CHCTEM Pa3IMYHOTO HAIPABJICHUS M0 YIPABJICHHUIO BCEX YPOBHEH IPEeIMETHOH 00J1acTH.

2. MECTO JJMCIIMIIVIMHBI B CTPYKTYPE OOII

uxa (pazgen) OOIT: b1.B.07.03
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TpeGoBanus K NpeABAPUTEIHLHOIM MOATOTOBKE 00y4aI0IIEroCcs:

2.1.1

OHGpaHHOHHLIe CUCTEMBI

2.1.2

CeteBoe aIMUHUCTPUPOBAHUE

2.2

JMCUMNINHBI M IPAKTHKH, IJIs1 KOTOPHIX 0CBOEHUE TAHHOW TUCIMILIMHBI (MOYJ151) HEOGXOTUMO KaK
npeaniecTBywmiee:

2.2.1

AIMUHHCTPHPOBAHKE CUCTEM U ceTell Ha s3b1ke Python

222

KopnopaTuBHbIe HHPOPMALUOHHBIE CHCTEMBI

223

BrimonHeHwe 1 3aIMTa BEITYCKHOW KBATH(DHUKAIIMOHHON paboTHI

224

Hupopmannonnas 6€301acHOCTb

3. KOMIIETEHIIMA OBYYAIOIIEI'OCs, @OPMUPYEMBIE B PE3YJIBTATE OCBOEHUA JUCHUTLITUHBI

(MOIYJIST)

IIK-4: Cnoco6HocTh HaCTpauBaThb CETEBbIC 3JIEMEHTDI l/lH(l)OROMMyHHKaHHOHHOﬁ CUCTEMbI U NIPOBOAUTH KOHTPOJIb

HCIOJIbB30BaHUA PECYPCOB CE€TEBLIX yCTpoﬁCTB U MPpOrpaMMHOIo o0ecreyeHHust

Wnanukarop 1 I1K-4.1. BemonsseT paboTsl IO yCTaHOBKE, HACTPOIKE U YIPABICHUIO CETEBBIMH JJIEMEHTaMH

HH(bOKOMMyHHKaHHOHHOﬁ CHUCTEMBI OpraHnmn3aliuru-3aKasdrKa.

Wumukatop 2 |I1K-4.2. OcyiecTBisieT KOHTPOIIb HCIOIB30BAHUS PECYpPCOB CETEBBIX YCTPOMCTB U MIPOTPAMMHOTO 00ECTICUCHUS

aJMUHHUCTPUPYEMOU CETH.

IIK-5:

CnocoGHOCTh YNIPaBJIATH 0€30MACHOCTBIO CeTEeBBIX YCTPOICTB M IPOrPAMMHOI0 o0ecnedeHusl, IPOBOAUTL KOHTPOJIb
NPOU3BOJUTEILHOCTU ceTeBOM HHPPACTPYKTYPbI HHPOKOMMYHUKALUOHHOI CHCTEMBbI

Wuamnkarop 1 |I1K-5.1. BemonaseT paboTH 0 yIPaBICHUIO 0€30IIaCHOCTHIO CETEBBIX YCTPOMCTB U IIPOTPAMMHOTO 00eCIIedeHUS

aJMUHUCTPUPYEMOU CETH.

Wunukarop 2 [I1K-5.2. OcymiecTBuseT KOHTPOIb IPOU3BOJUTEIBHOCTH CETeBON HHPPACTPYKTYphl HHPOKOMMYHHUKAIMOHHON

CHUCTEMBI C UCIIOJIB30BAHUEM IITATHBIX U BHECIIHUX IMPOTIpaMMHO-aInapaTHbIX CPEACTB KOHTPOJIA.

B pe3yabTaTe 0cBOeHHS THCHHILIMHBI 00y4AIOLINTiCH TOKEH

31

3HaTh:

3.1.1

CHOCOOBI KOMMYHHUKALIUH MPOLIECCOB ONEPAI[OHHBIX CUCTEM; IPOTOKOIBI KaHAIIBHOTO, CETEBOT0, TPAHCIIOPTHOTO U
MPUKIIAJHOTO YPOBHEH MOJIEIH B3aUMOJEHCTBHS OTKPBITBIX CUCTEM;IPOTOKOINBI KAHAIBHOTO, CETEBOT0, TPAHCIIOPTHOTO U
MIPUKIJIQIHOTO YPOBHEH MOJETH B3aNMOEHCTBHS OTKPBITBIX CHCTEM; MOJIETh B3aUMOIEHCTBIS OTKPHITHIX crcteM (OSI)
ISO; mozmens ISO mns ynpasnerus ceteBbM Tpadukom; mojenu IEEE;apXxuTeKTyphl alnapaTHBIX, IPOTPAMMHBIX U
MPOrpaMMHO-aMNMapaTHbIX CPEJICTB aIMHUHUCTPUPYEMON CETH; PErTaMEeHThI IPOBEICHNs NPOPHUIAKTHUECKUX PaboT Ha
aIMHHUCTPHUPYEMON HH(POKOMMYHHUKAIMOHHON CHCTEME.

3.2

YMmeThb:

3.2.1

HPUMEHATH CPEICTBA KOHTPOJIS M OLIGHKH KOH(UTyparnii OlepalioHHbIX CHCTEM; MTOJIb30BATHCSI HOPMATHBHO-
TEXHHYECKOH JTOKYMEHTAIMeH B 00,1acTH HH(OKOMMYHHKAI[OHHBIX TEXHOJIOTHH; ITOJIb30BAaThCSI HOPMATHBHO-
TEeXHHYECKOH JOKYMEHTaIel B 00,1acT HH(OKOMMYHHKAI[OHHBIX TEXHOJIOTHIA;ICTIONB30BaTh COBPEMEHHBIE METOBI
KOHTPOJISI IPOU3BOAUTEILHOCTH HHPOKOMMYHHKAIIMOHHBIX CUCTEM; KOH(QUIYypHUPOBaTh ONEpallHOHHBIC
CHCTEMBI;HCIIONIb30BaTh COBPEMEHHBIE CTAHAAPTHI IIPU aAMHUHICTPHPOBAHUN YCTPOIHCTB U IIPOrPAMMHOTO 00ECIICUEHHS;
TIOJTb30BATHCS] HOPMAaTHBHO-TEXHIMYECKOH JOKYMEHTAIMEeH B 00,1aCTH HH(OKOMMYHHUKAITNOHHBIX TEXHOJIOTHH.

33

Buaanern:

33.1

KOH(UTYPHPOBAaHHEM OITEPAIIMOHHBIX CHCTEM CETEBBIX JIEMEHTOB HH(OKOMMYHHUKAIIMOHHONW CHCTEMBI; TIPOBEPKON
KOPPEKTHOCTH (DYHKIIMOHUPOBAHHS aIMHHUCTPHPYEMBIX CETEBBIX YCTPOHCTB M MIPOTPAMMHOTO 00ECTIEIEHS;
KOH(HUTYpHpOBaHUEM 0a30BbIX APAMETPOB U CETEBBIX MHTEP(HEHCOB;KOHPUTYPHUPOBAHUEM MTPOTOKOIIOB CETEBOTO,
KaHaJILHOTO M TPAaHCIOPTHOTO YPOBHS; KOH(UTYPUPOBAaHUEM [IPOTOKOJIOB YIPABIIEHHs; HACTPOHKOM ITapaMeTpoB
yIpaBJIeHNs 0€30IaCHOCTHIO ONEPAMOHHBIX CHCTEM CETEBBIX YCTPONUCTB; YCTAHOBKOW CIICITHANIBHBIX CPE/ICTB
yIpaBieHUs! 0€30IaCHOCTBIO CETEBBIX YCTPOICTB aAMUHUCTPHPYEMOIl CETH;KOHTPOJIEM OTKIOHEHHH OT HOMHHAIIOB
IIPOU3BOAUTEIILHOCTH CETEBON NH()OKOMMYHHUKALMOHHOM CHCTEMbI; KOPPEKLMEH TPOM3BOIUTEIBHOCTH CETCBOH
MH()OKOMMYHHUKAIIHOHHON CHCTEMBI.




4. CTPYKTYPA U COJAEPKAHUE JUCIATLINHBI (MOLYJI5T)

Koxn Bun HanmenoBanue pasneaoB 1 | Cemectp / | HacoB | Komneren- | JIuteparypa | Wure | Ipumeuanue
3aHATHA | 3aHATHSA TeM Kypc UM PaKT.
Pasnen |Pasnmea 1. BBenenne B
aIMHHUCTPUPOBAHUE
UHGOPMALIMOHHBIX CHCTEM
1.1 Jlex OCHOBBI AIMUHUCTPHPOBAHHUS 6 2 I1K-4 TIK-5 JI1.1J11.2 0 [K-4.1
1 yNpaBJICHUS B JI1.3 TIK-5.1
HHGOPMAMOHHBIX CHCTEMaX. JI1.4J12.1 [1K-4.2
Llenn u 3amaun JI2.2 J12.3 TIK-5.2
aIMUHUCTPUPOBAHUS
HHQOPMAMOHHBIX CHCTEM.
1.2 Jlex OKcruryaranus 1 6 2 [TK-4 TIK-5 JIT.1J11.2 0 TIK-4.1
COIIPOBOKJICHUE JI1.3 IIK-5.1
MH(POPMALIMOHHBIX CUCTEM. JI1.4J12.1 [IK-4.2
OOBEKTHI ¥ CYOBEKTHI JI2.2 J12.3 IK-5.2
YIpaBJICHUS H
aJMUHUCTPUPOBAHUSI.
1.3 Jlex Tunsl pabounx Mect U 6 2 [K-4 T1K-5 JI.1J11.2 0 TK-4.1
cepBepoB. [TonsTus JI1.3 TIK-5.1
ONepallMOHHON 1 JI1.4J12.1 TIK-4.2
“HPOPMALIMOHHOW CPE] CETH. JI2.2J12.3 [IK-5.2
CxeMbl aIMIUHUCTPUPOBAHUS U
YIpaBJIECHUS.
1.4 Ox3ameHn | I[loaroToBka k sK3aMeHy 6 5 [1K-4 TTK-5 JI1.1 JI1.2 0 T1K-4.1
JI1.3 MK-5.1
JI1.4J12.1 [IK-4.2
JI2.2J12.3 [IK-5.2
Paznen |Pazgen 2. CereBble
onepanuoHHbIE CHCTEMbI
2.1 Jlex ITonsatue cereBbIX 6 4 [TK-4 TIK-5 JI1.1 JI1.2 0 TIK-4.1
ONEPALMOHHBIX CUCTEM. JI1.3 ITK-5.1
OCHOBBI aIMUHUCTPUPOBAHUE JI1.4J12.1 11IK-4.2
CETEBBIX OINEPAIIOHHBIX JI2.2 J12.3 TIK-5.2
CHUCTEM.
2.2 Jlex O0630p ceTeBBIX ONEPALUMOHHBIX 6 2 I1K-4 IIK-5 JI1.1 JI1.2 2 Jleknust-
cucteM. Ponu ceTeBbIx JI1.3 JMCKYCCHSL
OIEpPallMOHHBIX CUCTEM U UX JI1.4J12.1 IIK-4.1
Ha3HA4YCHUE. JI2.2J12.3 IIK-5.1
[IK-4.2
[IK-5.2
2.3 JIab AIMUHUCTPUPOBAHUE B CETAX C 6 3 [1K-4 TTK-5 JIT.1 JI1.2 0 TIK-4.1
OIlEpPalMOHHBIMHM CUCTEMAMU JI1.3 TIK-5.1
Linux JI1.4J12.1 [1IK-4.2
JI2.2J12.3 [IK-5.2
2.4 JIa6 AIMUHUCTPUPOBAHHUE B CETAX C 6 3 [TK-4 TIK-5 JIT.1J11.2 0 TIK-4.1
ONEepPallMOHHBIMU CHCTEMaMHU JI1.3 IIK-5.1
Windows JI1.4J12.1 [K-4.2
JI2.2J12.3 [IK-5.2
2.5 JIab AJIMHHUCTPUPOBAHUE C 6 4 I1K-4 TIK-5 JI.1 J11.2 0 case-study
HCIOJb30BAaHUE CLIEHAPHEB JI1.3 (amamm3
PowerShell JI1.4J12.1 KOHKPETHBIX
JI2.2J12.3 CUTYyaIui)
IK-4.1
MK-5.1
[1IK-4.2
[IK-5.2
2.6 Cp IToaroroBka K BBITIOJTHEHUTO 6 5 [1K-4 TTK-5 JI1.1 JI1.2 2 T1K-4.1
mabopaTOpHBIX paboT JI1.3 MK-5.1
JI1.4J12.1 [IK-4.2
JI2.2J12.3 [IK-5.2

91




2.7 Ox3ameH | IloAroToBka K 3K3amMeHy I1K-4 TIK-5 JI1.1J11.2 T1IK-4.1
JI1.3 [K-5.1
JI1.4712.1 K-4.2
J2.2J12.3 IK-5.2
Pazmen |Pa3zgen 3. CereBble
NPOTOKOJIbI U CIYKOBI
3.1 Jlex Mogens OSI. Ciyx661 DNS, I1K-4 TIK-5 JI1.1 JI1.2 T1K-4.1
DHCP. IP anpecanus u JI1.3 [IK-5.1
MapIIpyTU3aLus. J11.4J712.1 I1K-4.2
J2.2J12.3 [K-5.2
91
3.2 Jlex [TonsiTHE ceTeBOro NMpoTOKOJIa [TK-4 TIK-5 JIT.1JI1.2 IIK-4.1
u ciyx0561. Ctex TCP\IP. JI1.3 IK-5.1
JI1.4J12.1 [1IK-4.2
JI2.2J12.3 [IK-5.2
€|
33 JIa6 CereBoe aIMUHHUCTPUPOBAHIE IK-4 TIK-5 JI.1J11.2 case-study
JI1.3 (anamus
JI1.4J12.1 KOHKPETHBIX
JI2.2J12.3 curyarmif) [TK
21 -4.1
[K-5.1
[1K-4.2
IK-5.2
34 Cp [ToaroroBka K BBIIOJIHEHHUIO [IK-4 TIK-5 JIT.1J11.2 TIK-4.1
nabopaTopHbIX paboT JI1.3 [K-5.1
JI1.4J12.1 [1K-4.2
J12.2J12.3 IK-5.2
91
35 Ox3ameH |IloAroToBka K sK3amMeHy [1K-4 TIK-5 JI1.1 JI1.2 T1IK-4.1
JI1.3 [IK-5.1
JI1.4712.1 K-4.2
J12.2J12.3 IK-5.2
Pazmen | Pa3znen 4. KonrpoJiepol
JIOMEHOB, CJIy:k0a KaTaJ0roB
Active Directory
4.1 Jlex [TonsiTre 1 Ha3HAUYECHHE [TK-4 TIK-5 JIT.1J11.2 I1IK-4.1
KOHTPOJIJIEPOB I0MEHA JI1.3 IIK-5.1
JI1.4J12.1 [1K-4.2
J12.2712.3 IK-5.2
4.2 Jlex CTpyKTypa U BO3MOKHOCTH [TK-4 TIK-5 JIT.1J11.2 IIK-4.1
Ciry>k0bI KaTanoros Active JI1.3 IK-5.1
Directory. Ynpasnenue JI1.4J12.1 [1IK-4.2
rpynmnamMu u JI2.2J12.3 TIK-5.2
OpraHU3aIMOHHBIMHU
eauHunamu B Active Directory.
4.3 JIab AnmuHHCTpUpOBaHuEe Active [TK-4 TIK-5 JIT.1J11.2 case-study
Directory JI1.3 (ananus
JI1.4J12.1 KOHKPETHBIX
J12.2 J12.3 CUTYyanui)
[1K-4.1
IK-5.1
[K-4.2
[K-5.2
4.4 Cp IToaroroBka K BEITIOJTHEHHIO [TK-4 TIK-5 JIT.1J11.2 case-study
J1a00paTOPHBIX paboT JI1.3 (ananus
J11.4J12.1 KOHKPETHBIX
J12.2 J12.3 cutyarmid)[TK
91 -4.1
MK-5.1
[K-4.2

IK-5.2




4.5 Ox3ameH | IloAroToBka K 3K3amMeHy 5 I1K-4 TIK-5 JI1.1J11.2 T1IK-4.1
J1.3 IK-5.1
JI1.4712.1 K-4.2
J2.2J12.3 IK-5.2
Paznen |Pa3pena S. Ynpasiaenue
0e30MacHOCTHIO B
HHPOPMAIIMOHHBIX CHCTEMAX
5.1 Jlex IIpuHIUNBI OpraHyu3auu 2 I1K-4 IIK-5 JI1.1 J11.2 [1K-4.1
6e3omacHOCTH J1.3 MK-5.1
HH()OPMALMOHHBIX CHCTEM. JI1.4J12.1 [1IK-4.2
MexaHu3MBI 00eCcTIedeHHS JI2.2J12.3 [IK-5.2
6e3omacHocTu. Pasrpannaenne
[paB I0CTyIMa B
WH(POPMALMOHHBIX CHCTEMAX.
5.2 Jlex [Tudposanue uHbHOpMAIIUN 2 ITK-4 TIK-5 JI.1 J11.2 IK-4.1
IIpY IIepesiade 1o KaHalam JI1.3 IK-5.1
cBs3u. beszomacHocTs 6a3 JI1.4J12.1 [K-4.2
JAHHBIX aIMUHUCTPATHBHOIO J12.2 J12.3 TIK-5.2
ynpasienus. [IpoTokois! u
poreTypsl 6€30MacHOCTH
nepenayu (ainos.
53 Jlex Cnyx0bl 6€30M1aCHOCTH. 2 [TK-4 TIK-5 JIT.1J11.2 TK-4.1
Kpunrorpadwus u ynpasieHue JI1.3 TIK-5.1
KITFOYaM¥ 0€30MacHOCTH. JI1.4712.1 K-4.2
Wnentnduxkanus oobekTa u J12.2J12.3 IK-5.2
MEXaHU3MBI ITOIACPIKAHUS
noanuHHOCTH. [Tapomnu.
udposas moamucs.
54 JIab VYmpasieHue BUPTyaTbHbIMU 2 [TK-4 T1K-5 JIL.1J11.2
MammHamu (VirtualBox, Hyper JI1.3 TIK-4.1
-V) JI1.4712.1 IK-5.1
J12.2J12.3 K-4.2
IK-5.2
5.5 Cp IToaroroBka K BEITIOJTHEHHIO 8 [TK-4 TIK-5 JIT.1J11.2 TK-4.1
a00paTOPHBIX paboT JI1.3 IK-5.1
JI1.4712.1 K-4.2
J12.2712.3 IK-5.2
31
5.6 Ox3ameH | [loaroToBka k sK3aMeHy 5 [TK-4 TIK-5 JIT.1J11.2 TTIK-4.1
JI1.3 MK-5.1
JI1.4J12.1 [K-4.2
J12.2712.3 IK-5.2
Pasnen | Pasnmea 6.
ANMUHHMCTPHPOBAaHUE
uHopManHOHHBIX a3
JAHHBIX
6.1 Jlex [TonsaTHE HHPOPMAITUOHHBIX 4 [TK-4 TIK-5 JIT.1J11.2 TIK-4.1
0a3 TaHHBIX. JI1.3 IIK-5.1
AnMuHHCTpUpOBaHHE 0a3 JI1.4J12.1 T1K-4.2
nanaeix MySQL u MS SQL. JI2.2 J12.3 TIK-5.2
S3e1k SQL.
6.2 JIa6 AIMHHUCTpHpOBaHUE 6a3 4 ITK-4 TIK-5 JI1.1 J11.2 IK-4.1
JAHHBIX MO yIpaBieHueM MS JI1.3 TIK-5.1
SQL(MySQL) JI1.4J12.1 I1K-4.2
J12.2J12.3 IK-5.2
6.3 Cp IMonroToBka K 1a0OpaTOPHBIM 10 [TK-4 TIK-5 JIT.1JI1.2 TIK-4.1
pabotam JI1.3 IK-5.1
JI1.4J12.1 I1K-4.2
J12.2712.3 IK-5.2
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6.4 Ox3amen | I[loaroToBka k sK3aMeHy 5 [TK-4 ITK-5 JIT.1 JI1.2 TIK-4.1
JI1.3 MK-5.1
JI1.4J12.1 [1K-4.2
J12.2 J12.3 IK-5.2




Paznen |Paspen 7. UnTepHer-

TEeXHOJIOTHH
7.1 Jlex HHTEepHET MPOTOKOJBI, CITY>KOBI 2 [TK-4 TIK-5 JIT.1J11.2 TTIK-4.1
1 TexHosioruu. PazeepreiBanue JI1.3 IK-5.1
U aJMUHHCTPUPOBAHHE BeO- JI1.4J12.1 I1K-4.2
cepsepa Apache u CYB/] JI2.2 J12.3 TK-5.2

MySQL.
7.2 JIa6 VYmupasnenne WEB-cepsepom 4 [TK-4 TIK-5 JIT.1J11.2 IIK-4.1
Apache JI1.3 IK-5.1
JI1.4J12.1 [1K-4.2
J12.2712.3 [K-5.2
7.3 JIa6 PasseprteiBanue FTP-cepsepa 4 [TK-4 TIK-5 JIT.1JI1.2 IIK-4.1
JI1.3 MK-5.1
JI1.4J12.1 I1K-4.2
J12.2J12.3 [K-5.2
7.4 Cp IMonroToBka K 1Ta0OpaTOPHBIM 10 [TK-4 TIK-5 JIT.1J11.2 TIK-4.1
pabotam JI1.3 MK-5.1
JI1.4J12.1 I1K-4.2
J12.2J12.3 [K-5.2
€|
7.5 Ox3ameHn | IloaroToBka k sK3aMeHy 6 [TK-4 TTK-5 JI1.1 JI1.2 TIK-4.1
J1.3 MK-5.1
J11.4J12.1 [1K-4.2
J12.2712.3 IK-5.2
31

5. OBPABOBATEJIBHBIE TEXHOJIOI'MH

TpanunnonHas (penpoayKTHUBHAS ) TEXHOJIOTHS (IIPEIIOIaBaTeNlb 3HAKOMUT 00YJAIOIIMXCS C TIOPSAKOM BBIITOTHEHHS 3a/1aHH,
Ha0JI01aeT 32 BHINOJHEHUEM U MIPU HEOOXOJUMOCTH KOPPEKTHUPYET paboTy 00ydarommxcs)

TeXHOJIOTHS KOMITBIOTEPHOT'O 00YUICHHUs(MCITONB30BAHNE B YIEOHOM MPOIECCEe KOMITBIOTEPHBIX TEXHOJOTHIA U MPEIOCTABIIEMBIX
MU BO3MOKHOCTSIX (9JIEKTPOHHbIE OHOINOTEKN))

O0pazoBaTenbHbIE TEXHOJIOTHH C HCIIOIb30BAHNEM HHTEPAKTHBHBIX METOIOB 00ydeHHs (case-study (aHaim3 KOHKPETHBIX
CHUTYaIHi))

O6paSOBaTeJ’ILHHe TEXHOJIOTHUU C UCIIOJIBb30BAHUEM aKTUBHBIX MCTO10B O6y‘16HI/Iﬂ (J'ICKI.II/ISI - Z[I/ICK}’CCI/U[)

6. DOHJ] OLIEHOYHBIX CPEJICTB

6.1. KoHTpoJIbHBIC BOIIPOCHI M 33/IaHUS

JIEKIIUA-IUCKYCCHUA.
Jlexums-nguckyccus Nel (2 gac.).
Tema: O630p ceTEBBIX OMEPAIMOHHBIX CUCTEM. POITH CETEBBIX OMEPAIIMOHHBIX CHCTEM U UX Ha3HAYEHHE.

CASE-STUDY (AHAJIN3 KOHKPETHBIX CUTY ALIUIA, CUTY ALIUOHHbII AHAJIN3).

case-study (aHanu3 KOHKpETHBIX cuTyaruii) Nel (4 vac.).

Tema: ATMUHHUCTPHPOBAHKE ¢ HCTIONB30BaHKe crieHaprueB PowerShell.

case-study (aHayu3 KOHKpPETHBIX cuTyaruii) Ne2 (4 gac.).
Tema: CeteBoe aIMHHUCTPUPOBAHUE.

case-study (aHanu3 KOHKpETHBIX cuTyanuii) Ne3 (4 gac.).

Tema: AnmunucTprpoBanue Active Directory.

JIABOPATOPHBIE PABOTBI.

Jlabopatopnas pabota Nel (3 yac.).

Tema: AIMUHUCTPUPOBAHHUE B CETSAX C ONEPAMOHHBIMU cHcTeMaMu Linux.
Bonpocs! 1151 paccMoTpeHus:

1. Yuernsle 3anucu B Linux.

2. PaboTa ¢ daiizamu.

Jlabopatopnas padota Ne2 (3 uac.).

Tema: ATMUHHCTPHPOBAHKE B CETAX C OTEPAIIOHHBIMU cucTeMaMu Windows.
Bomnpocs! 15 paccMoTpenus:

1. JlomeHsl ¥ paboyre rpyNIsl.




2. ITonmp30BaTeN! M TPYMIILI MONB30BATENCH JOMEHA.

Jlabopatopnas padota Ne3 (4 uac.).

Tema: ATMUHHUCTPHPOBAHKE C MCIIONIB30BaHNEM crieHapueB PowerShell.
Bonpocs! n1s1 paccMOTpeHus:

1. S3pik cuenapueB PowerShell.

2. OCHOBHBIE KOMaH/JIETHI.

JlabopatopHas pabota Ne4 (4 vac.).

Tema: CeTeBoe aIMHHUCTPUPOBAHHUE.

Bompocs! 1 paccMOTpeHUs:

1. YnpaBieHue ceTbio.

2. MocTsl 1 MaplIpyTU3aTOPBIL.

Jlabopatopnas pabota Ne5 (4 yvac.).

Tema: AnmununctpupoBanue Active Directory.

Bonpocs! 1151 paccMoTpeHus:

1. Hentp anmunucTpupoBanus Active Directory.

2. Xypuan Windows PowerShell B nentpe agmunuctpupoBanus Active Directory.
JlabopatopHas pabota Ne6 (2 ac.).

Tema: Ynpasnenne BupTyansHeiMu MamuHaMu (VirtualBox, Hyper-V).
Bomnpocs! 15 paccMoTpenus:

1. MOHHTOPHHT pecypcoB U MPOU3BOAUTENbHOCTH y3i1a Hyper-V.

2. 3MeHeHue napaMeTpoB BUPTYaabHON MaIlIUHBL.

JlabopaTopHas pabota Ne7 (4 gac.).

Tema: AnMuHHCTpHpOBaHUe 6a3 TaHHBIX Mo ynpasieHneM MS SQL(MySQL).
Bormpocs! s paccMOTpeHHS:

1. Yopasnenue Qaitnamu 6a3bl JaHHBIX.

2. Onepauuu pe3epBHOTO KOMMPOBAHUS U BOCCTAHOBJICHHSI.
JlabopatopHas pabota Ne8 (4 uac.).

Tema: Yrpasieane WEB-cepBepom Apache.

Bonpocs! 17151 paccMOTpeHus:

1. ApxutekTypa Apache.

2. Web Application Firewall.

JlabopaTopHas pabota Ne9 (4 gac.).

Tema: PazseptsiBanue FTP-cepsepa.

Bompocs! U1 paccMOTpeHUs:

1. YcranoBka FTP-cepBepa Ha cepBep Windows.

2. Ycranoska FTP-cepBepa Ha cepsep Linux.

6.2. TeMbl NUCbMEHHBIX PadoOT

Y4eOHBIM IITaHOM He NMPETyCMOTPEHO.

6.3. ®oHA OLICHOYHBIX CPEJCTB

9K3aMeHaHI/IOHHLIe BOIIPOCHI:

Pasnen 1: Beenenue B aiMUHUCTPUPOBaHNE HHYOPMAMOHHBIX CHCTEM.

1.1. KakoBa OCHOBHasl LieJIb CETEBOr0 aAMUHUCTPUPOBAHUS?

1.2. UeM oTnHUarOTCS MOHSTUS CETEBOTO aAMUHUCTPUPOBAHHS U CUCTEMHOTO aMUHUCTPUPOBAHUS?

1.3. Ha3BaTb OCHOBHBIE BH/IbI 33/1a4 CETEBOT0 aIMMHUCTPHUPOBaHus. [IpuBecTH IpUMepbl KOHKPETHBIX 33/1a4 HA KKl BUJI.

Paznen 2: CereBble onepayioHHbIE CHCTEMBL.
2.1. IloscuuTp, Ans yero npegHasHayena moaens OSI? O6nacTs mpUMeHeHuUsI.
2.2. Ha3BaTh (hyHKIIMU KaHAJIBHOTO, CETEBOTO U TPAHCIIOPTHOTO ypoBHeH Mozaenu OSI.

Pazgen 3: CeTeBble IPOTOKOJBI U CITyKOBI.

3.1. JIns wero ucnomnssyercst nporokos ICMP? TIporokon ARP?
3.2. TIosICHUTB IPHHIAI pabOTH! YTHINTHI ping.

3.3. TTosICHUTH IPHUHIHI pabOTH! YTHINTHI tracett.

3.4. TToscHuTh mpUHIMI paboTH mpoTokosna ARP.

3.5. B gyem 3akiouaeTcs 3a/1a4a MapuipyTH3anun?

3.6. YUto Takoe default gateway?

Pasnen 4: Kontposnepsl 1oMeHOB, cityx0a katanoros Active Directory.

4.1. Kakas nadopmaris xpaHurcs B katanore Active Directory? ['me HaxoauTces cam xaranor?
4.2. I 9ero Hy»XHa PeIIHKAIHs?

4.3. Yem ayTeHTU(DHKALHS OTIIMYACTCS OT aBTOPHU3ALHH?

4.4. J1511 4ero UCNoJb3y0T OpraHU3alIOHHbIE [T0IPa3IeIICHU?

Paznen 5: Ynpasnenue 6€30macHOCTBIO B HH(POPMALMOHHBIX CHCTEMAX.
5.1. JInst penieHus Kakoi mpo0ieMsl peaHasnader mporokon DHCP?
5.2. JInst 9ero He0OXOIUMBI IOMEHHBIC IMEHA?




5.3. lns gero Hy>kHa ciry»k6a DNS?

Paznen 6: AnmuHUCTpHpOBaHUE HHYOPMAITMOHHEIX 0a3 JaHHBIX.
6.1. Amvmanctpatop BJ] u ero ¢pyHknnm.

6.2. [TpoextupoBanue CTpykTypsl b/1.

6.3. BocctanoBnenue B/I B cityuae c6osl.

Pasnen 7: UHTEpHET-TEXHOJIOIHH.

7.1. Uto TaKkoe ynaneHHbIi 1ocTyn?

7.2. Bugsl VPN-coenuHeHui.

7.3. Kaxum obpazom cetun VPN obecrednBatoT 6€30macHyIo mepefady IakeToB?

6.4. Hepeqem, BU/I0B OLICHOYHBIX CPE/ICTB

JlabopaTopHBbIe pabOTHI (OTUETHI IO TA00OPATOPHBIM PabOTaM), 3K3aMEHAIOHHBIE BOIIPOCH! (IIEPEUCHD 3K3aAMCHAI[HOHHBIX
BOIIPOCOB I10 pa3zesiam).

7. YA EBHO-METOAUYECKOE U HHO®OPMAIIMOHHOE OBECIIEYEHHUE JJUCIHUIIJIMHBI (MO YJIS)

7.1. PexomeHnyemasi JquTeparypa

7.1.1. OcHoBHAs JIUTepaTypa

ABTOpBI, 3armaBue W3narenscTBoO, Kon-Bo On. aapec
JI1. | IlTaxoBa AIMUHHCTPUpPOBAHHE Bparck: bpl'Y, 1 http://ecat.brstu.ru/catalog/Yuebus1e%
1 [E.IO. MH(OPMALMOHHBIX CUCTEM: Y4eOHOe 2016 20u%20y4ye6H0-MeToqUUECKHE Yo
mocooue 20nocobus/Uudopmatrka®e20-%
20BsrancnurensHan%20rexanka%20-
%?20IIporpammuposanue/IllaxoBa%
20E.}0.%20AnmunuctpupoBanue%o
20uH(pOopMauoHHBIX %0
20cucrem.Yue6.mocobue.2016.pdf
JI1. | bacems E. A. | CucremMHOE afIMHHUCTPUPOBAHUE U HoBocubupck: 1 http://biblioclub.ru/index.php?
2 nHpOpMaHOHHAs 6€30MaCHOCTb: HoBocubupckuii page=book&id=575325
yaeOHoe mocobue TOCYIapCTBCHHBI
1 TeXHUYECKUH
YHHUBEPCHUTET,
2018
JI1. | TumOukas AJIMHHUCTPUPOBAHUE B CraBpornob: 1 http://biblioclub.ru/index.php?
3 |JLA, nHPOPMALIMOHHBIX cucTeMax: yuebnoe | CeBepo- page=book&id=457276
AnnOekoBa 3. | mocobue KaBkazckuii
M. denepanbHbIA
YHHUBEPCUTET

(CK®Y), 2014

JI1. | Beperexuna
4 |C.B,

IIporpaMmMupoOBaHie, TECTUPOBAHHE,
MIPOCKTHPOBAHUE, HEUPOCETH,

Mockga: Jlupext
-Menua, 2022

https://biblioclub.ru/index.php?
page=book&id=694782

KapMunknii | TeXHOJOTHH arapaTHO [/ TporpaMMHBIX
K. C, cpencTB (MpaKTHYECKHE 3aaHus 1
Jlykamuu J[. | cmocoObl ux pemienus): yaeOHUK
M., JIaruna E.
B,
Maxamaries
P. A,
Mengenesa
A B,
Cumonos B.
JI., Xanmoxkua
B.B.
7.1.2. lonoiHUTEIbHAS JIUTEPATypPa
ABTOpBL, 3aryaBue W3narensctBo, | Kon-Bo On. agpec
JI2. | JIaB P. Linux. CucremHoe nporpammupoBanune: | CaHKT- 10
1 yueOHoe mocodue [etepOypr:
[Turep, 2014
JI2. | CpicoeB D. AJMHHUCTPHUPOBAHNE KOMITBIOTEPHBIX Tam6o0B: 1 http://biblioclub.ru/index.php?
2 |B., TepexoB [cereii: yue6HOE TOCOOHE TamOoBCKHI page=book&id=499414
A B, rocyapCTBEHHbI
bypuesa E. M TEXHUYECKHUI
B. YHUBEPCUTET

(TITY), 2017




ABTOpBI, 3armaBue W3narenscTBO, Kon-Bo On. aapec
JI2. | CaponoB M. |PassepteiBanne Windows XP: xypc Mockaa: 1 http://biblioclub.ru/index.php?
3 [A WuTepHer- page=book&id=234658
VYHuBepcurer
Hudopmanuonn
bix TexHonoruit
(UHTYUT),
2010
7.2. IlepeyeHsb pecypcoB HH(POPMAIHOHHO-TEJIEKOMMYHUKANMOHHOM ceTn "UHTepHeT"
31 |CereBoe agMUHHUCTPHPOBAHKE: OT TEOPHH K IpakTHke | https://ru.coursera.org/learn/network-administration
[OnexTpoHHSIH pecypc]
7.3.1 IlepevyeHb MPOrpaMMHOro odecneyeHust
7.3.1.1 | Microsoft Windows Professional 7 Russian Upgrade Academic OPEN No Level
7.3.1.2 | Adobe Acrobat Reader DC
7.3.1.3 | LibreOffice
7.3.2 TlepeyeHb UHGOPMALMOHHBIX CIIPABOYHBIX CHCTEM
7.3.2.1 | «YHUBepcuTeTcKas 6ubnuorexa online»
7.3.2.2 | OnexTpoHHEIH Katanor 6ubmuoteku bpl'y
7.3.2.3 | OnexrponHas 6ubmmorexa bpI'Y
7.3.2.4 | UadopmarmonHas cuctemMa "EnnHoe 0KHO HocTyma K 00pa3oBaTeIbHBIM pecypcam”
7.3.2.5 | Hayunas snekrponHas 6ubnmmnoreka eLIBRARY.RU
8. MATEPHAJIBHO-TEXHUYECKOE OBECIHEYEHHUE JUCIUIIJINHBI (MO YJIS)
1346 VYueGHas aytuTopus OcHoBHOE 000pyIOBaHHE:
(mUCTUIeIHBIHN Ki1acc) Cuctemnsrit 6mox CPU 5000/RAM 2Gb/HDD250Gb/2Gb- 16 .
Mounutop TFT 19" LG L1953S-SF- 16 .
WnrepaxtuBHast nocka SMARTBoard 6801 (77"/195,6 cm) - 1 mir.
[Ipoexrop mynsTuMenuitablii Toprosoit Mmapku "CASIO" mozxens XJ-UT310WN ¢
HacTteHHbIM KperuieHneM CASIO YM-80 - 1 mrT.
[puntep HP LaserJet P3005 - 1 mir.
KommyTtatop D-link DES1026G - 1 m.
VYueGHast MeOeIs:
Kommuiext mebenu (mocagounbix Mect/APM) — 32/16 .
Komrmiekt Me6enu (IocaouHbIX MECT) JUisl IperoaaBatens — | mir.
1346 VY4eOHas ayauTopus OcHOBHOE 000pyI0BaHKE:
(mucTuIeitHBIN Ki1acc) Cuctemnsiit 6ok CPU 5000/RAM 2Gb/HDD250Gb/2Gb- 16 .
Mownwutop TFT 19" LG L1953S-SF- 16 mr.
WnTtepaktusnas nocka SMARTBoard 6801 (77"/195,6 cm) - 1 mT.
[Ipoexrop mynsTrMenuitablii ToproBoit Mmapku "CASIO" moxens XJ-UT310WN c
HacteHHBIM KperuieHneM CASIO YM-80 - 1 mrT.
IIpuntep HP LaserJet P3005 - 1 mir.
KommyTtatop D-link DES1026G - 1 mr.
VYueGHast MeOens:
Kommext mebenu (mocagounbix Mect/APM) — 32/16 wT.
Kommiext mebenu (ocaiouHbIX MECT) Ul IpenoaaBaTess — 1 mr.
1001 YHUTATIBHBIH 3211 Ne3 VYueGHast MeOerns.
O6opynoanue 15- CPU 5000/RAM 2Gb/HDD
(Monutop TFT 19 LG 1953S-SF);npuntep HP LaserJet P3005
1346 VYuebHas ayauTopus OcHOBHOE 000pyI0BaHHE:
(AUCTUICHHBIN KITacc) Cucremunbiii 0110k CPU 5000/RAM 2Gb/HDD250Gb/2Gb- 16 .
Mownwurtop TFT 19" LG L1953S-SF- 16 mr.
WnrepaxruBHast nocka SMARTBoard 6801 (77"/195,6 cm) - 1 m.
IIpoexrop mynpTuMenuitnblil Toprosoit Mapku "CASIO" moznens XJ-UT310WN c
HacteHHbIM KperuienneM CASIO YM-80 - 1 mT.
[Ipuntep HP LaserJet P3005 - 1 mir.
KommyTtatop D-link DES1026G - 1 mr.
VYueGHast MeOens:
Komrutexkt medenu (mocanounbix Mect/APM) — 32/16 mir.
Kommexr me6enu (TocaiouHbIX MECT) JUIS MpenoaaBaTens — 1 mr.

9. METOANYECKHUE YKA3AHUA JJISA OBYYAIOIIIUXCSA 110 OCBOEHHIO TUCIUIIJIMHBI (MO YJIA)

Z[chnrmm{a "CucreMHoOe aI[MI/IHI/ICTpI/IpOBaHI/IC" HaneJICHa Ha yrny6neHHe TCOPCTUICCKUX 3HAHUH U MPAKTUYCCKUX HABBIKOB B

cthepe MHGOPMAITIOHHOTO, OPTaHU3AITHOHHOTO B TPOTPAMMHOT0 00SCTICUCHNUS CITY>KO aMIHUCTPHPOBAHUSI.
Jlexmun.
Hanucanue KOHCTIEKTa JIEKIHA: KPaTKOe, MOCIEI0BaTEIbHOE U3I0KEHNE OCHOBHBIX MOJIOKEHHH, (OPMYJINPOBOK, BEIBOJIOB,

0000IICHNIT; TEXHUIECKoe opopMIIeHHe 3amuceli (MoadepKIBaHIe, BEIICIICHHE KIIFOUSBBIX CJIOB M TPMUHOB). AKTHBHas paboTa Ha

JICKITUH.




JlabopaTopHsbie pabOTHI.

BeimonHenye 3ajaHuii ¢ MCHOJIB30BAaHUEM METOANYECKUX PEKOMEHJALMH 110 BBIOJIHEHHUIO J1a00paTopHbIX padboT, ohopmieHne
OTYETOB, 3aIIUTa JaOOPATOPHBIX PaboT.

CamocrosTenbHas paboTa 00yJaromuxcs.

ITonroroBka k 1a60paTOpHEIM paboTaM: MPOpabOTKa MAaTEPHAJIOB MO TeMe JIAOOPAaTOPHOM PabOTHI C UCIIOIB30BAHUEM
PEKOMEHIyEeMOH1 IUTepaTypbl, KOHCIIEKTa JICKIUH, PeCypcoB HH()OPMaMOHHO-TEJICKOMMYHHKaMOHHOH ceti MHTepHeT;
BBITIOJIHEHHE 33JaHUH; 0(OPMIICHHE OTIETOB TI0 JJAO0OPAaTOPHBIM paboTaM; MOATOTOBKA K 3aIIUTE JTa00PaTOPHBIX PadOT.
IToaroroBka k 9K3aMeHy: cUCTeMaTHuecKas paboTa ¢ KOHCIIEKTOM JIEKI[UH: YTeHHe 3amuceil; MpoBepKa TEPMUHOB C TIOMOILBIO
SHLMKJIIONEANH, cI0Bapeil U CIIPaBOYHUKOB; 0003HaYEHNE BOIPOCOB, MaTepHall, KOTOPBIX BBI3BIBACT TPYJHOCTH; ITOIBITKA HAWTH
OTBET B PEKOMEH/TyeMBIX HCTOYHHKAX; ITOJITOTOBKA BOIPOCOB MPETIOIABATEIII0, €CITH HE YIAETCS CAMOCTOSTENILHO Pa3o0paThes B
Martepuaie.
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