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1. IACHOPT PABOYEM ITPOr'PAMMBI ITPOU3BOJCTBEHHOM ITPAKTUKH
10 MPOPNJIIO CIIENUAJBHOCTH)

IIporpaMMHbIe peleHus! VIS POU3BOJACTBEHHBIX 32124 M CONPOBOKIEHHE OU3HeC-
MpoueccoB

1.1 ObaacTh npuMeHeHHs padoueii MporpaMMbl

PaGouas mporpamma IpOM3BOACTBEHHOM NPAKTUKU (10 MNPOQUII0 CIEHUAIBHOCTH)
SBIISICTCA YaCThl0 OCHOBHOH MpO()eCCHOHAIBHOW MNpPOTrpaMMbl IOATOTOBKH  CIIEIHATUCTOB
cpennero 3BeHa (ITIICC3) pa3padorannoit B coorBercTBUn ¢ ®I'OC CIIO ot 09.12.2016
Nel1547 no cneunansaoctu 09.02.11 Pa3zpaboTka 1 ynpasieHnue nporpaMMHBIM 00€eCTIEeYeHUEM.

IIporpamMma npou3BOACTBEHHOW IPaKTUKH HampaBiieHa Ha (OPMHPOBAHHUE y CTYACHTOB
obmmx u upodeccuonanpHbix kKommerenmmii: OK 1-OK 9 IIK 3.1-3.8 u mnpuobperenue
IPAaKTUYECKOI'0 OIBITA 110 BUAY IPOPECCHOHATBLHON NesATEIbHOCTH MPOEKTUPOBAHUE U pa3paboTKa
UH(POPMALIMOHHBIX CHCTEM U BEO-TTPHUIIOKCHHH.

Komnerenuu, popmupyeMsle B pe3ysbTaTe MPOU3BOACTBEHHON MPAKTUKU:

IIK 3.1. Cobuparh HCXOIHBIE NAHHBIE IS Pa3pabOTKU TMPOEKTHOW JOKYMEHTAI[MH Ha
UH(POPMALIMOHHYIO CUCTEMY.

[IK 3.2. Pa3pabarbiBaTh NPOCKTHYIO ITOKYMEHTAMIO Ha pPa3pabOTKy WHGOPMAIMOHHOM
CHCTEMBI B COOTBETCTBUH C TPEOOBAHUAMM 3aKa3UHKa.

I[IK 3.3. PaspabarteiBaTh mOJACHCTEMBI 0€30MaCHOCTH WH(POPMAIMOHHONH CHCTEMBI B
COOTBETCTBUM C TEXHUUECKUM 33/1aHUEM.

[IK 3.4. Ilpou3BoauTth pa3zpabOTKy MOAyJelH WH(OOPMAITMOHHONW CHCTEMBI B COOTBETCTBUU C
TEXHUYECKUM 3aJJaHHUEM.

IIK 3.5. Pa3pabarbiBaTh TEXHUYECKOE 33JaHME Ha BEO-TIPUJIOKEHUE B COOTBETCTBUHU C
TpeOOBaHUSAMH 3aKa34YHKA.

1K 3.6. PazpabarbiBaTh BEO-IIPUIIOKEHNS B COOTBETCTBUU C TEXHUUECKUM 3a/laHUEM.

I1K 3.7. OcymecTBiATh TEXHUUECKOE COMPOBOXKACHNUE U BOCCTAHOBJICHUE BEO-TIPUIIOKEHUIN
B COOTBETCTBHH C TEXHUUECKUM 3a/IaHUEM.

1K 3.8. I[Ipon3BoanTh TECTUPOBAHUE Pa3pabOTaHHOIO BEO-MIPUIIOKEHHUS.

OK 1. BoiOupate  cmocoObl  pemieHus 3agad  Opo(eCcCHOHATBHOW  JIeATEIbHOCTH
NPUMEHHUTENBHO K Pa3IMYHBIM KOHTEKCTaM.

OK 2. Ucnonb3oBaTh COBpPEMEHHBIE CpEICTBAa IOMCKAa, aHalW3a M MHTEpHpeTaruu
uHpopMaluu, U WHGPOPMALMOHHbIE TEXHOJIOTUM JUIsl BBIIOJIHEHUS 334a4 NpodeccHoHaIbHOM
NeSITETTHHOCTH.

OK 3. IlnanupoBaTh M peaqu30BBIBaTh COOCTBEHHOE MPO(ECCHOHANBHOE M JIMYHOCTHOE
pa3BUTHE, NPEIIPUHUMATEIBCKYIO JEATENbHOCTh B MpodeccHoHalbHOM cdepe, HCIoIb30BaTh
3HaHUS 110 MPaBOBOH U (PMHAHCOBOW I'PaMOTHOCTH B PA3JIMYHBIX KU3HEHHBIX CUTYAIUX.

OK 4. DddexTrnBHO B3aNMOEHCTBOBATh U PabOTaTh B KOJJIEKTUBE M KOMaH/IE.

OK 5. Ocy1ecTBisATh YCTHYIO U MTUCbMEHHYI0 KOMMYHUKAIIUIO HA TOCYAaPCTBEHHOM SI3bIKE
Poccutickoit denepariu ¢ y4eToM 0COOCHHOCTEH COIMATIBLHOTO M KYJIBTYPHOTO KOHTEKCTA.

OK 6. IIposBisATh TPaKAAHCKO-TIATPUOTUYECKYIO MO3UIIHIO, IEMOHCTPUPOBATh OCO3HAHHOE
MOBEJICHHE Ha OCHOBE TPAJAMIIMOHHBIX POCCHHCKUX JTyXOBHO-HPABCTBEHHBIX IICHHOCTEH, B TOM
YHCciIe ¢ YYeTOM FapMOHM3ALUU MEKHAIIMOHAIBHBIX U MEKPETUTHO3HBIX OTHOIICHHH, IPUMEHSTh
CTaHJAPTHl aHTUKOPPYIITHOHHOTO TTOBEICHHS.

OK 7. CopneiicTBOBaTb  COXpAaHEHMIO  OKpYXKalolleld  cpelbl, pecypcocOepexeHulo,
MIPUMEHSATH 3HAHUS 00 U3MEHEHUH KJIMMaTa, MPUHIIMITBI 0€PEKIMBOTO TTPOU3BOACTBA, Y (HEKTUBHO
JIECTBOBATH B UPE3BBIYANHBIX CUTYaLUsX.

OK 8. Hcmonws3oBarh cpenctBa (PU3MUECKOW KYJIbTYPHl ISl COXPAHEHUS M YKPETUICHUS
3I0pOBbsI B Tpoliecce NMpo(hecCHOHAIBHOM NeATeNTbHOCTH U MOAAEPKAHU HE00XO0AUMOTO YPOBHS
(U3U4ECKOil MOArOTOBICHHOCTH.



OK 9.ITonw30Barbest mpodeccHOHATBHON JOKYMEHTAIMEH Ha TOCYAapCTBEHHOM M HMHOCTPAHHOM
SA3bIKax.

1.22 lesu 1 321241 NPOU3BOICTBEHHOI NMPAKTUKH (110 MPO(GHUII0 ClIeHATBHOCTH)

C 1enpl0 OCBOGHHS YKa3aHHOTO BHJIA MPO(ECCHOHATBHOW JEATENBbHOCTH 10
CHEIHUAIbHOCTH 00y4YaloIUiCs B X0J/ié OCBOCHHS MPOU3BOJCTBEHHOHN MPAKTHUKU (110 MPOQUITIO
CHEUAIBHOCTH) JOJDKEH UMETh PAKTUYECKUH OIIBIT:

—B pa3paboTKe KOJIa MPOTrPaMMHOI0 IPOAYKTa Ha OCHOBE FOTOBOH crienu(UKaIUN Ha
YPOBHE MOJYJIS;

—B HCMOJIb30BAaHUM MHCTPYMEHTAJIbHBIX CPEJICTB Ha dTale OTIAJAKU IMPOrpaMMHOTO
IPOIYKTa,

—B [IPOBEJIEHUU TECTUPOBAHUS IIPOrPAMMHOI0 MOJYJIS IO ONPEAECIEHHOMY CLIEHAPHIO;

—B HCINOJIb30BAaHUM MHCTPYMEHTAJIbHBIX CPEJICTB Ha 3Tale OTIAJAKU IPOrpPaMMHOIO
HIPOJYKTA.

B xoze ocBoeHwMsI MporpaMmbl Y4eOHON MPAKTUKU CTYIEHT JOJDKEH:

BJ1aj1eTh HABBIKAMU:

— cOopa npeABapUTEIbHBIX JaHHBIX JJIS BBIBICHUS TPEOOBAaHUM K BEO-TIPUIIOKEHUIO;

— OmpeleNieHus MEepBOHAYAIBHBIX TPeOOBaHMI 3aKa3uMka K BEO-NPUWIOKEHUIO U
BO3MOYKHOCTH HX peasTu3allii;

— 1oa00pa ONTUMAIIEHBIX BAPHAHTOB peaTU3alliy 33]1a4 ¥ COTIACOBAHHE UX C 3aKa3UNUKOM;
pa3pabOTK TEXHUUYECKOTO 33/JaHUsl Ha BEO-TIPHUIOKEHUE B COOTBETCTBUU C TPEOOBAHUSIMH
3aKa34uKa;

— BBINOJIHEHHSI BEPCTKH CTPaHUI] BEO MPUIIOKEHHIA;

— KOJIMPOBaHUS Ha S3bIKaX BeO MPOrpaMMHUPOBAHUS;

— pa3paboTKu Oa3bl TaHHBIX;

— YMEHHS HCIIOJIb30BaTh CIIEIUAIBHBIE TOTOBBIE TEXHUYECKHUE PEIISHHs TIPU pa3padoTke BeO
MIPUIIOKEHUH;

— BBINOJIHEHUS Pa3padOTKU MHMOPMAITMOHHBIX CUCTEM;

— pa3paboTku uHTepdeiica Moap30BaTeNs;

— pa3paboTKH aHUMAIIMOHHBIX AP PEKTOB;

— pa3paboTku HMHTEpPECcOB MOIb30BATENs, HCHOJB3YS CYIIECTBYIOIIME HAOOpHI CTHUIIEH,
Takue kak Bootstrap uinn Foundation, 1y co3naHus NpHUBIIEKATENIEHOTO U COTJIACOBAaHHOT'O
BU3YyaJIbHOTO 0(OPMIICHHUS;

— TPUMEHEHHS MPEIyCTAHOBJICHHBIX DJIEMEHTOB YIIPABJICHUS, TaKUX KaK KHOIKH, (OPMBI,
MEHIO U T.JI., IPEIOCTABISIEMbIX B BBIOpAaHHBIX HAOOpax CTUIIEH;

ajanTallid M HACTPOMKM CTWIIEH W D3JEMEHTOB YHpaBieHHs C ucnonb3oBaHueM CSS u

JavaScript;

— YCTaHOBKM M HacTpoiku BeO cepBepoB, CYBJl s opranuzanum paOoTbl BeO-
MIPUIIOKEHUN;

— HCIOJIb30BaHMUs MHCTPYMEHTAJIBHBIX CPEJCTB KOHTPOJsS BEPCHUH HMCXOAHOro Kojxa u 0a3
JaHHBIX;

— MPOBEJIEHUS pabOT MO PE3EPBHOMY KOMMHMPOBAHUIO BEO-MPUIIOKEHHUIH;

— BBITIOJTHEHUSI PETUCTPAllMU M OOpaOOTKH 3ampoCOB 3aKa3uhka B CIYKO€ TEeXHHUYECKOM
TTOJIJICPIKKH;

— HACTPOWKH W WCIIOJH30BAHMS CPEJCTB MOHHTOPHUHTA COCTOSHHUS MH(PPACTPYKTYPHI, TAKUX
kak Zabbix, Observium, Hakta Heartbeat u npyrux;

— CO3MaHHUS W HACTPOMKHM MOHUTOPUHTOBBIX IIA0JIOHOB [UIsl OTCIICKUBAHUS Pa3TUYHBIX
MapaMeTPOB U METPHK HHPPACTPYKTYPHI;

— KOH(HTyparuy ¥ HaCTPOWKH yBEIOMJICHUH W OIOBEIICHHWH JIJII MOHUTOPUHTA COCTOSTHHS

UHPPACTPYKTYPHI;



— aHaJIM3a U UHTEPIPETALNU JAHHBIX, COOPAHHBIX C MOMOIIBI CPEACTB MOHMTOPHUHIA, IS
BBISIBIICHUS IPOOJIEM U YITyUIIEHUS IPOU3BOJUTEIBHOCTH;

— myOiuKanuu BeO-TIPHIIOKEHUS Ha 0a3e XOCTMHra WJIM BBIIEIEHHOTO BUPTYaJIbHOTO
cepBepa B cetu HTEpHeT;

— pa3MelleHHUs BeO-NPUWIOKEHUH B CETH C MCIOJb30BAaHMEM DA3JIMYHBIX METOAOB U
TEXHOJIOTHH, TAKUX KaK BUPTyalu3alys, KOHTeHHepu3alus, 00Jaunble IaTOPMBI U T.J.;

— HACTpOMKM ¥ KOH(UIYpallMu CEpBEpPOB JUIS XOCTHHTA BEO-TPUIIOKEHUH, BKIIOYas
YCTaHOBKY HEOOXOIMMOI0 IMPOrpaMMHOr0 00ECIeUeHMsl, HACTPOHKY CETEBBIX apaMeTpOB U
0e30I1aCHOCTH;

— YOpaBlIeHHS W MOHHMTOPUHTa paboThl BeO-TPUIIOKEHUH, BKIIOYAs OTCIICKUBAHUE
JOCTYITHOCTH M HPOU3BOJUTEIBHOCTH, PE3EPBHOE KONMMPOBAHUE JAHHBIX U OOHOBJIEHHE
MIPOrPaMMHOI'0 00ECTICUCHHS;

pereHus mpoOsieM, CBSI3aHHBIX C pa3MelleHHEeM BeO-TPUIIOKEHUH, TAKUX KaK HEMOIaIKd B
pabote cepBepoB, cOOM B CETH MIIM MPOOIEMBI ¢ 0€30ITaCHOCTHIO.

— MHCIIOJIb30BaHMSI MHCTPYMEHTAIbHBIX CPEACTB KOHTPOJIA Bepcud M 0a3 JaHHbBIX, ydeTa
ne(heKTOB;

— TECTUPOBAHMI BEO-TIPHIIOKEHHUH ¢ TOUKH 3pEHHsI JOTMUECKON 1IeIOCTHOCTH;

TECTUPOBAHUS WHTETPAallUd BEO-NIPUJIOKEHHUS C BHEIIHMMHU CEpBUCAMM M YYETHBIMHU
CUCTEMAaMU;

— obecrieyeHns 6e301acHoi u Oecriepe0orHON PabOTHI;

— OCYIIECTBJICHUS ayJUTa O€30MacCHOCTH BEO-TIPHUIIOKEHHUS B COOTBETCTBHH C PETIIAMEHTOM
1o 0e30I1aCHOCTH;

— WICHTU(PHUKAIMY TOTSHIIMATBHBIX YSA3BUMOCTEH M PUCKOB O€30MaCHOCTH BEO-TIPUIIOKEHUS;
— IpOBEIEHUS TECTUPOBAHMSA HA NPOHUKHOBEHHE [UIsl NMPOBEPKH YPOBHS 3alIUThl BeO-
IIPUIIOKEHHS;

aHaJIN3 TIOJYYEHHBIX pE3yJbTAaTOB ayAWTa W TECTHUPOBAaHUS HAa INPOHUKHOBEHHME [UIS
orpezeneHus ciadblXx MECT U PEKOMEHAIMH 110 UX YCTPAHEHHUIO

— MOJEpHHU3ALMH BEO-TIPUIIOKEHUHM C yU€TOM IPAaBUJI U HOPM MOATOTOBKH MH(GOPMAIUU IS
ITOMCKOBBIX CHCTEM;

— aHalM3a M ONTUMM3AlMM KOHTEHTAa BEO-TIPMIIOKEHUIl C y4yeToM IMpaBUI U HOPM
MOATOTOBKU MH(OPMALIUU AJI1 TOUCKOBBIX CUCTEM;

— HCIIOJIb30BaHMsI COBPEMEHHBIX METOJIOB M HUHCTPYMEHTOB JUIsl YIyUIIEHUs] BUAUMOCTH BeO-
MIPUJIOKEHUH B IOUCKOBBIX CUCTEMAX;

npumenenne SEO-cTpareruil Uis TNOBBIIEHHUS pEUTHHTa U TMPUBJICUYEHUS LIEJIEBOU
ayIUTOPHH.

— peanu3anuy MeporpHsATUI MO MPOABUKEHUIO BEO-NIPUIIOKEHUH B ceTu VIHTepHET;

— cbopa M TpenBapUTENbHOTO aHajdu3a CTAaTUCTUYECKYyl0 HHpopMmauuu o paboTe BeO-
MIPUIIOKEHNH;

— cOopa cTaTH4eCKOM CTaTUCTUKU O paboTe BEO-PUIIOKEHUH, TaKOM Kak BpeMsl OTKJIMKA,
KOJINYECTBO 3alpOCOB U OIIMOOK, UCIIOJIB30BaHUE PECYPCOB U T.1.;

— aHanu3a COOpaHHOM CTaTUCTHKU JUIs ompenesneHuss 3(deKTuBHOCTH paboThl BeO-
MIPUIIOKEHHUS U BBISIBJICHUS BO3MOXKHBIX IPOOJIEM MIIH Y3KUX MECT;

— MpUMEHEHHs METOJOB M MHCTPYMEHTOB JJs aHaju3a MpPOU3BOJUTEILHOCTH BeO-
MPWIOKEHUH, TAKUX KaK MOHUTOPUHT CUCTEM, aHAJTUTUKA JAHHBIX U MPOoGUINpOBaHUE KOJA;
— peanu3alyuy MEpONPUITHIA MO MPOJIBUKEHUIO BeO-TpuiioxkeHni B cetu MHTEepHeT;

— cbopa W TpeaBapUTEIBHOTO aHalM3a CTaTUCTUYECKOoW uHpopmaruu o pabore BeO-
MIPUIIOKEHUN;

— pa3paboOTKM M pealu3alyd CTPATETUU MPOABIKEHHS MPHUIOKEHUS B COOTBETCTBUH C
LETSIMU U TTOTPEOHOCTSIMU OM3HECa;

— IPOBEACHUS MAapKETUHIOBBIX MCCIEJOBAHUHN MJIS OINpPENENICHUs LIEJIeBOW ayJUTOPUU U
KOHKYPEHTHOH CpEJIbl;

— CO3JaHMs M ONTUMH3ALMU KOHTEHTA JUIsl MPUBJICUYEHUS U yJEp)KaHUs I0JIb30BATEIEH,
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BKJIIOYAsl OMMCAHUS TPUIIOKEHHUS, BUIEO 0030pbI, OJIOTH M COLMANIbHBIE MeIna MyOJINKalHH;
— pa3paboTKM U pealu3alud peKJIaMHBIX KaMIaHUW s TOBBIIIEHHUS BHUAUMOCTH
IIPWIOXKEHHUS, BKJIIOYas KOHTEKCTHYKO peEKjJIaMmy, pEKJIaMy B COLUAIbHBIX CETSIX H
MapTHEPCKUE MTPOrpaMMBbl;

— aHanu3a 3¢ (HEKTUBHOCTH MEPOIPHUATHI MO MPOABMKEHUIO U ONTUMHU3AIUS CTPATErHH Ha
OCHOBE IIOJIyYEHHBIX PE3yJIbTaTOB;

— pa3pa0OTKM U pealu3aluy peKJIaMHBIX KaMIIAaHUM JJIs MOBBIIIEHHUS BHUAUMOCTH
MPUIOKEHUSA, BKIIOYasd KOHTEKCTHYIO pEKJIaMy, pekilamMy B COLHAIBHBIX CETAX U
[apTHEPCKUE IPOrPAMMBI.

yMeThb:

— IIPOBOJUTH AaHKETUPOBAHUE U UHTEPBbIOMPOBAHUE VIS BBIABIICHUS TPEOOBaHUM 3aKa3uMKa;
— 0OpPMIIATh TEXHUYECKYIO JOKYMEHTAIUIO B COOTBETCTBUHM C HOPMaMH U CTaHJapTaMu;

— OCYUIECTBJIEHUE BBIOOpA OJTHOTO M3 THIOBBIX PEIICHUH MO pa3paboTke BeO-MPHIOKEHU;
paboThl CO cCHeUUaIN3UPOBAHHBIM MPOrPAMMHBIM OOecriedeHueM JJisi IIaHUPOBaHUS
BPEMEHU U OpraHU3aluu paboThl ¢ KIMEHTAMU;

— pa3pabaThIBaTh IPOTPAMMHBIN KOJI KIIMEHTCKOW U CEPBEPHON 4acTH BEO-TIPUIIOKEHUI;

— HCIOJIb30BATh S3bIK PA3METKU CTPAHUL] BEO-TIPUIIOKEHNUS;

— 0OpMIISITH KOJT IPOrpaMMbl B COOTBETCTBUU CO CTAaHAAPTOM KOJUPOBAHUS;

— HCIOJIb30BaTh OTKPBIThIE OUOIHOTEKU U HPEHUMBOPKU;

— HCIOJIb30BaTh BEIOPAHHYIO Cpe/ly MPOTrPaMMHPOBAHUS U CPEACTBA CUCTEMBIL;

— yIpaBisaTh 6a3aMH TaHHBIX;

— OCYUIECTBIIATh B3aMMO/ICICTBIE KIIMEHTCKOM U CepBEPHOI uacTeil BeO MpHUII0KEHUH;

— pa3pabaThIBaTh KOJ MH(POPMAIIMOHHBIX CUCTEM;

— pa3pabaThIBaTh MPOrPAMMHBIN KO KIIMEHTCKOW YaCTH BEO-TIPUIIOKEHUH;

— 0OpMIISITH KOJT IPOrpaMMbl B COOTBETCTBUU CO CTaHIaPTOM KOAUPOBAHMUS;

— HUCTIOJIB30BaTh OOBEKTHBIE MOJICTN B0 MPUIIOKEHUH U Opaysepa;

— pa3pabaTbIBaTh aHUMAIUIO JUIsl B€O NPUIIOKEHUM JUIs MOBBIIMIEHUS €ro JOCTYIMHOCTH U
BHU3YyaJbHOW IIPUBJIIEKATEILHOCTH;

— HUCIMOJIb30BaTh OCHOBHBIE NMPUHIUIBI AnW3aiiHa MHTep(deiica Moyib30BaTeNsl U yIpaBJIeHUS
CTHJISIMU, TIPEIOCTABIIIEMbIMU Ha0Opamu;

— HCIOJIb30BaTh TOTOBbIE KOMIOHEHTHI M CTHIU i 3()pPEeKTUBHON U OBICTPOIl pa3paboTKu
uHTepdeiica;

CIIOCOOHOCTH a/IallTUPOBATh U HACTPAaNWBATh CTUJIM U 3JIEMEHTHI YIIPABJICHUS ISl JOCTHXKEHUS
KeJIaeMOoro BU3yalbHOTo 3(h(ekTa u cooTBETCTBUS AU3aliHY;

— BBIOMPATh XOCTUHT B COOTBETCTBUH C ITapaMeTpaMy BeO-TIPUIIOKEHMS,;

— COCTAaBJIATh CPABHUTEIBHYIO XapaKTEPUCTUKY XOCTHUHIOB U BBIIEIEHHOTO BHPTYaJIbHOTO
cepBepa;

— TOHHMMaTh TpeOoBaHUS M TOTPEOHOCTH BEO-TIPUIIOKEHHM i BbIOOpa Haumbosee
MOAXOIALIETO METOAA U TEXHOJIOTHH pa3MELICHHUS;

— BBINIOJHATH HACTPOUKU M KOH(PUTypaluu CepBepoB Ul oOecredeHus: cTabMIbHON paboThl
BEO-TIPUIIOKEHU;

— CIIOCOOHOCTb MOHUTOPUTH U AHAIM3MPOBATH MPOU3BOAUTEIBHOCTh BEO-TPUIIOKEHUHN st
ONTUMHU3ALNU U yIy4IIeHUs paboThl;

— MOJKJIIOYaTh M HAacTpauBaThb CHUCTEMbl MOHUTOpPHHIa paboThl BeG-mpuioxkenuil u cbopa
CTaTUCTUKH €r0 UCIOJIb30BaHUS;

— ycTaHaBNUBaThb W HacTpauBaTh BeO cepBepa, CYBJl mns opranuzauum paboThl BeO-
MIPUIIOKEHNH;

— paboraTth ¢ cucremamu Helpdesk;

— BBUICHATh M3 Oecelbl C 3aKa3yMKOM M IOHUMATh NPUYMHBI BO3HUKIIMX aBapUHHBIX
cuTyauuii ¢ UHHOPMAIIHOHHBIM PECYPCOM;

— AQHAJIM3MPOBATh M pELIaTh THUIIOBBIE 3aIPOCHI 3aKA3UMKOB. BBINOJHITH PETJIaMEHTHBIE
IIPOLIEYPBI IO PE3EPBUPOBAHUIO JaHHBIX;
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— YyCTaHaBIMBaTh MPUKIAJAHOE MPOTpaMMHOE OOecreueHue [Uisi pe3epBUPOBaHUSA BeO
MIPUIIOKEHUN;

— TMOHUMAaTh TPUHIUIB PabOTBl W APXUTEKTYpPhl CPEACTB MOHUTOPUHTA COCTOSHUS
UH(PaACTPYKTYPHL;

— HacTpauBaThb MOHUTOPHHIOBBIE MAPAMETPhl 1 METPUKHU B COOTBETCTBUU C TPEOOBAHUAMHU U
noTpeOHOCTAMHU HHAPACTPYKTYPHI;

— CIIOCOOHOCTh aHAJIM3UPOBaTh JaHHbIE MOHUTOPUHIA M IPUHUMATh JEHUCTBUS JUId
yCTpaHEHHUS;

— BBINOJHATH OTJIAJKy M TECTUPOBAHUE TMPOTPaMMHOrO Koia (B TOM 4HCIE C
HCII0JIb30BAHUEM UHCTPYMEHTAIBHBIX CPEJCTB);

— BBINOJIHATH ONTHMU3ALHUIO U peaKTOPHHT IPOTPAMMHOTO KOJIa;

— KOJMPOBATh Ha CKPUIITOBBIX SI3bIKAX MPOrPAaMMHUPOBAHUS;

— TECTUPOBATh BEO-TIPHIIOKEHUS C UCTIOJIB30BAHUEM TECT-IUIAHOB;

— NPUMEHSTh UHCTPYMEHTHI OJATOTOBKU TECTOBBIX JAHHBIX;

— BBIOMpATh 1 KOMOMHUPOBATH TEXHUKH TECTUPOBAHUS BEO-TIPUIIOKECHHIA;

— paboTaTh C cUCTEMaMHU KOHTPOJISl BEPCUH B COOTBETCTBUU C PETIAMEHTOM HCIIOJIb30BAHUS
CUCTEMBI KOHTPOJISI BEPCUM;

BBITIOJIHATH MPOBEPKY BEO-TIPUIIOKEHUS IO TEXHUYECKOMY 3aJJaHUI0

— OCYUIIECTBIIATH ayIUT 06€30MacCHOCTH BeO MPUIIOKEHU;

— MoauduuupoBaTh BeO-TPUTIOKEHUE C MENbI0 BHEAPEHHUS MPOTPAaMMHOIO KOAa IO
o0ecriedeHnto Oe30MacHOCTH €ro pabOThI;

— CHOCOOHOCTH TMPOBOAMTH AYAUT OE30MACHOCTH BEO-TIPUIIOKEHHH, MCIIONB3YS pa3IMuHbIC
WHCTPYMEHTBl M METOJbl, TaKHME KaK CKaHMPOBAHHE YSI3BUMOCTEH, TECTHpOBaHHE Ha
IIPOHUKHOBEHUE U aHAJIU3 KOJa;

— aHaAJIM3MPOBATh MOJIyUEHHBIE PE3YyJIbTaThl ayAUTAa U TECTUPOBAHUS HA NPOHUKHOBEHUE IS
OIpeJIesIeHUs YI3BUMOCTEH U PUCKOB O€30I1aCHOCTH;

MPEJOCTABIIATh OTYETHI U PEKOMEHJIAIMH 0 YIYYLIEHNIO0 O€30M1aCHOCTH BEO-TIPUIIOKEHUH Ha
OCHOBE IIPOBEJCHHOIO ayINTa.

— MOAU(UIIMPOBATH KOJI BEO-TPUIIOKEHHS B COOTBETCTBHH C TPEOOBAHUSMH U periiaMeHTaMH
MTOMCKOBBIX CHCTEM. pa3MeIlaTh TEKCTOBYIO M rpaduuecKyro HHPOPMAIIMIO Ha CTPaHUIIaX BEO
MIPUIIOKEHNUS;

— penaktupoBath HTML-kon ¢ ucnonb3oBaHueM cucTeM agMUHUCTpUpoBaHus. [IpoBepsTsh
HTML-kox Ha COOTBETCTBUE OTPACIICBBIM CTaHIApTaM;

— CIIOCOOHOCTh aHAIM3UPOBATh M ONTUMHU3UPOBATH KOHTEHT BEO-NPUIIOKEHHUH C ydeTom
TpeOOBaHUI MTOMCKOBBIX CHCTEM;

— UCMOJB30BaTh MHCTPYMEHTHI AJIS aHalu3a KIIIOYEBBIX CIOB, aHAIW3a KOHKYPEHTOB H
MOHHMTOPHHIA MO3UIMIA B MTOMCKOBOW BbIIAYE;

pa3pabarbiBaTh W peanu3oBbiBaTh SEO-cTpaTerum Ui TOBBIMIEHUS BHIMMOCTH BeO-
MIPUJIOKEHUH B TOMCKOBBIX CHCTEMAX.

— MOJKJIIOYaTh M HAacTpauBaThb CHUCTEMbl MOHUTOpPHHIa paboThl BeG-mpumoxkenuili u cbopa
CTaTUCTUKU €T0 MCIOJIb30BAHMS;

— COCTaBIISATh OTUYET M0 OCHOBHBIM MOKA3aTelNsIM UCTIONIb30BaHus BeO-npunoxeHuil (peiTuHr,
HCTOYHUKH U TIOBEJICHUE MOJIb30BaTeNel, KOHBEPCHS U JIp.);

— CIOCOOHOCTh HACTPOUTH COOp CTaTHCTUKH O paboTe BeO-MPUIIOKEHUM, HCIOIb3Ys
pa3nuYHble WHCTPYMEHTHI W TEXHOJOTHH, TaKMe KaK MOHHTOPHHI CHUCTEMBI, KYpPHAJbI
cepBepa, MHCTPYMEHThI aHAJTUTHKH U T.1.;

— aHaJIM3UpOBaTh COOPAHHYIO CTaTHUCTUKY JUISl BBISBIEHUS NpoOJieM U ONTUMHU3ALMU
MIPOU3BOIUTEIILHOCTH BeO-TIPUIIOKEHUH;

— YyMEHHE TPEAOCTABIATH OTYEThl W PEKOMEHJAIMHM [0 YIY4YlIeHHI0 paboThl BeO-
MIPUJIOKEHUH Ha OCHOBE COOpPaHHOM CTaTHCTHKHU;

— MOJKJIIOYaTh W HACTpPaMBaTh CHCTEMbl MOHHTOpPHHTAa paboThl BebO-mpunokenuit u cbopa
CTaTUCTUKH €r0 UCIOJIb30BaHUS;



— paboTaTh ¢ CHCTEeMaMH MPOABUKEHUS BeO MPHIIOKEHUH;

— nyOnukoBaTh HMH(GOpPMauuM O BeOd MNPWIOKEHUH B CIELUAIBHBIX CIPaBOYHHMKAX H
KaTrajuorax;

— OCYLIECTBIIATH MOAOOP M aHAJIM3 KIIOUEBBIX CJIOB M (pa3 A COOTBETCTBYIOILEH
IIPEIMETHOM 00J1aCTH C UCTIOIb30BAHUEM CIIELIUATM3UPOBAHHBIX IPOrPAMMHBIX CPEJICTB;

— COCTaBJISITh TEKCThI, BKIIOYAIONIUE CCUIKA HA IPOJBHUIAeMbI CalT, UIsl pa3MeIleHus Ha
caiTax IapTHEPOB,;

— OCYILECTBJIATH ONTHUMH3AIMIO MPUIOKEHUH C IENbI0 MOBBIIICHUS! €r0 PEHTHHTa B CETH
UHTEPHET;

— YyMeHHe pa3pabaTbiBaTh U PEAIN30BBIBATH CTPATErMM IPOABHKEHMS IPUIIOKEHUH,
YUUTBIBas 11eJM OU3Heca U NOTPEOHOCTH LIEJIEBOM ay TUTOPUH;

— IPOBOJIUTb MApKETHHIOBBIE HCCIIEAOBAaHMS JUJIsl ONpENENeHHs] LENEeBOM ayIuTOpUH U
KOHKYPEHTHOH CpEJIbl;

— C€O03/1aBaTh Ka4eCTBEHHBIH KOHTEHT /ISl TNPUBJICUCHHS W YACp)KaHHs TI0JIb30BaTEIeH,
BKJIFOYAsl ONMCAHUS MIPUIIOKEHUS, BUAEO 0030pPbl, OJIOTH U COLMAIbHbIC MEHa MyOJINKalluY;
aHaIM3upoBaTh 3(P(HEKTUBHOCT MEPONPHUATUH IO MPOABMKEHUIO M ONTHUMU3UPOBATh
CTpaATETHIO Ha OCHOBE MOJyYCHHBIX PE3YJIbTATOB.

3HATH:

— MHCTPYMEHTHI U METOBI BBISIBJICHUS TPEOOBAHHH 3aKa34nKa K BEO-TIPHIIOKEHHIO;

— TUIIOBBIE PELICHUs 10 pa3paboTKe BEO-NPUIIOKEHUH;

— HOPMBI M CTaHJapThl OPOPMIICHHS TEXHUYECKOH TOKYMEHTalUY;

— IPUHIUIBI TPOEKTUPOBAHUS U pa3pabOTKH HH(POPMALIMOHHBIX CHCTEM;

— SA3BIKM IIPOTPaMMHUPOBAHUS M Pa3METKH sl pa3pabOTKMU KIMEHTCKOM M cepBepHON 4acTH
BEO-TIPUIIOKEHUII;

— MPUHIHUIBI PAOOTHI 0OBEKTHOM MOJIETN BEO-TIPUIIOKEHUH 1 Opay3epa;

— OCHOBBI TEXHOJIOTHH KIIMEHT-CEPBED;

— TEXHOJIOTHH Pa3pabOTKU CEpBEPHON YacTH;

— 0CO0EHHOCTH OTOOpakeHHsI BeO MPHIOKEHHH B pa3Mepax pabodero MpocTpaHCTBa
YCTPOWCTB;

— ocobeHHOoCcTH 0TOOpakeHus nemMeHToB NP B pasnnunbix Opaysepax;

— 0COOEHHOCTU BBIOpAHHOW cpenibl NMPOrpaMMHUpPOBAHUS W CHUCTEMbI YyIpaBieHHs Oa3zaMu
JTAHHBIX;

— SA3BIKM IPOTPaAMMHUPOBAHUS M Pa3METKH sl pa3pabOTKMU KIMEHTCKOM M cepBepHON 4acTH
BeO MPUIIOKEHUN;

— MPUHIHUIBI PAOOTHI 0OBEKTHOM MOJIETTN BEO-TIPUIIOKEHUH 1 Opay3epa;

— TEXHOJIOTHH U1 Pa3pabOTKU aHUMAIIUH;

— CHOCO0BI MAHUITYJISILIUH 3JIEMEHTaMU CTPAHHIIBI BEO-TIPHIIOKEHUS;

— BUJIbI AaHUMAIIMH U CTIOCOOBI €€ IPUMEHEHUS;

— 3HAaKOMCTBO C CYILIECTBYIOIIMMH HaOOpaMu cTHieH, TakuMu kKak Bootstrap, Foundation,
Material Ul u npyrue;

— MOHMMAaHNE OCHOBHBIX KOHIICTIIIUI W BO3MOXKHOCTEH MPEIOCTaBIIIEMBIX HAOOpaMHu CTHIICH
Y DJIEMEHTOB YIIPABJICHUS,

— 3nanue CSS u JavaScript mist HACTPOHKHU M pacIMPEHUs CTUJICH U 3JICMEHTOB YIIPaBJICHHS
B BBIOpaHHBIX Ha0Opax;

— XapaKTepUCTUKH, TUIIbI U BUABI XOCTUHIOB;

— METO/bI U criocoOBI epeaaun nHpopmaruu B cetu MHTEpHET;

— YCTPOMICTBO U pabOTy XOCTUHT-CUCTEM;

— pa3aMuyHBIE METOJIbl M TEXHOJOTHMH pPa3MEIICHUs BeO-TPWIOKEHUH, TaKuX Kak
Bupryanusanus (VMware, Hyper-V), konteitnepusarms (Docker, Kubernetes), o6maaunsie
wiargopmel (AWS, Azure) u 1.1.;

— NMPUHLHUIBI paboTHl BeO-cepBepoB, 0a3 TaHHBIX U IPYTUX HEOOXOIUMBIX KOMIIOHEHTOB IS
pa3MeleHus BeO-IPHIIOKEHHH;



— MeTo/ibl 0€30MACHOCTH U 3aLIUTHI JaHHBIX IIPU pa3MeEIIEeHUH BeO-TIPUII0KEHUH B CETH;

— OCHOBHBIE [T0Ka3aTeJN KCI0JIb30BaHus BeO-npuioxxeHuil u cnocoObl UX aHAIN3a;

— perylaMeHTbl padoT MO PE3epPBHOMY KOIMPOBAHUIO U PA3BEPTHIBAHUIO PE3EPBHOM KOMHUMN
BEO-TIPUIIOKEHHIA. CIIOCOOBI M CPEICTBA MOHUTOPUHTA paOOTHI BEO-TIPUIIOKECHUH;

— METO/Ibl pa3BepThIBaHUS BeO-CITYK0 U CepBEpOB;

— IPUHIUIBI OPraHU3aUU PAOOTHI CITYKOBI TEXHHUECKON TOICPIKKH;

— o0I1I1e OCHOBBI PEIICHUS MPAKTHUECKUX 33]a4 10 CO3/IaHUIO PE3EPBHBIX KOIHIA;

— OCHOBHBIE (DYHKIIMOHAIbHbIE BO3MOXXHOCTH U MHCTPYMEHTBI CPEACTB MOHUTOPUHIA, TaKue
kak Zabbix, Observium, Hakta Heartbeat u npyrux;

— MPUHOMIBI cOopa W aHauu3a JaHHBIX MOHMTOPHHTA Ui BBISBJICHUS MPOOJIEM U
IIPOrHO3UPOBAHMSI IPOU3BOIUTENLHOCTH HHPACTPYKTYPHI;

— METOAbl HACTPOMKM M ONTHUMHU3ALMU CPEACTB MOHUTOPHHIa JUIsl JTOCTHIKEHUS
MaKCUMaJIbHOU 3(P(PEKTUBHOCTH U TOYHOCTH JIaHHBIX;

— CETeBbIC MTPOTOKOJIBI K OCHOBBI WED-TeXHOIIOTHif;

— COBPEMEHHBIE METOIUKH TECTUPOBAHUS;

— HPrOHOMHKY I0JIb30BATEILCKUX HHTEP(EICOB;

— OCHOBHBbIE IIPUHLIUIIBI 0TI IKU U TECTUPOBAHUS MPOTrPAMMHBIX IIPOJIYKTOB;

— METO/Ibl OpraHu3aluy paboThl IPU NPOBEIECHUH POLEYp TECTUPOBAHHUS;

— BO3MOXHOCTH UCIOJIb3YEMON CUCTEMBI;

— KOHTPOJIb BEpCUIl M BCHOMOTraTeNbHbIX MHCTPYMEHTAJIBHBIX MPOTrPAMMHBIX CPEICTB IS
00pabOTKM UCXOTHOTO TEKCTa MPOTPAMMHOTO KOJA;

— perJIaMeHT UCIOIb30BAHUS CHCTEMBI KOHTPOJISI BEPCHIA;

— IPeAMETHYI0 00JacTh NIPOEKTa /Ul COCTaBJICHUS TECT-IIJIAaHOB;

— UCTOYHUKHU yrpo3 MH(POPMAIIMOHHON O€30MIaCHOCTH U MEPhI IO UX MPEJOTBPALICHHUIO;

— perJlaMeHTbl U METO/bI pa3paboTKH Oe30IacHBIX BEO-TIPHIIOKEHHI;

— pa3IuYHble WHCTPYMEHTHl M METOJbl Ui NpOBEIEHUs aynuTa Oe30MacHOCTH BeO-
NPUJIOKEHNH, Takue Kak ckaHepel ys3Bumocteir (Nessus, OpenVAS), WHCTpyMEHTHI
TecTUpoBaHus Ha mpoHukHoBeHue (Metasploit, Burp Suite) u anamu3 koaa (SonarQube);

— OCHOBHBIE YSI3BUMOCTU M PHCKH 0O€30MacHOCTH BEO-NPUIIOKEHUH, TaKue KaK MHBEKIHH,
ME)KCAaUTOBBIN CKPUIITUHT, ITOJAEIIKA 3alIPOCOB MEKy CAUTaMH U T.[I.;

— 3HAaHME METOJOB M PEKOMEHJAIMA 10 YCTPAHEHUIO YSI3BUMOCTEH U TIOBBIIICHUIO
0€30IacHOCTH BEO-TIPUIIOKEHU Ha OCHOBE PE3YJIbTaTOB ay/INUTA;

— 0COOEHHOCTH pabOThI CUCTEM YIIPaBJICHUS CaliTaMu;

— IPUHLHUIBI QYHKIIMOHUPOBAHUS TOMCKOBBIX CEPBUCOB U OCOOEHHOCTH onTUMHU3anuu Beb-
nputokeruit o Hux (SEO);

— METO/Ibl ONTUMHU3AIKK Beb-npuoxenuii mo connansapie Meaua (SMO);

— OCHOBHBIE NPaBHJIa 1 HOPMBI OJATOTOBKH MH(OPMAIIUHU ISl IOUCKOBBIX CUCTEM, TAKUX KaK
WCTIOJIh30BaHUE META-TErOB, ONTHMH3AIINS 3aT0JIOBKOB M OTIMCAHUI CTPaHUII, UCTIOIh30BaHUE
KITIOYEBBIX CJIOB U T.J1.;

— IPUHIUIMBI paOOTHI TOMCKOBBIX CUCTEM M aITOPUTMOB PaH)KUPOBAHUS;

— COBpPEMEHHBIE METOJbl M HWHCTPYMEHTHI U aHalW3a W ONTHMH3AlUU KOHTEHTa BeO-
MIPUIIOKEHUN;

— OCHOBHBIC TPHHLUHMIBI pa3paboTku u peamusanuu SEO-cTpareruif ais NOBBILICHUS
BUJIMIMOCTH BEO-TIPHIIOKEHHUI B TIONCKOBBIX CHCTEMAX;

— OCHOBHBIE ITOKA3aTeIN MCIIOJIb30BAHMS,

— BEO-TIPUIIOKEHHS U CIIOCOOBI UX aHAJIM3a;

— pa3iuyHBle METOABI U WHCTPYMEHTHI Ui cOOpa CTATUCTHKH O paboTe BeO-TIPHIIOKEHHIA,
tTakue Kak MoHuTOpuHr cuctem (Nagios, Zabbix), ananurndeckue mucrpyments (Google
Analytics, ELK Stack) u uactpymentst nmpodunuposanus koaa (Xdebug, Blackfire);

— OCHOBHBIE METPMKHM M IOKa3aTeIM IMPOU3BOAUTEIBHOCTU BEO-NIPUIOKEHUN, TaKUX Kak
BpeMs OTKJIMKA, IPOITYCKHAs CHOCOOHOCTh, MCIIOJIb30BaHUE PECYPCOB U T.11.;

— METOJbl ONTUMH3ALMM U YJIyUIIEHUS NPOU3BOAUTEIBHOCTU BEO-IIPUIIOKEHUN Ha OCHOBE
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aHayiM3a coOOpaHHOW CTaTHCTUKH,

— NPUHIMIBI GYHKITMOHUPOBAHUS TOMCKOBBIX CEPBUCOB;

— BHUJIBl 1 METOJIBI pacueTa WHIEKCOB UTHpYyeMOoCTH BeO-npuiioskernit (TULL, BULI);

— CTpaTeruu NpoJIBUKEHUs BeO-TpuiiokeHuiiB cetu MuTepHer;

— BU/JIBI IOMCKOBBIX 3aIIPOCOB I0JIH30BATENCH B HHTEPHETE;

— TMporpamMMHbIe CpelcTBa U IIaTGOpMbl A MOAOOpa KIFOUEBBIX CIOBOCOUYETAHUIA,

OTpaXKarIluXx crneunduky caiira;

— MHCTPYMEHTHI cOOpa 1 aHaIKM3a MOUCKOBBIX 3alIPOCOB;

— OCHOBHBIE NPUHIUIIBI MAPKETHHTA U MPOABHKEHUS TPUIIOKEHUM;

— LEJEBYIO ayIUTOPUIO U KOHKYPEHTHYIO cpefly B cepe MPUII0KEeHHUIA;

— pa3iuyYHble HHCTPYMEHTHI U IIATGOPMBI 7Sl CO3/IaHUS U ONTHUMH3AIMH KOHTEHTA, TaKUX

kak WordPress;

— OCHOBHBIE METOJbl PEKJIIaMbl U TMPOABUKEHUS B HUHTEPHETE, BKIIOUass KOHTEKCTHYIO

peKamy, peKkiiaMy B COIMANBHBIX CETAX U MapTHEPCKUE IPOTPaAMMBIL;

— METOJIbI aHaM3a YPPEKTUBHOCTH MEPOIIPHUSATHUS 110 IPOABHUIKCHHUIO U OTITHMH3AIHH
CTpaTeruy Ha OCHOBE MOJyYEHHBIX Pe3yJIbTaTOB.

[To OkOHYaHMM TPAKTUKH CTYAEHT CHAET OTYET B COOTBETCTBHHM C COAEPKAHUEM
TEMaTHUYECKOro IJIaHa MpakTUku u 1o popme, yctanopneHHoit MoK ®I'bOY BO «bpl'V» u
aTTecTallMOHHBIN JUcT, ycTaHoBleHHOM MK ®I'BOY BO «bpl'Y» dbopMmsl.

Jlns mpoBeaeHus MPOU3BOJACTBEHHON MPAaKTUKHU (10 MPOQPIIIIO CIIEIUAIBHOCTH) B KOJUIEIKE

pa3paboTaHa cieayronias TOKyMeHTaUs:

— TIOJIO)KEHHE O MPAKTHUKE;

— paboyas mporpamMma Mpou3BOJICTBEHHON MPAKTUKH (TI0 IPOQUITIO CIICIIHATLHOCTH );

— TUTaH-TpauK KOHCYIbTAIMA W KOHTPOJS 32 BBIIIOJIHEHHUEM CTYIEHTAMU MPOTPaMMBI

MIPOU3BOICTBEHHOMN MPAKTUKH (IIPU TPOBEICHUH MPAKTHKU HA TIPEATIPUATHN );

— JIOTOBOPBI C PEAIPUATUSAMH 10 IPOBEICHUIO PAKTUKY;

— TMPHUKa3 O paclpe/ie]ICHHH CTYIEHTOB M0 06a3aM MPaKTUKH.

B ocHOBHBIE 0053aHHOCTH PYKOBOJUTENSI MPAKTUKU OT KOJJIEAKA BXOISAT:

— TIPOBEIECHHUE IIPAKTUKM B COOTBETCTBUM C COJEPKAHMEM TEMAaTHYECKOro IUIaHA U
coJiepKaHUs IIPAKTUKHU;

— YCTaHOBJICHUE CBS3U C PYKOBOJIUTEISIMHU IPAKTUKHU OT OpraHU3aIIUii;

— pa3paboTKa U COTIaCOBAaHUE C OPraHU3ALKIMHU IIPOrPAMMBI, COAECPKAHUS U TITAHUPYEMBIX
pe3yabTaTOB IPAKTUKH,

— OCYIIECTBJIEHUE PYKOBOJCTBA IPAKTUKOM;

— KOHTPOJMPOBAHHE peaNu3ali MpPOrpaMMbl W  YCIOBUW MPOBEACHUS IPAKTUKHU
OpraHM3alusMi, B TOM 4YHclie TpeOOBaHMM OXpaHbl Tpyda, 0€30MaCHOCTU KU3HEAESTENbHOCTH U
MOKapHOM 6e30MaCHOCTH B COOTBETCTBUH € NPABUIIAMU M HOPMaMH, B TOM YHCII€ OTPACIEBBIMH;

— (QopmupoBaHue rpyImisl B ciydyae IPUMEHEHUs TPYIIOBIX (OpM MPOBEIEHUS MPAKTUKH;

— COBMECTHO C OpraHM3alMsAMH, YYaCTBYIOIIMMH B OPraHHU3alUU U MPOBEJICHUN ITPAKTUKH,
OpraHM3anys MpoIenypbl OLEHKH OOmUX | NpOoPEecCHOHANBbHBIX KOMIIETEHIMI CTYy/AEHTa,
OCBOCHHBIX UM B XOJI€ ITPOXO0KICHHUS IPAKTUKU;

— pa3paboTka M CoOIrJacOBaHHWE C OpraHu3alusMu (OpPMbI OTYETHOCTH U OLIEHOYHOTO
Marepuana MpoX0oXKIACHUS IPAKTUKH.

CryneHTsl IpU NPOXO0XKAESHUH TPOU3BOACTBEHHOM NPAKTHKU 00sI3aHBbI:

— TIOJIHOCTBIO BBINOJIHATH 33JaHUs, IPEAYCMOTPEHHBIE IPOrPAMMON IIPOU3BOACTBEHHOMN
IIPAKTUKU;

— coOmonaTh JCUCTBYIOLIME B OpraHU3alMsIX IMpaBWIa BHYTPEHHETO TPYAOBOTO
pacropsiika;



— M3y4aTh U CTPOro coOII0AaTh HOPMBI OXPAHbI TPY/Ia U MpaBuia MoXapHOH 6€30MacHOCTH.

— CHUCTEMaTHYECKH 3allOJIHATh JHEBHUK NPAKTUKH M PETYISIPHO NPEIBSABIATH €ro JJIs
IIPOBEPKHU U MOJNUCH PYKOBOJIUTEIIO IPAKTUKHU OT OPraHU3alnu;

— cobmonaTh mpaBuia paboOThl C JIOKYMEHTaMH, HECTH OTBETCTBEHHOCTh 3a UX

COXPAaHHOCTE,

MOATOTOBUTH OTUET O MPOXOKIACHUU MPAKTUKUA U CBOEBPEMEHHO CAATh PYKOBOIUTEIIO
MPAKTUKU OPOPMIICHHBIH MaKeT JOKYMEHTOB.

1.3 ®opmupoBanue npopeccnoHaabHbIX kKomneTenuuii (ITK) n 06mmx
komnetenuuii (OK)

Tabnuma 1. ®opmupyemsbie mpodeccuoHanbHbIe KOMIETEHIINH

Kon Haumenosanue I1K

K 3.1 CoOupatb UCXOIHBIC TaHHBIE ISl pa3padOTKH MPOCKTHOM TOKYMEHTAIlUU Ha
MH(OPMALIMOHHYIO CUCTEMY.

K 3.2 Pa3pabaThiBaTh MPOEKTHYIO JOKYMEHTAILIMIO Ha Pa3padoTKy WH(GOPMAITMOHHOK
CUCTEMBI B COOTBETCTBUH C TPEOOBAaHUSAMH 3aKa3uUKa.

K 3.3 Pa3pabaTbIiBaTh OJCUCTEMBI 0€301TaCHOCTH WH()OPMAIIMOHHON CUCTEMBI B
COOTBETCTBUU C TEXHUUECKUM 33JJaHUEM.

K 3.4 [Tpon3BoUTH pa3paboTKy MOayIel HHPOPMAITMOHHOW CUCTEMBI B
COOTBETCTBUU C TEXHUUECKUM 3aJIJaHUEM.

K 35 Pa3pabaThIBaTh TEXHUYECKOE 33/1aHUE HA BEO-TIPUIIOKEHHUE B COOTBETCTBHH C
TpeOOBAHUSIMU 3aKa3UMKAa.

K 3.6 Pa3pabaTbiBaTh BEO-IIPHIIOKEHUS B COOTBETCTBUU C TEXHUYECKUM 3a[aHHUEM.

K 3.7 OcyHIGCTBJI%TL TEXHUYECKOE COIPOBOXKICHNE U BOCCTAHOBIIEHUE BEO-
[PUJIOKEHUN B COOTBETCTBUH C TEXHUUYECKUM 3aJaHUEM.

1K 3.8 [Ipon3BOIUTE TECTHPOBAHUE Pa3pabOTAHHOIO BEO-TIPUIIOKEHHUS.

Tabnuua 2. opmupyemble 001IKE KOMITETEHIIUN

Kon

HaumenoBanune OK

OK1

Br16upaTh criocoObl perieHus 3a1a4 NpopecCHOHANbHON AESITETbHOCTU
MPUMEHUTEIBHO K Pa3IMUHbIM KOHTEKCTaM.

OK 2

lcronb30BaTh COBPEMEHHBIE CPEJICTBA TIOUCKA, AHAIN3a U HHTEPIIPETALINN
MHpOpMaLiY, 1 THPOPMALIMOHHBIE TEXHOJIOTHH ISl BBITTOJIHEHHS 33124
npodecCHOHATBLHOMN 1eATEbHOCTH.

OK 3

[lnanupoBaTh W  pealU30BbIBATH COOCTBEHHOE MPOQPECCHOHATBHOE U
IMTUYHOCTHOE pa3BUTHE, MpeANPUHUMATENBCKYIO JeATEIbHOCTh B
npodeccnoHanbHOM cepe, UCTONMb30BaTh 3HAHUSI 110 TIPABOBOM M (PUHAHCOBOIL
TPaMOTHOCTH B PA3JIMYHBIX KU3HEHHBIX CUTYaIUSX.

OK 4

3(1)(1)6KTI/IBHO B3aUMOJCUCTBOBATh U paGOTaTL B KOJIJICKTUBC 1 KOMAaH/JE.

OK 5

OCYHIGCTBJ'IHTI) yCTHyIO nu HI/ICBMeHHyIO KOMMyHI/IKaIII/IIO Ha FOCy,ZI&pCTBGHHOM
si3p1ke Poccutickoit denepanuu ¢ y4eTOM 0COOCHHOCTEN COIMAIBHOTO U
KYJIbTYPHOI'O KOHTEKCTA.

OK 6

[IposiBAATE  IpakKIAHCKO-MATPUOTHYECKYKD  MO3ULUI0, JEMOHCTPHUPOBATh
OCO3HAaHHOE IIOBEJCHUE HAa OCHOBE TPAAULMOHHBIX POCCUHCKHUX JYXOBHO-
HPABCTBCHHBIX ILIEHHOCTEH, B TOM YHCJIE€ C Y4YE€TOM TapMOHU3alUU
MEXHALIMOHAIBHBIX M MEKPEJIUTHO3HBIX OTHOLIEHWH, MPUMEHATh CTaHAAPThHI

QHTHUKOPPYMIIMOHHOTO MOBE/ICHUS.




CoJielicTBOBAaTh COXPAHEHHUIO OKPYXKAIOIIEH CPEIbl, PECypcoCcOepexeHHI0,

OK7 MPUMEHATH 3HaHUS 00 U3MEHEHHH KIIMMATa, IPHHLUIIBI OEPEKITMBOTO
MIPOM3BOJICTBA, 3P(PEKTUBHO ACHCTBOBAThH B UPE3BBIYANHBIX CUTYAIUIX.
lcronb30BaTh cpecTBA PU3NUECKON KyJIbTYpBI AJIsl COXPAHEHUS M YKPEIUICHUs

OK 8 3I0POBBS B IIPOIIECCE MPOPECCHOHATBHON ACSITEILHOCTH U TIOICPKAHUS
HE00X0AMMOTO YPOBHS (PM3UYECKOMN MTOATOTOBIEHHOCTH.

OK 9 [Tonp3oBaTbes NpOoQecCHOHANbHOM JOKYMEHTAlMeH Ha roCy1apCTBEHHOM U

HMHOCTPAHHOM A3bIKaX.




2. CYKTYPA M COJAEPXAHUE ITPOU3BOJCTBEHHOMN NPAKTUKH

10 ITPOPUJIIO CIIENUAJTBHOCTH)

Buja 3ansiTuii, o0ecneqyuBalOIUX NPAKTUKO-OPHEHTHPOBAHHY IO Obnem
MOJATrOTOBKY Hacon

MakcumanbHas Harpy3ka (Bcero) 180
B TOM YHCIIE:
- OpraHu3aIys MPOU3BOJICTBEHHOHN MPAKTHKH 6
- BBITIOJTHEHHE 00s13aHHOCTEN Ha pabodeM MecTe B opraHusanuu, coop 168
uHpopmanuu
- 3allIMTa OTYETOB MO IPOU3BOJICTBEHHOM MTPAKTHUKE 6




3. TEMATUYECKUN TIJIAH U COAEPXAHWUE IMPOU3BOJICTBEHHOM NPAKTHUKH (IO MPO®UIIO CHEIUAJIBLHOCTH)

IIM.03 IPOEKTUPOBAHUE U PASPABOTKA HH®OPMAIMOHHBIX CUCTEM U BEB-IIPMJIOKEHUI

2.1. Conep:kanue Npon3BOJACTBEHHOI NMPAKTUKH (110 MPO(UII0 CIeNHaTbHOCTH)

HaumeHoBaHue Coaep:xanue yueOHOro MaTepuaJia, J1adopaTopHble H MPAKTHYECKHE PadOThI, IKCKYPCHH, COCTAB Oo0bem dopMupyemble
pas3aejaoB, TEM, BbIINNOJTHCHUSA paﬁoT JacoB KOMIICTCHUNH
BbBIIIOJTHECHHE
o0sA3aHHOCTEH
Ha padoumx
MeCTax B
OpraHu3alumu
1 2 3
Broanoe 3ansitue | Codeporcanue yuednozo mamepuana
1 | MHCTpYyKTaX MO0 OpraHu3alyy MPOU3BOACTBEHHON pakTuku 1o [TM.03: o3HakomIieHue ¢ 6 OK 1-OK 9
LENSMH U 337]a4aMU [TPAKTHUKK; HHCTPYKTAX 110 TEXHUKE O€30MAaCHOCTH U IMTPOTHUBOIIOKAPHOI
0€3011aCHOCTH; OPTraHU3aIIOHHBIE BOIIPOCHI.
Beinonnenne | Cocmae evinoinenus paoom
o0s13aHHOCTEH 1 | O6mee o3HaKOMIICHHE C MpeanpusaTueM (opraHuzanueii). M3ydeHue opraHu3allMOHHON 6 OK 1-OK 9
Ha pabounx CTPYKTYpbl M OCHOBHBIX (yHKIWMIA ero moxapasaeneHuid. Kparkas — XapakTepucTHKa
MecTax B TIPEUIPHUSTHSL.
oprafatii 2 | 3yueHue CTpPYKTYypbl MOApA3JIEICHUN, 3aHUMAIOIIUXCS MPOEKTHUPOBAHMEM, pa3pabOTKOMH, 6 OK 1-OK 9
COIIPOBO’KACHUEM WM HKCIUTyaTale mporpaMMHOro o0ecreueHust o MecTy MpOXO0KIACHUs
MPaKTUKW, KaJApPOBBIM W YMCIEHHBIH coOcTaB, paboTa ¢ HOPMAaTUBHBIMHM JIOKyMEHTaMH,
periIaMeHTHPYIOUMMH padoTy Moipa3/ieeHu.
3 | 3yueHue NOIKHOCTHBIX MHCTPYKUMH ((PYHKIHMOHAIBHBIX 00SI3aHHOCTEH) aJMUHUCTpaTOpa 4 OK 1-OK 9
0a3 JaHHBIX, MPOTPAMMUCTA, MIPOrPAMMHCTA, CUCTEMHOTO MPOrpaMMHMCTA, aJMUHUCTPATOpPa
BBIYMCIINTEIIBHON CETH.
Bup pator 1. 40 [IK 3.1-11K 3.8
VYrnyOnéHHbIi aHAIN3 MIpeIMETHOM obacTi U popmanuzanus TpeOoBaHuUi K 10padaThIBAEMOMY OK 1-OK 9
moxaymito UC:

1. WHTepBhIOMPOBAHWE 3aKa3udka W IIOJIb30BATEICH CYIMIECTBYIOIICH CHUCTEMBI IS
BBISIBJICHHSI IOTPEOHOCTEH.

2. AHamu3 JCHCTBYIONIETO JIOKYMEHTOOOOpOTa M OW3HEC-TIPOIIECCOB TPEIITPHSITHS
MPUMEHHUTEIHFHO K aBTOMATH3UPYeMOl (DYHKIIUH.

3. YTouHeHHEe U JeTalu3alus TEXHUYECKOro 3aJaHus: IOCTPOEHUE JuarpaMm
BapuaHToB ucnoiyib3oBaHus (Use Case) u quarpaMm mocieioBaTeabHOCTH (Sequence)
B Hotaruu UML.

1




4. CornacoBanue u3MeHEHHOW apxuTekTypsl BJl (murpauum) c¢ xomanaou (DBA) u
BepUUKALIKMA MOJIETH TaHHBIX.

Bupx pabor 2.
Pa3zpaboTtka cepBepnoii noruku (Backend) mpon3BoacTBEHHOTO MOTYIIS:

40

1. Hammcanue Ou3HeC-NTOTHMKM Ha KopropaTuBHOM s3bike (Java/Python/C#/PHP) c
ucrnonb3oBanueM Qpeiimopka (Spring Boot/Django/.NET Core/Laravel).

2. Peanu3anus MHOTOYpOBHEBOM apXUTEKTYPHI.

3. Hamucanue murpanuii 1 onTUMU3UPOBAHHBIX SQL-3ampocoB (¢ yuéToM WHIEKCOB)
IS paboTHI ¢ OONBIIUMU 00BEMAMH TAaHHBIX.

4, Peamuzamus xammpoBaHus (Redis/Memcached) m acuHXpOHHBIX 00paOOTYHKOB
(ouepenn cooOlIeHMI) U1 BHICOKOHAIPY>KEHHBIX ONepaluil.

1K 3.1-11K 3.8
OK 1-OK 9

Bua pa6or 3.
Paspabotka ximentckoit yactu (Frontend) u uHTErpanmus ¢ 63keHI0M

40

I1K 3.1-11K 3.8
OK 1-OK 9

Buj pabor 4.
TecTupoBanue, OTJIa/IKa ¥ ONTUMH3AIMS TPOU3BOAUTEILHOCTH

20

I1K 3.1-11K 3.8
OK 1-OK 9

Buj pabor 5.
JloKyMeHTupoBaHue, Pelu3 U Nepeaaya B IKCIUTyaTaluio

10

I1K 3.1-11K 3.8
OK 1-OK 9

KoHcynpTanus o cCoCTaBICHUIO OTYETA

Hrtorosas
aTrecTanus

Cnaua oTdera B COOTBETCTBUHU C COJIEPKaHHEM TEMAaTHUECKOT0 MJIaHa IPaKTUKU U 110 Gopme,
ycranoBiaeHHOH Mk @I'BOY BO «bpl'V».

BCEro

180




4. YCJIOBUS PEAJIU3AIIMU ITPOU3BOJICTBEHHOM ITPAKTUKH
10 ITPOPUJIIO CIIENUAJTBHOCTH)

4.1 TpeGoBaHusl K YCJIOBUSIM NPOBeIeHUS PONU3BOACTBEHHOIN MPAKTHKH
(o mpouiio cnenuaJIbHOCTH)

[IpousBoacTBeHHass mpakTuka mnpodeccnonampHoro moxayias IIM.03  «lIpoektupoBanue wu
pa3paboTka WHGOPMAIMOHHBIX CHUCTEM M BeO-MpuiiokeHui» 1o npodumto crenuansHoctn 09.02.11
«Pa3paborka © ympaBieHHE NPOrpaMMHBIM OOECIEYEHHEM» MpEeAyCMaTPUBAET  BBIMNOJIHEHHE
o0yJaromuMucs GyHKINOHAIBHBIX 00S3aHHOCTEH Ha 00BEKTaX MpodecCHoHaIbHON nesTenbHocTH. [Ipu
BbIOOpE 0a3bl MPAKTUKU YYUTHIBAIOTCS clieAyronue GakTophl:

- HaTpaBJICHUE AEATEILHOCTH NPEANPUATHI/OpraHn3aluil COOTBETCTBYET MPOQHIIIO IOATOTOBKU
oOyJaronmxcs;

- OCHAIIIEHHOCTb HEOOXOIMMBIM COBPEMEHHBIM 000PYA0OBAHUEM;

- HaIM4Y#e KBaJTM(HUIMPOBAHHOTO TIEPCOHAIA.

Peanuzanus mporpaMmsbl TpeAronaraeT MpoBeeHHE MPOU3BOICTBEHHONW MPAKTUKHU 110 MPO(OUITIO
CHENHabHOCTU Ha 0a3e MpeanpHsITHi/OpraHu3aluii Ha OCHOBE MIPSMBIX JOTOBOPOB, 3aKIHOYaeMbIX
MEXy 00pa30BaTeIbHBIM YUPEKICHHUEM M KaXKIbIM MPEANPUATHEM/OpraHi3auei, Ky1a HalpaBIsioTCs
oOyuaroruecs.

4.2 UndopmaunonHoe odecrieueHue 00ydeHus

[Tepeuenp pekoMeHIyeMbIX y4eOHBIX H31aHuil, UHTepHET-pecypcoB, JOMOTHUTEIBHON
JTUTEPATYPBI
OCHOBHBIE HCTOYHUKH:

1. lukos, A. B. Kiiuentckue Texnonoruu Be0-au3aitna. HTMLS u CSS3: yuebnoe mocodue / A.
B. lukoB. — Cankrt-IlerepOypr: UznarensctBo Jlans, 2022. — 188 c. — ISBN 978-5-8114-3822-8.

2. [TomyakToBa, H. P. Pa3paboTrka BeO-nipuiiokeHui: yaeOHOe mocoOre it CpeTHETO
npodeccuonansHoro oopazosanus / H. P. [TomyaktoBa. — Mocksa: U3natensctBo FOpaiit, 2022. — 204
c. — (ITpodeccuonansuoe odbpazoBanue). — ISBN 978-5-534-14744-5.

JlononHUTENbHBIE HCTOYHUKH

3. Hom6posckas I'., HoBukos b., beitnkoBa A. Ontummu3anus 3anpocoB B PostgreSQL/ mep. ¢

anrn. [, A. beitnukosa. - M.: JIMK Ilpecc, 2022 - 278 c. - ISBN 978-5-97060-963-7.

NuTtepHeT — pecypcsi:

1. KommeroTepusie kuurd. Pesxxum nocryma: [http://computers.plib.ru/programming/Books.

VBasic6/index.html].

2. On-line OoubmoTeka CBOOOAHO JOCTYMHBIX ~ MaTepHajoB IO
uH(pOPMAIIMOHHBIM TeXHOJIorHsIM. Pesxum noctyma: [http://digitland.ru].
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4.3 O01mue TpeOOBAHUS K OPraHU3aIUN MPAKTUKHA

[Ipu omnucanuu TpeOOBAaHMM K OpraHM3alMU I[POU3BOACTBEHHOIO IIpoliecca HEOOXOIUMO
OIIPENIENIUTE!

- POJIb ¥ MECTO MPAKTUKU U JaHHOro [IM B npodeccroHanbHOM MOArOTOBKE;

- 0a3oBble TpeOOBaHMSI K OpraHu3alUd IPOM3BOACTBEHHOM MPAKTUKHM, KaK JOJKHA OBITh
OpraHU30BaHa MPaKTHKa (KOHLIEHTPUPOBAHHO I1OCIE U3YYEHUS BCEro paszzeiia WM 4epeaysach ¢ TeMaMu
TEOPETUYECKOr0 00YUEHHUS);

- YCIIOBHS NpOBEJICHMs NPAKTHUKH, 0aza MPAaKTUKHU, COOTBETCTBUE Oa3bl MPAKTUKU HPOPHUIIIO
CIELUAIBHOCTH;

- OpraHU3aLUI0 TEKYIIEr0 U IPOMEXKYTOYHOTO KOHTPOJIS (BUIBI U (POPMBI).

4.4 KagpoBoe ob0ecrieyeHne MPAKTHKH

TpeboBanusi k KBanM(UKAKUK KaJIpOB, OCYIICCTBISIOIIUX PYKOBOJACTBO IMPAKTHKOW: HAJMYUE
BBICIIETO MPO(PECCHOHAIIBHOTO 00pa30BaHus, COOTBETCTBYIONIETO mpoduiro Mmoxyis 11M.03
«IIpoexTupoBanue u pazpaboTka HHPOPMAIIMOHHBIX CHCTEM U BeO-NPUIOKEHUI». OMBIT JesSTENbHOCTH
B OpraHM3alMsAX COOTBETCTBYIOUICH mpodeccHoHanbHOM  cdepsl  ABISETCS  00S3aTEIBHBIM.
[IpenoaBaTeny MODKHBI MPOXOAUTH CTAXKUPOBKY B MPOQWIBHBIX OpraHu3alnusx He pexe 1 pasa B 3
roja.

I/IH)KGHepHO-HeI[aFOFI/I‘-IeCKI/If/'I COCTaB: MnpenoaaBaTejii MEKIUCHUITIIMHAPHBIX KYPCOB.
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5. KOHTPOJIb U OLIEHKA PE3YJbTATOB OCBOEHUS NPOU3BOICTBEHHOM
INPAKTHUKH (I1O NPOPUJITIO CIIEHUAJIBHOCTH)

KonTtpons W oIeHKa pe3ylbTaTOB OCBOCHHUS IPOU3BOACTBEHHOW (1o mpoduiro
CHELMANbHOCTH) TPAKTUKU OCYLIECTBISETCA IIpernojaBaTelieM B IPOLECCE BBITOJHEHUS
CTyACHTaMH padOT Ha NPEONpPUATHH, a TaKXKe CHAa4d CTYACHTOM OT4YeTa IO TPAKTHUKE |
aTTECTAllMOHHOTI'O JIUCTA.

Pe3yabTaThl 00yuenus
(npuodpeTeHue NPAKTHYECKOI0 ONbITA,
OCBOEHHbIE YMEeHHsl, YCBOCHHbIE 3HAHHUS)

®opMBI 1 METOABI KOHTPOJISAA M OLIEHKH
pe3yJbTATOB OCBOCHHs Y4eOHOIl NPaKTHKHU

Ilpuobpeménnvie HagviKu:
— cOopa mpeaBapuTEIbHBIX NTaHHBIX JJIS

BbISIBJIEHUST ~ TpeOoBaHMW K  BeO-
HPUIOKEHHUIO;
—  ompesieNeHHs  IEepBOHAYAIBHBIX
TpeOoBaHMII ~ 3aka3uMka K  BeO-
NPWIOKEHUI0O W BO3MOXHOCTH  HX
peanuzanumy;

— moxbopa ONTHMAJIbHBIX BApHAHTOB
peanu3alyy 3a4a4 U COINIaCOBAaHUE UX C
3aKa34uKOM;

pa3pabOTKH TEXHUYECKOTO 3aJaHHs Ha
BEO-IIPUJIOKEHHE B COOTBETCTBHM C
TpeOOBaHUSAMU 3aKA3UHKA;

— BBINIOJTHEHUST BEPCTKU CTPaHUI] BeO
MIPUIIOKEHUH;

—  KOJTUPOBAHHS
pOrpaMMUPOBAHUS;
— pa3paboTKu 0a3bl JaHHBIX;

— YMEHMs HCIOJIb30BaTh CHEIHMAJIbHbIE
TOTOBBIE TEXHHYECKHE pEIICHUS TpH
pa3paboTke BeO MPUIOKESHHUIA;

Ha A3bIKax BeO

- BBITOJIHEHUS pa3paboTku
WH(POPMAIIMOHHBIX CHCTEM;

- pa3paboTku uHTepdeiica
TI0JT30BATEIIS;

- pa3paboTku AHUMaIMOHHBIX
3¢ eKToB;

- pa3paboTku uHTepdeiicoB
TI0JTb30BATEIIs, UCTIONB3YS

CYIIECTBYIOIINE HAOOpPHI CTUIICH, Takue
kak Bootstrap wmm Foundation, mns

CO3JIaHUs IPUBJICKATEIHHOTO u
COTJIACOBAaHHOTO BU3YAJILHOTO
oopmieHus;

— TpUMEHEHHsS IPedyCTaHOBJICHHBIX
JJIEMEHTOB  YNPABJICHUS, TAaKUX Kak
KHOMKH, (OpMBI, MEHIO U T.nI.,
IPEIOCTaBIIEMbIX B BBIOpaHHBIX

Habopax cTuiei;
ajanTalud W HACTPOWKU CTHIEH U
3JIEMEHTOB yIIpaBJICHUS C

Dopmvl KOHMPONIA OOYUEHUSL:
— MpakTUYeCKWe 3aJaHusl 1o pabore C
nH(pOpMaIel, JOKyMEHTaMH, TNTePaTyPOK;

Dopmel OUEHKU pe3YTbMaAmUueHOCmuU

0Oyuenus:
— TpaaWlMOHHAs CHCTEeMa OTMETOK B Oayuiax 3a
KaXIyl0 BBHIMOJHEHHYIO padoTy, Ha OCHOBE
KOTOPBIX BBICTABIISICTCSI HTOTOBasi OTMETKA

Memoovt Konmpona nanpasienvl Ha NPOBEPKy
VYMEHUsT CMYOeHMOaE.
— BBINOJHATH YCJIOBUS 33JaHUsl HA TBOPUYECKOM
YpOBHE C  TIPEACTaBICHHEM  COOCTBEHHOM
TTO3HIINH;
— Jlenath  OCO3HAHHBIA  BHIOOD
JIEVCTBUN U3 paHEE U3BECTHBIX;
—  OCYIIECTBIIATH KOPPEKITUIO(MCIIPABIICHIIE)
CACJIaHHBIX OIHI/I60K Ha HOBOM ypOBHe
MpeAJiaracMbIX 3aJJaHuM;
— paboTaThb B TIpyNIe M MPEACTABIATh Kak
CBOIO, TaK Y MO3UIIUIO TPYIIIEL.

croco0oB

Memoowl oyenku pe3yibmamos 00y4eHus:.
— MOHHUTOPHHT pocra TBOPYECKON
CaMOCTOSITENPHOCTA M HAaBBIKOB  MOJyYEHHS
HOBOTO 3HAHUS KXKIBIM 00yJaroIuMcst
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ucnonp3oBanuem CSS u JavaScript;

— YCTaHOBKH M HACTPOWKH BeO CEpPBEpOB,
CYBJl nmns opranuszanuud paboOTHl BeO-
MIPUIIOKEHU;

— HCIOJB30BaHHUS WHCTPYMEHTAIBHBIX
CPEICTB KOHTPOJS BEPCHH HCXOIHOTO
KOJia ¥ 0a3 JaHHBIX;

— TpOBeleHUsT paboT MO pPe3epPBHOMY
KOIIMPOBAHUIO BEO-TIPHIIOKCHHIA;

—  BBIOJHEHHS  PETHCTPAallMd U
00pabOTKM  3allpoOCOB  3aKa3uWKa B
CIIy’)KO€ TEXHUYECKOH TOIICPIKKH;

— HACTPOMKHU W UCIOJIb30BAaHUS CPEICTB
MOHHTOPHHTA COCTOSTHHSI
UHGPACTPYKTYphl, Takux Kak Zabbix,
Observium, Hakta Heartbeat u npyrux;

- CO3J1aHUsA u HaCTPOUKHU
MOHHUTOPUHTOBBIX 1a0JIOHOB JUIst
OTCIIC)KUBAHMS PA3IMYHBIX IapaMeTpPOB
U METPHUK HH(PACTPYKTYPBL;

—  KOHQUTYypallMi W  HACTPOWKH
YBEIOMJICHUM U  ONOBELIEHUH  JUIs
MOHHTOPHHTA COCTOSTHHSI
UHPPACTPYKTYPHI;

— aHaIM3a W MHTEPIpeTaldd JaHHBIX,
coOpaHHBIX C  IOMOULIbIO  CPEACTB
MOHHMTOPHHTA, AJI BBIABICHUS MPOOIEM
U YITY4IICHUS IPOU3BOUTEITHHOCTH;

— NyOnMKauy BeO-NpuiiokKeHus Ha 0aze

XOCTHHIa U BBIJICIICHHOTO
BUPTYaJIBHOTO ceppepa B CETH
WHTepHeT;

— pa3MelleHus: BeO-IPUIIOKEHUNH B CETH
C UCTIOJIF30BAaHUEM DPA3IUYHBIX METOJIOB
U TEXHOJIOTHH, TaKuX KaK
BUPTYyaJTU3aIus, KOHTEHHepU3aIus,
o0ayHble MIaTGOPMBI U T.J1.;

— HaCTPOMKHU M KOH(PUTypaluu CEpBEpPOB
TUIst XOCTHHTA BEO-TIPHIIOKEHHIH,
BKJIIOYass  YCTaHOBKY  HEO0XOAHUMOTO
IPOTPAMMHOTO 00€CTIeUeHUs], HACTPOIKY
CEeTeBbIX TapaMeTpoB U 0€30IaCHOCTH;

— YIpaBiIeHUS U MOHMUTOpPHHra paboThI

BEO-TIPUITOKEHUH, BKJTIOUAst
OTCIIe)KMBaHHE JOCTYITHOCTH "
MPOU3BOJUTENBHOCTH, pe3epBHOE

KOIMMPOBAaHUEC MOaHHBIX U 0OHOBJIEHHE
MPOrPaMMHOTO 00ECTICUeHUSI;

pelieHuss  mpoOJeM,  CBA3AHHBIX  C
pa3MelIeHHEeM BeO-TIPUIIOKEHUH, TaKHX
KaK HEemoJaJKu B paboTe cepBepoB, cOou
B CETH WJIM NIPOOJIEMBI ¢ 6€30ITaCHOCTHIO.
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— UCIIOJIb30BAHUSI HMHCTPYMEHTAILHBIX
CpeACTB KOHTpPOJS Bepcwii u  0a3
JAHHBIX, y4eTa e(EeKTOB;

— TECTHPOBAaHMUSA BEO-TIPUIOKEHUH C
TOYKH 3PEHUS JIOTUYECKOH 1IETOCTHOCTH;
TECTUPOBAHUS WHTETPaluu BeO-
NPUJIOKCHUSI C BHEIIHUMHU CEPBUCAMH H
YYETHBIMH CUCTEMAaMHU;

—  obecrieuenuss ~ OezomacHO U
O6ecniepe0oiiHOi paboTHI;

— OCYILECTBIICHHS ayauTa Oe30MacHOCTH
BEO-TIPUJIOKEHHUS B COOTBETCTBHHU C
perIaMeHTOM 110 0€3011aCHOCTH;

—  UACHTU(QUKAIUK  MOTCHIUAIBHBIX
ySI3BUMOCTEM M PUCKOB 0€30I1aCHOCTHU
BEO-TIPUIIOKCHHUS;

— TPOBEACHUS  TECTUPOBAaHUS  Ha
NPOHUKHOBEHHUE ISl TIPOBEPKU YPOBHS
3aIIUTHI BEO-TIPUIIOKEHUS,

aHaM3  TOJYYCHHBIX  PE3yJIbTaTOB
ayauTa " TECTUPOBAHUS Ha
NPOHUKHOBEHHE Ui ONpEACIICHHS
CJIa0bIX MECT M PEKOMCHIAIMHA 10 HX
YCTpaHEHHUIO

— MOJIEPHU3ALNN BEO-TIPUIIOKEHUN C
y4eTOM TMpaBHJI M HOPM MOJATOTOBKH
WH(POPMAIIHH JIJIS IOMCKOBBIX CHCTEM;

— aHamM3a W ONTUMH3AIMH KOHTEHTA
BEO-NIPUJIIOKEHUH € y4eTOM HpaBUI H
HOPM TIOATOTOBKM HMH(OpMAruu  JyIst
MIOUCKOBBIX CUCTEM;

- MCII0JIb30BaHNUs COBPEMEHHBIX
METOJJOB ¥ HUHCTPYMEHTOB  JUIS
yIy4IIeHUs BUJUMOCTHU BeO-

NPUJIOKEHNH B TIOMCKOBBIX CHCTEMAX;
IIPUMEHEHUE SEO-cTpareruit JUIS
TIOBBIINICHUSI PEHTHHTa W TIPUBJICUCHHS
EJIEBOM ayTUTOPHH.

—  pealM3allud ~ MEpOIpPHUATHH IO
MIPOJIBIDKEHHUIO BEO-TIPHIIOKECHUN B CETH
WHTepHer;

— cOopa M TNpenBapUTEIbHOIO aHaIu3a
CTATUCTUYECKYIO0 MHpOpManuu o padbore
BEO-TIPUIIOKECHUIA;

— cbopa CTaTUYeCKOH CTAaTUCTUKHU O
paboTe BEO-TIPUIIOKEHUM, TaKOW Kak
BpeMs OTKJIMKA, KOJMYECTBO 3aMPOCOB U
OIIMOOK, MHCIIONb30BAHUE PECYPCOB H
T.J.;

— aHanu3a COOpaHHON CTaTHCTUKU IS
onpeneneHus 3(PPEeKTUBHOCTH PaOOTHI
BEO-TIPUIIOKECHHUS u BEISIBJICHUS
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BO3MOXHBIX MTPOOJIEM HITH Y3KUX MECT;
- TIPUMCHECHHSI METO/IOB u
UHCTPYMEHTOB ISt aHanm3a
MPOU3BOIUTEILHOCTH BEO-TIPUIIOKEHU,
TaKUX  KaKk  MOHHUTOPUHT  CHCTEM,
aQHAJUTHKA JTAHHBIX U TPOQPHINPOBAHHE
KOJa;
—  peanu3aluud  MEpONPHUATHM 11O
NPOJIBIKCHHUIO BEO-TIPUIIOKEHUN B CETH
Nurepuer;
— cOopa W TpeNBapUTEIBHOTO aHaIHM3a
CTaTHCTUYECKON mH(popMammu 0 padore
BEO-TIPHIIOKEHU;
— pa3paboOTKU M peau3ali CTPATETuu
TIPO/IBIKCHHS MIPUIOKECHUS B
COOTBETCTBUU c HEJISIMU u
NOTPeOHOCTAIMU OU3HECa;
- IIPOBEICHUS MapKETHHTOBBIX
UCCIICIOBAaHU JUIst OIpeIeIICHUs
LEJIEBOM ayJAUTOPUM U KOHKYPEHTHOM
Cpepl;
— CO3JaHMS M ONTHMHU3AIMU KOHTCHTA
JUIS  TPUBJICUCHHUS W yICpXKaHUS
NOJIb30BATENICH, BKIJIIOYAs  ONHCAHHS
NPWIOKEHHUs, BUAEO 0030pbl, OJIOTH U
coLMaJIbHbIE Me/lna IMyOIUKaIUHY;
— pa3palboTKH M peanu3alnu peKIaMHbIX
KaMIaHWH JJIs1 MOBBIIIEHUS BUIUMOCTH
NPUJIOKEHUs, BKIIOYAsh KOHTEKCTHYIO
pexiiamy, peKiiaMy B COL[MAJIbHBIX CETSAX
U TIAPTHEPCKHE TPOTPAMMBEI;
- aHanM3a s¢dexTuBHOCTH
MEpONPUATHA 1O TMPOJABIKEHUIO U
ONTUMU3AIMS CTPATErMd Ha OCHOBE
MOJIyYEHHBIX Pe3yJIbTaTOB;
— pa3pabOTKH M peanu3alnu peKIaMHBIX
KaMIaHWi NIl TTOBBIIICHUST BHIUMOCTH
OPUJIOKEHUs, BKJIIOYAs KOHTEKCTHYIO
peKiiaMy, peKiiaMy B COIMAIBHBIX CETSIX
U MTAPTHEPCKHUE MPOrPaMMBI.

Oceoennvie ymenus:
—  TIPOBOAWTH  AHKETHPOBaHHE U
UHTEPBBIOMPOBAHUE JJISI  BBIABJICHUS
TpeOoBaHUI 3aKa3unKa;
- opopMIIATH TEXHUYECKYIO
JOKYMEHTAIlMl0 B  COOTBETCTBUU  C
HOpPMaMH ¥ CTaH/JIapTaMHu;
— OCYIIECTBJICHHE BHIOOpa OJHOTO W3
TUTIOBBIX PEIICHUH MO pa3pabdoTke BeO-
MIPUIIOKEHU;
paboTBl  cO  CIENUaTU3UPOBAHHBIM
OpOTPpaMMHBIM  O0ecliedeHueM  Juis
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IUTAHUPOBAHMSI BPEMEHH M OpTraHU3aliH
paboThI C KIMEHTAMU;

— paspabaTbiBaTh NPOTPAMMHBIA  KOJ
KIIMEHTCKOM W CEpPBEPHOM 4YacTH BeO-
IIPUIIOKEHUH;

— HCIIOJIb30BAaTh SI3bIK Pa3METKU CTPAHHULL
BEO-TIPUIIOKECHHUS;

— odopMIATH KOA HpOrpamMMbl B
COOTBETCTBUU co CTaHJapTOM
KOJIMPOBaHMUS;

— WCIIOJIBb30BaTh OTKPHITHIE OMOIMOTEKH
u (GperMBOpPKY;

— HCIIOJIB30BaTh BBIOPAHHYIO Cpely
IPOTPaMMHUPOBAHUS u CpeacTBa
CHCTEMBI;

— yIpaBJIATh 0a3aMu JIaHHBIX;

—  OCYILIECTBJIATh  B3auUMOJelcTBUE
KJIMEHTCKOM M CepBEepHOW wyacTel BeO
IIPUIIOKEHUH;

— pa3pabarbIBaTh KO HH()OPMAITMOHHBIX
CHCTEM;

— pa3pabaTbiBaTh HPOTPAMMHBIA  KOJ
KJIMEHTCKOM 4acTH BEO-IPUIIOKEHUN;

— o0QopMIATH KOJA IMpOrpaMMbl B
COOTBETCTBUU co CTaHJapTOM
KOJIMPOBAHMUS,

— HCIOJIb30BaTh OOBEKTHBIE MOJIENH BEO
NpUIIOKEeHUH 1 Opaysepa;

— pazpabaTbiBaThb aHMMAIMIO A1 BeO
NPUIOKEHUH A TIOBBIMICHHUST  €r0
JOCTYITHOCTH u BU3YaJIbHON
IPUBJIEKATEILHOCTH;

— HCIOJB30BaTh OCHOBHBIC MPUHIIHUITHI
nu3aiiHa uHTepdeiica monp3oBaTeNs U
yIpaBJIeHUS CTHJISIMH,
MPEI0CTaBIIEMBIMUA HA0OPaAMH;

— HCIMOJb30BaTh TOTOBbIE KOMIIOHEHTHI U
ctumu i 3¢(dexTuBHOM U OBICTPOIA
pa3zpaboTku uHTEpdEiica;

CIIOCOOHOCTh a/1arTHPOBATh u
HacTpauBaTh  CTHJIM M DJIEMEHTHI
YIIpaBJICHUA JJIsA JOCTHXKXCHUA

KemaeMoro Bu3yalbHOro 3¢dekra u
COOTBETCTBUS JU3ANHY;

— BBIOMpPATh XOCTUHT B COOTBETCTBHH C
napameTpamu BeO-TIPHIIOKEHHUS;

- COCTaBIIATh CPaBHUTEIHHYIO
XapaKTEePUCTHKY XOCTHHTOB "
BBIJICJIEHHOT'O BUPTYaJIbHOTO CepBepa;

— MOHUMATh TpeOOBaHMS U MOTPEOHOCTH
BEO-TIPUIIOKEHUH U1l BbIOOpa Hanbosee
HOAXOJSIIETO METOJa M TEXHOJOTHH
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pa3MeIleHus,

- BBITNOJIHATH HACTPOMKHU u
KOH(HUTypanuu CEpBEPOB TUISL
obecrieueHust cTaOUIBLHON pPabOTHI BEO-
IIPUIIOKEHUH;

—  cIocoOHOCTb ~ MOHUTOPUTH U
aHAM3UPOBaTh  MPOU3BOAMTEIBHOCTD
BEO-TIPUIIOKEHUIM 711 ONTHUMM3AIUU U
yIydIIeHus: paboTHI;

— TOJKJII0YaTh U HACTPAaUBATh CHUCTEMBI
MOHHUTOpHHTa paboThl Beb-npunoxxenuit
U cOopa CTaTHCTUKHU €r0 UCIIOIb30BAHUS;
— YyCTaHaBIMBaTh M HACTpauBaTh BeO
cepepa, CVYBJl mna opranuzauuu
paboThl BEO-TIPUIIOKEHUN;

— pabotarts ¢ cuctemamu Helpdesk;

— BBIICHSTH W3 O€ceIbl C 3aKa3YMKOM U
MOHUMATh MPUYUHBI BO3HUKIIIUX
aBapHUITHBIX CUTyalHil c
UH(OPMaILIMOHHBIM PECYpPCOM;

— aHAJIM3UPOBaTh U peulaThb THUIOBBIC
3arpochl 3aKa3YUKOB. BBITIOJTHSATh
periaMeHTHbBIE POLIEAYPHI 1o
pPE3epPBUPOBAHUIO JAHHBIX;

- yCcTaHaBIUBAaTh MIPUKIIATHOE
IPOTPaMMHOE obecrieyeHne TUTSt
pe3epBUPOBaHUS BEO MPUIIOKECHHUIA;

— T[OHUMAaTh MPHUHIMUIBI pabOTHl U
APXUTEKTYphl ~ CPEJACTB MOHHTOPHHTA
COCTOSTHUSI UHPPACTPYKTYPHI;

- HACTpauBaTh MOHHTOPHUHTOBBIE
napaMeTpsl 1 METPUKH B COOTBETCTBHH C
TpeOOBaHUSIMU u MOTPEOHOCTIMU
UH(QPaCTPYKTYPBHI;

— CHOCOOHOCTh aHAIM3UPOBATh JaHHBIE
MOHHTOPHHTAa W TPUHUMATH JCHCTBHS
IUTSL yCTPaHEHHST,

— BBINOJIHATH OTJIAJKy W TECTHPOBAHUE
IpOTPaMMHOTO Konxa (B TOM YHCIE C
UCTIONIb30BAaHUEM  MHCTPYMEHTATbHBIX
CpENCTB);

—  BBIIOJIHATH  ONTHUMH3AIUIO U
pedakTOPUHT MPOTPAMMHOTO KOJA;

— KOJIWPOBAaTh HAa CKPUITOBBIX S3BIKAX
POrPaMMHUPOBAHHS;

— TECTHpPOBaTh BEO-TIPUIIOKEHUS C
HCIIOJIb30BaHUEM TECT-TUIAHOB;

— MPUMEHSITh HHCTPYMEHTHI TIOJTOTOBKU
TECTOBBIX JJAHHBIX;

— BbIOMpATh ¥ KOMOMHUPOBATh TEXHUKH
TECTUPOBAHUS BEO-TIPUIIOKCHHIA;

— paboTath C CcHCTEMaMU KOHTPOJIS
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BEpCUl B COOTBETCTBUH C PEriIaMEHTOM
UCTIOJIb30BAaHUSI ~ CHUCTEMBI  KOHTPOJIA
BEpCHil;

BBINOJIHATh IPOBEPKY BEO-NIPHIIOKEHHUS
10 TEXHUYECKOMY 331aHUIO0

— OCYLIECTBISTh ayIuT OE30MacCHOCTH
BeO MPUIIOKECHUH;

— Moau(UIUpPOBaTh BEO-TIPUIOKEHUE C
LEJIBI0 BHEJPEHUsI MPOrpaMMHOI0 KOAa
no oOecrneyeHuro Oe30MaCHOCTH  €ro

paboTHI;
—  CHOCOOHOCTH  NIPOBOAUTH  AYIUT
0e30MacHOCTH BEO-TIPHIIOKEHHIH,

HCIIOJIB3YA PA3JIMYHBbIC MHCTPYMCHTBI U
MCTOJbI, TaKHUC KaK CKaHUPOBAHUC

YHSBHMOCTCﬁ, TCCTUPOBAHUC Ha
IMPOHUKHOBCHUC U aHAJIM3 K04,
- AHAJIIM3UPOBATDH IIOJIYYCHHBIC

pe3ysbTaThl ayAuTa W TECTHPOBAHUS Ha
NPOHUKHOBEHHE Ui ONpEACIICHHS
yA3BHMOCTEH U PUCKOB 0€30M1acHOCTH;
IPEIOCTABIISATH OTYETHl M PEKOMEHIAIHH
0 yJAy4ylIeHHIO O€30MacHOCTH BeO-
NPWIOKEHUH Ha OCHOBE HPOBEICHHOIO
ayauTa.

- Mo (pUIIMPOBATH KOJ BEO-
NPUJIOKEHNUST B COOTBETCTBUH  C

TpeOOBaHUSIMU u perjJamMeHTaMu
MTOMCKOBBIX CUCTEM. pa3Meniarhb
TEKCTOBYIO u rpaduyecKyro
uHpOpMallMl0O Ha  CcTpaHUIax  Bed
MIPUIIOKEHUS;

—  pelaKTHpOBATH HTML-kxonx C
HCIIOJIb30BaHHEM CHUCTEM
aJIMUHHUCTPUPOBAHUSI. [TpoBepsTh
HTML-kox Ha COOTBETCTBHE

OTpACJIeBBIM CTaHJIAPTaM;
—  CHOCOOHOCTh  aHAJIM3MpPOBAaTh U
ONTUMU3UPOBATH KOHTEHT BeO-
OPUIOKEHUH C ydyeToM TpeboBaHMA
MOMCKOBBIX CUCTEM;

— HCINOJNb30BaThb HMHCTPYMEHTHI  JUIS
aHaJIM3a KJIIOYEBBIX CJIOB, aHalIM3a
KOHKYPEHTOB M MOHUTOPUHTA MO3UIIUN B
IIOMCKOBOH BbIJIa4€E;

pa3pabaTeiBaTh U peann3oBbiBaTh SEO-
CTpaTeruy AJis MOBBIIMIEHUS BUAMUMOCTH
BEO-TIPUIIOKECHUN B MTOMCKOBBIX
CUCTEMaX.

— MOJKJIIOYaTh M HACTPauBaTh CHUCTEMBbI
MOHUTOpPUHTA PaboThl BeO-npunokenuii
U cOOpa CTaTHCTUKHU €r0 UCIOJIb30BAHUS;
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— COCTaBIISITh OTYET MO OCHOBHBIM
IOKa3aTelsiM  HMCIOJb30BaHUs — Bed-
IPWIOKEHUN (PEHUTUHI, HCTOYHUKU U
IIOBE/ICHHE T10JIb30BATENCH, KOHBEPCHS U
ap.);

—  CIOCOOHOCTH  HACTPOUTH  cOOp
CTaTUCTHKH O paboTe BeO-TPUIIOKEHU,
UCTIONB3Ysl Pa3IMYHble MHCTPYMEHTHI U
TEXHOJIOTUM, TaKHEe KaK MOHUTOPUHT
CHCTEMBI, KYpHAaJIBI cepsepa,
UHCTPYMEHTHI AaHAIUTUKU U T.J1.;

- aHATU3UPOBATh coOpaHHYIO
CTAaTHCTHUKY JJIsI BBIABICHHUS NPOOJIEM U
ONITUMH3AINH MPOU3BOIUTEIILHOCTH
BEO-TIPHIIOKECHU;

— YyMEHHE NpPEAOCTaBIATh OTYETHl |
PEKOMEHAANNN O YIYYHICHHUIO paboThI
BEO-TIPIIJIOKEHNI Ha OCHOBE COOpaHHOU
CTaTUCTHKH,

— TOJKJII0YaTh U HACTPAaWBaTh CHUCTEMBI
MOHHUTOpUHTa paboTel BeO-npuioxeHuii
U cOopa CTaTHCTUKHU €Tr0 UCIIOIb30BAHUS;
— paboTaTh C CUCTEMaMH IPOIBIKECHUS
BeO NMPHIIOKEHUH;

— nyOnukoBaTh HH(popManuu O Bed
NPUI0KEHUU B CrelMaIbHbIX
CTIpaBOYHHMKAX U KaTaJoOrax;

— OCYHIECTBIATh TOAOOp W  aHAIM3
KIIOYEeBbIX cinoB W (paz A
COOTBETCTBYIOIICH MpeMETHON 00acTu

c UCTIOJIb30BaHUEM
CIICHUAIM3UPOBAHHBIX MMporpaMMHBIX
CPE/NCTB;

— COCTaBIIITh TEKCTHI, BKIIOYAIOIINE
CCBUIKM Ha TMPOABUTAEMbIA CaNT, IS
pa3MellleHns Ha cailTax MapTHEPOB;

- OCYIIECTBIISATh OIITHMHU3AIIHNIO
MIPUIOKEHUN C TETbI0 TIOBBIIICHUS €0
pEUTHHTa B CETH UHTEPHET;

- yMEHUE pa3pabaTsiBaTh H
peann30BbIBATh CTpaTeruu
MPOJIBMXKEHUS TPUIIOKEHUM, YYUThIBas
neau Ou3Heca W MOTPEOHOCTH IIEJIEBOM

ayJIuTOPHH;
- MPOBOJIUTH MapKETHUHT OBbIE
UCCJIEI0BAHUS JUTSt onpeeneHus
LEJIEBOM ayJAUTOPUM U KOHKYPEHTHOM
Cpelibl;

— CO3/1aBaTh KAYECTBEHHbIN KOHTEHT JJIf
MIPUBJICYECHUS u yaepKaHUs

HOJ'IB3OBaTeJIeI\/JI, BKJIrO4as OIIMCaHUA
MIPUJIOXKEHUsS, BUIEO 0030phI, OJIOTH H
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COIMAIbHBIC MeTha MyOIUKAIIH;

- aHAIM3UPOBATH 3¢ PEeKTHBHOCTH
MEPOIIPHUITANA 1O  MPOJABWKCHUIO U
ONTUMU3UPOBATh CTPATETHMI0 HAa OCHOBE
MOJYYCHHBIX PE3YJIbTATOB.

Yceoennvie snanusn:
— HMHCTPYMEHTBl U METOJbl BbISBICHUS
TpeboBaHMi 3aKa3uMka K  BeO-
MPUIIOKEHUIO;
— TUIIOBBIC PEIEHUS 110 pa3paboTKe BeO-
IIPUIIOKEHUH;
— HOPMBI M CTaHZApPTHl OQOPMIICHHUS
TEXHUYECKOH TOKYMEHTAIIUU;
—  [PUHIMIBl  TPOEKTUPOBAHUS U
pa3paboTku HHPOPMALMOHHBIX CHCTEM;
—  S3BIKM  TPOTPAMMHUPOBAaHUS U
pa3MeTKH s pa3paboTKH KIMEHTCKOU U
CEPBEPHOM YaCTH BEO-TIPHIIOKEHUH;
— NPUHIUIBI PaOOTHl 00BEKTHOM MOAETH
BeO-TIPUIIOKECHUH U Opay3epa;
— OCHOBBI TEXHOJIOTHH KIIMEHT-CEPBED;
— TEXHOJIOTMHM pPa3pabOTKu CEepBEpPHOM
4acTu;
— O0COOCHHOCTH OTOOpakeHus BeO
MPWIOKEHUH B pa3mepax pabouero
MPOCTPAHCTBA YCTPOUCTB;
- 0COOEHHOCTH 0TOOpaKeHUS
anemeHnToB VP B paznuuHbIX Opay3epax;
— 0COOEHHOCTH BBIOPaHHOM  cpeabl
IPOTPaMMHUPOBAHHUS u CUCTEMBI
yrpaBieHus 0a3aMu JaHHBIX;
—  S3BIKM  TPOTPAMMHUpPOBaHUS U
pa3MeTKH s pa3paboTKH KIMEHTCKON U
CEpBEpHOI YacTH BeO MPUIIOKEHUH;
— NPUHIUIBI PaOOTHl 00BEKTHOM MOAETU
BEO-TIPIIIOKEHUH U Opay3epa;
—  TeXHoJorMu i pa3paboTKu
aHUMAIIWH;
— crmocoObl MaHUMNYJSIUU DJIEMEHTAMHU
CTpaHUIIbI BEO-TIPUIIOKEHUS;
— BUABl aHUMAIlMU U CIOCOOBI ee
MIPUMCHCHUS;
— 3HAaKOMCTBO C  CYIIECTBYIOITUMH
HabopamMu  CcTUJNEH, TakKUMU  Kak
Bootstrap, Foundation, Material Ul u
ApYTHE;
— TMOHMMAaHHE OCHOBHBIX KOHIEHINHA U
BO3MO>KHOCTEH MPEIOCTABIISIEMBIX
HabopaMu  CTWJIIEH ©  DIIEMEHTOB
yIpaBICHUS;
— 3umaume CSS w JavaScript mas
HAaCTPOMKM M pacCHIUPEHUst CTWICH U
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3JIEMEHTOB YIpPAaBJIEHUS B BBIOPAHHBIX
Habopax;

— XapaKTepUCTUKH, TUIBI M  BUJBI
XOCTHHIOB;

— METOAbl M  CIOCOOBl  mepedauu
uH(popmanuu B cetu HTEpHET;

— yCTPOMCTBO M pabOTy XOCTHHI-
CHCTEM;

— pa3NUYHBIE METOIbl M TEXHOJIOTUH
pa3MenieHusi BeO-TIPUIIOKEHUHM, TaKHX
kak Buptyanusanus (VMware, Hyper-
V), KOHTECHWHEpHU3aIus (Docker,
Kubernetes), o6maunble  IIATHOPMEI
(AWS, Azure) u T.1.;

— IPHUHIUIB paboThl BeO-cepBepoB, 0a3
JAaHHBIX W JPYIrHX  HEOOXOAWMBIX
KOMIIOHEHTOB JJIsi pa3MelleHus BeO-
IIPUIIOKEHUH;

— MeTonpl 0e30MacHOCTH W 3aIUTHI
JaHHBIX ~ TpU  pa3MelleHHuH  BeO-
IIPUJIOKEHUN B CETH;

— OCHOBHBIE TIOKA3aTeIH MCIIOIb30BaHMUS
BeO-nipunoxkenuit  u“ crmocoObl  MX
aHaIIn3a;

— perjJamMeHThl paboT MO pPEe3epBHOMY
KOTIMPOBAHUIO 17§ pa3BepTHIBAHUIO
pe3epBHOM  KOMHM  BEO-TIPHIIOKEHU.
CrocoObl W CpeIcTBa MOHMTOPHHIA
paboThl BEO-TIPHIIOKEHUIA;

— METO/Ibl pa3BepThIBaHUS BEO-CIYkKO U
CEepBEPOB;

— TPHUHLOUOBl  OpraHu3anu  paboThI
CITY’KOBI TEXHUUECKOM MOJIEPIKKH;

- o0mue OCHOBBI peLeHus
NPaKTUYECKUX 3a7ad [0  CO3JaHHIO
PE3EPBHBIX KOIIUIA;

- OCHOBHBIE (yHKIIMOHATIbHBIE
BO3MOXXHOCTH W HMHCTPYMEHTBI CpE/ICTB
MOHUTOpPHHTa, Takue Kak  ZabbiX,
Observium, Hakta Heartbeat u apyrux;

— MPUHLUIBI cOOpa W aHaIu3a JaHHBIX
MOHHUTOPHHTA JJIsi BBISIBICHUS TPOOIeM
u POTHO3UPOBAHUS
IPOM3BOIUTEILHOCTH HHPPACTPYKTYPHI;
— METOJbl HACTPOWKH W ONTHMH3AIUHU
CPEACTB MOHUTOPHHTA Ul JOCTHKCHHS
MakcUMaibHOW 3¢ (deKTUBHOCTH U
TOYHOCTH JTaHHBIX;

— CeTeBbIC MPOTOKOJILI U OCHOBBI WeD-
TEXHOJIOTHIA;

- COBpEMEHHBIE METOJIUKH
TECTUPOBAHUS;
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—  OJPrOHOMHKY  IOJbh30BATEIIbCKHUX
UHTEpEnCOoB;

— OCHOBHBIC TPUHIUIBI OTIATKA U
TECTUPOBAHUS MIPOTPaMMHBIX
MPOIYKTOB;

— METOJABl OpraHMW3aIui padoOThl TPHU
MPOBEICHUH MPOLEAYP TECTUPOBAHHS,

- BO3MOHOCTH HCIIOJIb3YEMOU
CHCTEMBI,

— KOHTPOJIb BEPCUI U BCIIOMOTaTEIbHBIX
WHCTPYMEHTAJIbHBIX IIPOIPAMMHBIX

cpencTB st 0OpabOTKH  HMCXOIHOTO
TEKCTa MPOrpaMMHOI0 KOJ1a;

— pEerJIaMeHT HCIMOJIb30BAHUS CUCTEMBI
KOHTPOJISL BEPCU;

— IpeaIMeTHYI0 o0jacTb MHpoeKTa s
COCTaBJICHUS TECT-IIAHOB;

— HUCTOYHUKU YIrpo3 HHGPOPMAIMOHHON
0e30MacHOCTH U Mepbl MO0  UX
IPEIOTBPALCHHIO;

— periiaMeHThl W METOABl Pa3pabOTKu
0e30macHbIX BEO-TIPUIIOKEHU;

— Ppa3lHM4YHbIE MHCTPYMEHTBI U METObI
JUIsL TIPOBEACHUS ayAuTa 0€30IacHOCTH
BEO-TIPUIIOKEHHM, Takue KaK CKaHEpbI
ys3Bumocteit  (Nessus,  OpenVAS),
WHCTPYMEHTHI TECTUPOBAHUSA Ha
nponukHoBenue (Metasploit, Burp Suite)
u aHanu3 koza (SonarQube);

— OCHOBHBIE YS3BUMOCTH M PHUCKHU
0€30MacHOCTH BEO-TIPUIIOKEHUHN, TaKue
KakK WHBEKIUY, MEKCAUTOBBIN
CKPUIITUHT, TOJJCNIKa 3alpPOCOB MEXIY
calitamMu " T.1.;

— 3HaHUE METOJO0B M PEKOMEHJALUN MO
YCTPaHEHHIO YSA3BUMOCTEN 51
MOBBIIICHUIO Oe3omacHOCTH BeO-
MPUWIOKEHUH Ha OCHOBE pEe3yJbTaTOB
ayJuTa;

— ocobeHHOCTH  pabOTBI  CcHUCTEM
yIpaBJIeHUS caliTaMu;

—  NOpUHIUOBL  (QYHKIMOHUPOBAHUS
MOMCKOBBIX CEPBHCOB M OCOOEHHOCTH
ontumuzanu  BeG-npunoxenuit  mox
Hux (SEO);

—  METOJbI ontumu3anuun  BeoO-
MPUWIOKEHUN TM0J] COIMAIbHBIE Meaua
(SMO);

— OCHOBHBIE IIpaBHWJa M  HOPMBI

HOJATOTOBKU uH(pOpMaIuu hilas: |
MOUCKOBBIX CHUCTEM, TaKuX Kak
HUCIOJIL30BaHUE METa-TEeroB,
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ONTUMM3AILIMS 3ar0JIOBKOB U OIMHUCAHUIN
CTpaHMII, HCIIOJIb30BaHUE  KIFOYEBBIX
CJIOB U T.[I.;

— NPUHIUIBI paOOTHI TOUCKOBBIX CUCTEM
U aJITOPUTMOB PAHXUPOBAHUS;

— COBPEMEHHbIE METO/Ibl U HHCTPYMEHTHI
JUId aHAJIM3a U ONTHMHU3ALUU KOHTEHTa
BEO-TIPHIIOKEHU;

— OCHOBHBIE NPUHLUIIBI Pa3pabOTKH U
peanu3aniu SEO-ctpateruit ISt
MOBBILICHUS BUJIUMOCTHU BeO-
NPUIIOKEHUH B IIOMCKOBBIX CHCTEMaX;

- OCHOBHBIE MOKa3aTein
HCIIOJIb30BaHUS;

— BeO-TpUJIOKEHUSI U CIOCOOBI  HX
aHaJIN3a;

— pa3IMYHBIE METOJBl U HHCTPYMEHTHI
s coopa CTaTUCTHUKH O pabore BeO-
NPUJIOKECHUH, TaKHMe KaK MOHHUTOPHUHT
CHCTEM (Nagios, Zabbix),
aHanuTUueckue uHCTpyMeHThl (Google
Analytics, ELK Stack) u uHCTpyMEHTBI
npoduiupoBanus ~ koma  (Xdebug,
Blackfire);

— OCHOBHBIE METPUKM U IOKa3aTelu
IPOU3BOIUTENBHOCTH BEO-TIPUIIOKEHUH,
TaKUX KaK BpEMsI OTKJIMKA, TPOITYCKHAsI
CIOCOOHOCTh, UCIIOJIb30BAaHHE PECYpPCOB
U T

— METOJbl ONTUMH3AINHA H YITyYIICHHS
IPOU3BOIUTENILHOCTH  BEO-TIPUIIOXKEHU I
Ha  OCHOBE  aHaimm3a  CcOOpaHHOM
CTaTUCTHKH;

—  OpUHLUNOBl  (YHKIHOHUPOBAHUS
MIOVCKOBBIX CEPBHCOB;

— BUABI U METOJBI pacyeTra HWHIEKCOB
muTHpyemMocti BeO-npunoxenuit (THULL,
BULI);

—  CTparernd  TpPOABIDKEHHS  BeO-
IIPUIOKEHUNB ceTu VIHTepHeT;

—  BHUABl  TIOMCKOBBIX  3alpoCOB
NoJIb30BaTesel B UHTEPHETE;

— MpOrpaMMHbIE CPEJCTBA U IIIATPOPMBI
IUIA noabopa KJTFOYEBBIX
CJIOBOCOYETAHUH, OTpaKaIOIINX
cnenuduky canra;

— UHCTpYMEHTHl cOopa U aHaiu3a
MIOUCKOBBIX 3aIPOCOB;

— OCHOBHBIC NPUHIUIBI MapKeTUHTa M
MPOJBUKEHUSI TPUIIOKECHUI;

- LIEJIEBYIO ayJIMTOPHUIO u
KOHKYPEHTHYIO  cpeay B  cdepe
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MIPUIIOKEHU;

- pa3IuYHbIC HHCTPYMEHTHI 51
m1atGopmbl TS CO3JIaHUs u
ONTUMHU3AIMN KOHTEHTa, TaKUX KakK
WordPress;

— OCHOBHBIE METOABI pPEKJIaMbl H
NPOJABMWKEHUST B HWHTEPHETE, BKIIIOYAs
KOHTEKCTHYIO pEKJaMy, peKlIiamy B
COLMAIBHBIX CETAX MW IapTHEPCKHUE
MPOrPaMMBlI;

- MeToabl aHanmm3a A(PGHEKTHBHOCTH
MEpPONPHSTUS  TIO0  TPOJABIKCHUIO |
ONTHUMH3AIUK  CTPAaTeTM  HAa  OCHOBE
IIOJIyYEHHBIX PE3yJIbTATOB.
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